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CHAPTER
ONE

INTRODUCTION

Ironic is an OpenStack project which provisions bare metal (as opposed to virtual) machines. It may
be used independently or as part of an OpenStack Cloud, and integrates with the OpenStack Identity
(keystone), Compute (nova), Network (neutron), Image (glance), and Object (swift) services.

The Bare Metal service manages hardware through both common (eg. PXE and IPMI) and vendor-
specific remote management protocols. It provides the cloud operator with a unified interface to a
heterogeneous fleet of servers while also providing the Compute service with an interface that allows
physical servers to be managed as though they were virtual machines.

This documentation is continually updated and may not represent the state of the project at any spe-
cific prior release. To access documentation for a previous release of ironic, append the OpenStack
release name to the URL; for example, the ocata release is available at https://docs.openstack.org/
ironic/ocata/.

Found a bug in one of our projects? Please see Bug Reporting and Triaging Guide.



https://docs.openstack.org/ironic/ocata/
https://docs.openstack.org/ironic/ocata/
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CHAPTER
TWO

INSTALLATION GUIDE

2.1 Bare Metal Service Installation Guide

The Bare Metal service is a collection of components that provides support to manage and provision
physical machines.

This chapter assumes a working setup of OpenStack following the OpenStack Installation Guides. It
contains the following sections:

2.1.1 Bare Metal service overview

The Bare Metal service, codenamed ironic, is a collection of components that provides support to
manage and provision physical machines.

Bare Metal service components

The Bare Metal service includes the following components:

ironic-api A RESTful API that processes application requests by sending them to the ironic-conductor
over remote procedure call (RPC). Can be run through WSGI or as a separate process.

ironic-conductor Adds/edits/deletes nodes; powers on/off nodes with IPMI or other vendor-specific
protocol; provisions/deploys/cleans bare metal nodes.

ironic-conductor uses drivers to execute operations on hardware.

ironic-python-agent A python service which is run in a temporary ramdisk to provide ironic-conductor
and ironic-inspector services with remote access, in-band hardware control, and hardware intro-
spection.

Additionally, the Bare Metal service has certain external dependencies, which are very similar to other
OpenStack services:

* A database to store hardware information and state. You can set the database back-end type
and location. A simple approach is to use the same database back end as the Compute service.
Another approach is to use a separate database back-end to further isolate bare metal resources
(and associated metadata) from users.

* An oslo.messaging compatible queue, such as RabbitMQ. It may use the same implementation
as that of the Compute service, but that is not a requirement. Used to implement RPC between
ironic-api and ironic-conductor.



https://docs.openstack.org/latest/install
https://en.wikipedia.org/wiki/Remote_procedure_call
https://en.wikipedia.org/wiki/Web_Server_Gateway_Interface
https://docs.openstack.org/oslo.messaging/wallaby/
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Deployment architecture

The Bare Metal RESTful API service is used to enroll hardware that the Bare Metal service will manage.
A cloud administrator usually registers it, specifying their attributes such as MAC addresses and IPMI
credentials. There can be multiple instances of the API service.

The ironic-conductor process does the bulk of the work. For security reasons, it is advisable to place
it on an isolated host, since it is the only service that requires access to both the data plane and IPMI
control plane.

There can be multiple instances of the conductor service to support various class of drivers and also to
manage fail over. Instances of the conductor service should be on separate nodes. Each conductor can
itself run many drivers to operate heterogeneous hardware. This is depicted in the following figure.

Enroll Ironic RESTFul API
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The API exposes a list of supported drivers and the names of conductor hosts servicing them.

Interaction with OpenStack components
The Bare Metal service may, depending upon configuration, interact with several other OpenStack ser-
vices. This includes:

* the OpenStack Telemetry module (ceilometer) for consuming the IPMI metrics

* the OpenStack Identity service (keystone) for request authentication and to locate other Open-
Stack services

* the OpenStack Image service (glance) from which to retrieve images and image meta-data

* the OpenStack Networking service (neut ron) for DHCP and network configuration
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* the OpenStack Compute service (nova) works with the Bare Metal service and acts as a user-
facing API for instance management, while the Bare Metal service provides the admin/operator
API for hardware management. The OpenStack Compute service also provides scheduling facili-
ties (matching flavors <-> images <-> hardware), tenant quotas, IP assignment, and other services
which the Bare Metal service does not, in and of itself, provide.

* the OpenStack Object Storage (swift) provides temporary storage for the configdrive, user im-
ages, deployment logs and inspection data.

Logical architecture

The diagram below shows the logical architecture. It shows the basic components that form the Bare
Metal service, the relation of the Bare Metal service with other OpenStack services and the logical flow
of a boot instance request resulting in the provisioning of a physical server.

Figure 1.2. Logical Architecture
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A users request to boot an instance is passed to the Compute service via the Compute API and the
Compute Scheduler. The Compute service uses the ironic virt driver to hand over this request to the
Bare Metal service, where the request passes from the Bare Metal API, to the Conductor, to a Driver to
successfully provision a physical server for the user.

Just as the Compute service talks to various OpenStack services like Image, Network, Object Store etc to
provision a virtual machine instance, here the Bare Metal service talks to the same OpenStack services
for image, network and other resource needs to provision a bare metal instance.

See Understanding Bare Metal Deployment for a more detailed breakdown of a typical deployment
process.

2.1. Bare Metal Service Installation Guide 5
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Associated projects

Optionally, one may wish to utilize the following associated projects for additional functionality:

python-ironicclient A command-line interface (CLI) and python bindings for interacting with the Bare
Metal service.

ironic-ui Horizon dashboard, providing graphical interface (GUI) for the Bare Metal API.

ironic-inspector An associated service which performs in-band hardware introspection by PXE booting
unregistered hardware into the ironic-python-agent ramdisk.

diskimage-builder A related project to help facilitate the creation of ramdisks and machine images,
such as those running the ironic-python-agent.

bifrost A set of Ansible playbooks that automates the task of deploying a base image onto a set of
known hardware using ironic in a standalone mode.

2.1.2 Reference Deploy Architectures
This section covers the way we recommend the Bare Metal service to be deployed and managed. It is

assumed that a reader has already gone through Bare Metal Service User Guide. It may be also useful
to try Deploying Ironic with DevStack first to get better familiar with the concepts used in this guide.

Common Considerations

This section covers considerations that are equally important to all described architectures.

e Components

e Hardware and drivers

Power and management interfaces

Boot interface

Deploy interface

— Hardware specifications
* [mage types
* Local vs network boot

* Networking

HA and Scalability
— ironic-api
— ironic-conductor
* High availability
* Performance

% Disk space

— Other services
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Components

As explained in Bare Metal service overview, the Bare Metal service has three components.

* The Bare Metal API service (ironic-api) should be deployed in a similar way as the control
plane API services. The exact location will depend on the architecture used.

* The Bare Metal conductor service (ironic-conductor) is where most of the provisioning
logic lives. The following considerations are the most important when deciding on the way to
deploy it:

— The conductor manages a certain proportion of nodes, distributed to it via a hash ring. This
includes constantly polling these nodes for their current power state and hardware sensor
data (if enabled and supported by hardware, see Collecting sensor data for an example).

— The conductor needs access to the management controller of each node it manages.

— The conductor co-exists with TFTP (for PXE) and/or HTTP (for iPXE) services that provide
the kernel and ramdisk to boot the nodes. The conductor manages them by writing files to
their root directories.

— If serial console is used, the conductor launches console processes locally. If the
nova-serialproxy service (part of the Compute service) is used, it has to be able to
reach the conductors. Otherwise, they have to be directly accessible by the users.

— There must be mutual connectivity between the conductor and the nodes being deployed or
cleaned. See Nerworking for details.

* The provisioning ramdisk which runs the ironic-python—agent service on start up.

Warning: The ironic-python-agent service is not intended to be used or executed
anywhere other than a provisioning/cleaning/rescue ramdisk.

Hardware and drivers

The Bare Metal service strives to provide the best support possible for a variety of hardware. However,
not all hardware is supported equally well. It depends on both the capabilities of hardware itself and
the available drivers. This section covers various considerations related to the hardware interfaces. See
Enabling drivers and hardware types for a detailed introduction into hardware types and interfaces
before proceeding.

Power and management interfaces

The minimum set of capabilities that the hardware has to provide and the driver has to support is as
follows:

1. getting and setting the power state of the machine
2. getting and setting the current boot device

3. booting an image provided by the Bare Metal service (in the simplest case, support booting using
PXE and/or iPXE)

2.1. Bare Metal Service Installation Guide 7
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Note: Strictly speaking, it is possible to make the Bare Metal service provision nodes without some of
these capabilities via some manual steps. It is not the recommended way of deployment, and thus it is
not covered in this guide.

Once you make sure that the hardware supports these capabilities, you need to find a suitable driver.
Most of enterprise-grade hardware has support for IPMI and thus can utilize /PMI driver. Some newer
hardware also supports Redfish driver. Several vendors provide more specific drivers that usually pro-
vide additional capabilities. Check Drivers, Hardware Types and Hardware Interfaces to find the most
suitable one.

Boot interface

The boot interface of a node manages booting of both the deploy ramdisk and the user instances on
the bare metal node. The deploy interface orchestrates the deployment and defines how the image gets
transferred to the target disk.

The main alternatives are to use PXE/iPXE or virtual media - see Boot interfaces for a detailed expla-
nation. If a virtual media implementation is available for the hardware, it is recommended using it for
better scalability and security. Otherwise, it is recommended to use iPXE, when it is supported by target
hardware.

Deploy interface

There are two deploy interfaces in-tree, 1scsi and direct. See Deploy Interfaces for explanation
of the difference. With the iscsi deploy method, most of the deployment operations happen on the
conductor. If the Object Storage service (swift) or RadosGW is present in the environment, it is recom-
mended to use the direct deploy method for better scalability and reliability.

Hardware specifications

The Bare Metal services does not impose too many restrictions on the characteristics of hardware itself.
However, keep in mind that

* By default, the Bare Metal service will pick the smallest hard drive that is larger than 4 GiB for
deployment. Another hard drive can be used, but it requires setting root device hints.

Note: This device does not have to match the boot device set in BIOS (or similar firmware).

* The machines should have enough RAM to fit the deployment/cleaning ramdisk to run. The
minimum varies greatly depending on the way the ramdisk was built. For example, tinyipa, the
TinyCoreLinux-based ramdisk used in the CI, only needs 400 MiB of RAM, while ramdisks built
by diskimage-builder may require 3 GiB or more.

8 Chapter 2. Installation Guide
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Image types

The Bare Metal service can deploy two types of images:

* Whole-disk images that contain a complete partitioning table with all necessary partitions and a
bootloader. Such images are the most universal, but may be harder to build.

* Partition images that contain only the root partition. The Bare Metal service will create the nec-
essary partitions and install a boot loader, if needed.

Warning: Partition images are only supported with GNU/Linux operating systems.

Warning: If you plan on using local boot, your partition images must contain GRUB2 boot-
loader tools to enable ironic to set up the bootloader during deploy.

Local vs network boot

The Bare Metal service supports booting user instances either using a local bootloader or using the
drivers boot interface (e.g. via PXE or iPXE protocol in case of the pxe interface).

Network boot cannot be used with certain architectures (for example, when no tenant networks have
access to the control plane).

Additional considerations are related to the pxe boot interface, and other boot interfaces based on it:

* Local boot makes nodes boot process independent of the Bare Metal conductor managing it. Thus,
nodes are able to reboot correctly, even if the Bare Metal TFTP or HTTP service is down.

* Network boot (and iPXE) must be used when booting nodes from remote volumes, if the driver
does not support attaching volumes out-of-band.

The default boot option for the cloud can be changed via the Bare Metal service configuration file, for
example:

This default can be overridden by setting the boot__option capability on a node. See Local boot with
partition images for details.

Note: Currently, local boot is used by default. Its safer to set the default_boot_option explicitly.

2.1. Bare Metal Service Installation Guide 9
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Networking

There are several recommended network topologies to be used with the Bare Metal service. They are
explained in depth in specific architecture documentation. However, several considerations are common
for all of them:

* There has to be a provisioning network, which is used by nodes during the deployment process.
If allowed by the architecture, this network should not be accessible by end users, and should not
have access to the internet.

* There has to be a cleaning network, which is used by nodes during the cleaning process.

* There should be a rescuing network, which is used by nodes during the rescue process. It can be
skipped if the rescue process is not supported.

Note: In the majority of cases, the same network should be used for cleaning, provisioning and rescue
for simplicity.

Unless noted otherwise, everything in these sections apply to all three networks.

* The baremetal nodes must have access to the Bare Metal API while connected to the provision-
ing/cleaning/rescuing network.

Note: Only two endpoints need to be exposed there:

9\

You may want to limit access from this network to only these endpoints, and make these endpoint
not accessible from other networks.

* If the pxe boot interface (or any boot interface based on it) is used, then the baremetal nodes
should have untagged (access mode) connectivity to the provisioning/cleaning/rescuing networks.
It allows PXE firmware, which does not support VLANS, to communicate with the services re-
quired for provisioning.

Note: It depends on the network interface whether the Bare Metal service will handle it automat-
ically. Check the networking documentation for the specific architecture.

Sometimes it may be necessary to disable the spanning tree protocol delay on the switch - see
DHCP during PXE or iPXE is inconsistent or unreliable.

* The Baremetal nodes need to have access to any services required for provision-
ing/cleaning/rescue, while connected to the provisioning/cleaning/rescuing network. This may
include:

— a TFTP server for PXE boot and also an HTTP server when iPXE is enabled

— either an HTTP server or the Object Storage service in case of the direct deploy interface
and some virtual media boot interfaces

10 Chapter 2. Installation Guide
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* The Baremetal Conductors need to have access to the booted baremetal nodes during provision-
ing/cleaning/rescue. A conductor communicates with an internal API, provided by ironic-python-
agent, to conduct actions on nodes.

HA and Scalability

ironic-api

The Bare Metal API service is stateless, and thus can be easily scaled horizontally. It is recommended
to deploy it as a WSGI application behind e.g. Apache or another WSGI container.

Note: This service accesses the ironic database for reading entities (e.g. in response to GET /v1/
nodes request) and in rare cases for writing.

ironic-conductor
High availability

The Bare Metal conductor service utilizes the active/active HA model. Every conductor manages a
certain subset of nodes. The nodes are organized in a hash ring that tries to keep the load spread more or
less uniformly across the conductors. When a conductor is considered offline, its nodes are taken over
by other conductors. As a result of this, you need at least 2 conductor hosts for an HA deployment.

Performance

Conductors can be resource intensive, so it is recommended (but not required) to keep all conductors
separate from other services in the cloud. The minimum required number of conductors in a deployment
depends on several factors:

¢ the performance of the hardware where the conductors will be running,

* the speed and reliability of the management controller of the bare metal nodes (for example,
handling slower controllers may require having less nodes per conductor),

* the frequency, at which the management controllers are polled by the Bare Metal service (see the
sync_power_state_interval option),

* the bare metal driver used for nodes (see Hardware and drivers above),
* the network performance,

* the maximum number of bare metal nodes that are provisioned simultaneously (see the
max_concurrent_builds option for the Compute service).

We recommend a target of 100 bare metal nodes per conductor for maximum reliability and performance.
There is some tolerance for a larger number per conductor. However, it was reported'” that reliability
degrades when handling approximately 300 bare metal nodes per conductor.

Uhttp://lists.openstack.org/pipermail/openstack-dev/2017-June/118033.html
2 http://lists.openstack.org/pipermail/openstack-dev/2017-June/118327.html
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Disk space

Each conductor needs enough free disk space to cache images it uses. Depending on the combination of
the deploy interface and the boot option, the space requirements are different:

* The deployment kernel and ramdisk are always cached during the deployment.

* When [agent]image_download_source is setto http and Glance is used, the conductor
will download instances images locally to serve them from its HTTP server. Use swi ft to publish
images using temporary URLs and convert them on the nodes side.

When [agent]image_download_sourceissetto local, it will happen even for HTTP(s)
URLs. For standalone case use http to avoid unnecessary caching of images.

In both cases a cached image is converted to raw if force_raw_images is True (the default).

Note: image_download_source can also be provided in the nodes driver_info or
instance_info. See Deploy with custom HTTP servers.

* The iscsi deploy method always requires caching of the whole instance image locally during
the deployment. The image has to be converted to the raw format, which may increase the required
amount of disk space, as well as the CPU load.

* When network boot is used, the instance image kernel and ramdisk are cached locally while the
instance is active.

Note: All images may be stored for some time after they are no longer needed. This is done to
speed up simultaneous deployments of many similar images. The caching can be configured via the
image_cache_size and image_cache_tt]1 configuration options in the pxe group.

Other services

When integrating with other OpenStack services, more considerations may need to be applied. This is
covered in other parts of this guide.

Scenarios

Small cloud with trusted tenants
Story

As an operator I would like to build a small cloud with both virtual and bare metal instances or add bare
metal provisioning to my existing small or medium scale single-site OpenStack cloud. The expected
number of bare metal machines is less than 100, and the rate of provisioning and unprovisioning is
expected to be low. All users of my cloud are trusted by me to not conduct malicious actions towards
each other or the cloud infrastructure itself.

12 Chapter 2. Installation Guide
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As a user I would like to occasionally provision bare metal instances through the Compute API by
selecting an appropriate Compute flavor. I would like to be able to boot them from images provided by
the Image service or from volumes provided by the Volume service.

Components

This architecture assumes an OpenStack installation with the following components participating in the
bare metal provisioning:

* The Compute service manages bare metal instances.
* The Networking service provides DHCP for bare metal instances.
* The Image service provides images for bare metal instances.
The following services can be optionally used by the Bare Metal service:
* The Volume service provides volumes to boot bare metal instances from.

* The Bare Metal Introspection service simplifies enrolling new bare metal machines by conducting
in-band introspection.

Node roles

An OpenStack installation in this guide has at least these three types of nodes:
* A controller node hosts the control plane services.

* A compute node runs the virtual machines and hosts a subset of Compute and Networking com-
ponents.

* A block storage node provides persistent storage space for both virtual and bare metal nodes.

The compute and block storage nodes are configured as described in the installation guides of the Com-
pute service and the Volume service respectively. The controller nodes host the Bare Metal service
components.

Networking

The networking architecture will highly depend on the exact operating requirements. This guide expects
the following existing networks: control plane, storage and public. Additionally, two more networks
will be needed specifically for bare metal provisioning: bare metal and management.

Control plane network

The control plane network is the network where OpenStack control plane services provide their public
APL

The Bare Metal API will be served to the operators and to the Compute service through this network.

2.1. Bare Metal Service Installation Guide 13
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Public network

The public network is used in a typical OpenStack deployment to create floating IPs for outside access
to instances. Its role is the same for a bare metal deployment.

Note: Since, as explained below, bare metal nodes will be put on a flat provider network, it is also
possible to organize direct access to them, without using floating IPs and bypassing the Networking
service completely.

Bare metal network

The Bare metal network is a dedicated network for bare metal nodes managed by the Bare Metal service.

This architecture uses flat bare metal networking, in which both tenant traffic and technical traffic related
to the Bare Metal service operation flow through this one network. Specifically, this network will serve
as the provisioning, cleaning and rescuing network. It will also be used for introspection via the Bare
Metal Introspection service. See common networking considerations for an in-depth explanation of the
networks used by the Bare Metal service.

DHCP and boot parameters will be provided on this network by the Networking services DHCP agents.

For booting from volumes this network has to have a route to the storage network.

Management network

Management network is an independent network on which BMCs of the bare metal nodes are located.

The ironic—conductor process needs access to this network. The tenants of the bare metal nodes
must not have access to it.

Note: The direct deploy interface and certain Drivers, Hardware Types and Hardware Interfaces re-
quire the management network to have access to the Object storage service backend.

Controllers

A controller hosts the OpenStack control plane services as described in the control plane design guide.
While this architecture allows using controllers in a non-HA configuration, it is recommended to have
at least three of them for HA. See HA and Scalability for more details.

14 Chapter 2. Installation Guide
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Bare Metal services

The following components of the Bare Metal service are installed on a controller (see components of the
Bare Metal service):

* The Bare Metal API service either as a WSGI application or the i ronic—api process. Typically,
a load balancer, such as HAProxy, spreads the load between the API instances on the controllers.

The API has to be served on the control plane network. Additionally, it has to be exposed to the
bare metal network for the ramdisk callback APL

* The ironic—conductor process. These processes work in active/active HA mode as ex-
plained in HA and Scalability, thus they can be installed on all controllers. Each will handle a
subset of bare metal nodes.

The ironic-conductor processes have to have access to the following networks:
— control plane for interacting with other services
— management for contacting nodes BMCs
— bare metal for contacting deployment, cleaning or rescue ramdisks

* TFTP and HTTP service for booting the nodes. Each ironic—conductor process has to have
a matching TFTP and HTTP service. They should be exposed only to the bare metal network and
must not be behind a load balancer.

* The nova—-compute process (from the Compute service). These processes work in active/active
HA mode when dealing with bare metal nodes, thus they can be installed on all controllers. Each
will handle a subset of bare metal nodes.

Note: There is no 1-1 mapping between ironic-conductor and nova-compute pro-
cesses, as they communicate only through the Bare Metal API service.

* The networking-baremetal ML2 plugin should be loaded into the Networking service to assist
with binding bare metal ports.

The ironic-neutron-agent service should be started as well.

* If the Bare Metal introspection is used, its 1ronic—-inspector process has to be installed on
all controllers. Each such process works as both Bare Metal Introspection API and conductor
service. A load balancer should be used to spread the API load between controllers.

The API has to be served on the control plane network. Additionally, it has to be exposed to the
bare metal network for the ramdisk callback APL.

Shared services

A controller also hosts two services required for the normal operation of OpenStack:

* Database service (MySQL/MariaDB is typically used, but other enterprise-grade database solu-
tions can be used as well).

All Bare Metal service components need access to the database service.

2.1. Bare Metal Service Installation Guide 15
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* Message queue service (RabbitMQ is typically used, but other enterprise-grade message queue
brokers can be used as well).

Both Bare Metal API (WSGI application or ironic-api process) and the
ironic-conductor processes need access to the message queue service. The Bare
Metal Introspection service does not need it.

Note: These services are required for all OpenStack services. If youre adding the Bare Metal service
to your cloud, you may reuse the existing database and messaging queue services.

Bare metal nodes

Each bare metal node must be capable of booting from network, virtual media or other boot technology
supported by the Bare Metal service as explained in Boot interface. Each node must have one NIC on
the bare metal network, and this NIC (and only it) must be configured to be able to boot from network.
This is usually done in the BIOS setup or a similar firmware configuration utility. There is no need to
alter the boot order, as it is managed by the Bare Metal service. Other NICs, if present, will not be
managed by OpenStack.

The NIC on the bare metal network should have untagged connectivity to it, since PXE firmware usually
does not support VLANSs - see Networking for details.

Storage

If your hardware and its bare metal driver support booting from remote volumes, please check the
driver documentation for information on how to enable it. It may include routing management and/or
bare metal networks to the storage network.

In case of the standard PXE boot, booting from remote volumes is done via iPXE. In that case, the
Volume storage backend must support iSCSI protocol, and the bare metal network has to have a route to
the storage network. See Boot From Volume for more details.

2.1.3 Install and configure the Bare Metal service

This section describes how to install and configure the Bare Metal service, code-named ironic.
Note that installation and configuration vary by distribution.

Install and configure for Red Hat Enterprise Linux and CentOS

This section describes how to install and configure the Bare Metal service for Red Hat Enterprise Linux
8 and CentOS 8.
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Install and configure prerequisites

The Bare Metal service is a collection of components that provides support to manage and provision
physical machines. You can configure these components to run on separate nodes or the same node. In
this guide, the components run on one node, typically the Compute Services compute node.

It assumes that the Identity, Image, Compute, and Networking services have already been set up.

Set up the database for Bare Metal

The Bare Metal service stores information in a database. This guide uses the MySQL database that is
used by other OpenStack services.

1. In MySQL, create an ironic database that is accessible by the ironic user. Replace
IRONIC_DBPASSWORD with a suitable password:

mysgl —-u root -p

Install and configure components

1. Install from packages (using dnf)

dnf install openstack-ironic-api openstack-ironic-conductor python3-
—~ironicclient

2. Enable services

systemctl enable openstack-ironic—-api openstack-ironic-conductor
systemctl start openstack-ironic-api openstack-ironic-conductor

The Bare Metal service is configured via its configuration file. This file is typically located at /etc/
ironic/ironic.conf.

Although some configuration options are mentioned here, it is recommended that you review all the
Sample Configuration File so that the Bare Metal service is configured for your needs.

It is possible to set up an ironic-api and an ironic-conductor services on the same host or different
hosts. Users also can add new ironic-conductor hosts to deal with an increasing number of bare metal
nodes. But the additional ironic-conductor services should be at the same version as that of existing
ironic-conductor services.
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Configuring ironic-api service

1. The Bare Metal service stores information in a database. This guide uses the MySQL database
that is used by other OpenStack services.

Configure the location of the database via the connection option. In the following, replace
IRONIC_DBPASSWORD with the password of your i ronic user, and replace DB_IP with the
IP address where the DB server is located:

2. Configure the ironic-api service to use the RabbitMQ message broker by setting the following

option. Replace RPC_ » with appropriate address details and credentials of RabbitMQ server:

Alternatively, you can use JSON RPC for interactions between ironic-conductor and ironic-api.
Enable it in the configuration and provide the keystone credentials to use for authentication:

If you use port other than the default 8089 for JSON RPC, you have to configure it, for example:

18
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3. Configure the ironic-api service to use these credentials with the Identity service. Replace

PUBLIC_IDENTITY_IP with the public IP of the Identity server, PRIVATE_IDENTITY_IP
with the private IP of the Identity server and replace IRONIC_PASSWORD with the password you
chose for the i ronic user in the Identity service:

4. Create the Bare Metal service database tables:

$ ironic-dbsync --config-file /etc/ironic/ironic.conf create_schema

5. Restart the ironic-api service:

Fedora/RHELS8/CentOS8/SUSE:

Ubuntu:

2.1.
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Configuring ironic-api behind mod_wsgi

Bare Metal service comes with an example file for configuring the i ronic-api service to run behind
Apache with mod_wsgi.

1. Install the apache service:

Fedora/RHELS8/CentOS8:

Debian/Ubuntu:

SUSE:

2. Download the et c/apache2/ironic file from the Ironic project tree and copy it to the apache
sites:

Fedora/RHELS8/CentOSS8:

Debian/Ubuntu:

SUSE:

3. Edit the recently copied <apache—-configuration-dir>/ironic.conf:

1. Modify the WSGIDaemonProcess, APACHE_RUN_USER and APACHE_RUN_GROUP
directives to set the user and group values to an appropriate user on your Server.

2. Modify the WSGIScriptAlias directive to point to the automatically generated
ironic-api-wsgi script that is located in IRONIC_BIN directory.

3. Modify the Directory directive to set the path to the Ironic API code.

4. Modify the ErrorLog and CustomLog to redirect the logs to the right directory (on Red
Hat systems this is usually under /var/log/httpd).

4. Enable the apache i ronic in site and reload:

Fedora/RHELS8/CentOS8:

Debian/Ubuntu:
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SUSE:

Note: Thefile ironic—-api-wsgi is automatically generated by pbr and is available in IRONIC_BIN
directory. It should not be modified.

Configure another WSGI container

A slightly different approach has to be used for WSGI containers that cannot use i ronic-api-wsgi.
For example, for gunicorn:

If you want to pass a configuration file, use:

Configuring ironic-conductor service

1. Replace HOST_IP with IP of the conductor host.

Note: If a conductor host has multiple IPs, my_ ip should be set to the IP which is on the same
network as the bare metal nodes.

2. Configure the location of the database. Ironic-conductor should use the same configuration as
ironic-api. Replace TRONIC_DBPASSWORD with the password of your ironic user, and re-
place DB_IP with the IP address where the DB server is located:

3. Configure the ironic-conductor service to use the RabbitMQ message broker by setting the fol-
lowing option. Ironic-conductor should use the same configuration as ironic-api. Replace RPC_
with appropriate address details and credentials of RabbitMQ server:
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Alternatively, you can use JSON RPC for interactions between ironic-conductor and ironic-api.
Enable it in the configuration and provide the keystone credentials to use for authenticating in-
coming requests (can be the same as for the API):

You can optionally change the host and the port the JSON RPC service will bind to, for example:

Warning: Hostnames of ironic-conductor machines must be resolvable by ironic-api services
when JSON RPC is used.

4. Configure credentials for accessing other OpenStack services.

In order to communicate with other OpenStack services, the Bare Metal service needs to use
service users to authenticate to the OpenStack Identity service when making requests to other
services. These users credentials have to be configured in each configuration file section related
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to the corresponding service:
* [neutron] - to access the OpenStack Networking service
* [glance] - to access the OpenStack Image service
* [swift] - to access the OpenStack Object Storage service
* [cinder] - to access the OpenStack Block Storage service
* [inspector] - to access the OpenStack Bare Metal Introspection service

* [service_catalog] - aspecial section holding credentials the Bare Metal service will
use to discover its own API URL endpoint as registered in the OpenStack Identity service
catalog.

For simplicity, you can use the same service user for all services. For backward compatibility, this
should be the same user configured in the [keystone_authtoken] section for the ironic-api
service (see Configuring ironic-api service). However, this is not necessary, and you can create
and configure separate service users for each service.

Under the hood, Bare Metal service uses keystoneauth library together with
Authentication plugin, Session and Adapter concepts provided by it to in-
stantiate service clients. Please refer to Keystoneauth documentation for supported plugins, their
available options as well as Session- and Adapter-related options for authentication, connection
and endpoint discovery respectively.

In the example below, authentication information for user to access the OpenStack Networking
service is configured to use:

» Networking service is deployed in the Identity service region named RegionTwo, with
only its public endpoint interface registered in the service catalog.

* HTTPS connection with specific CA SSL certificate when making requests
* the same service user as configured for ironic-api service

* dynamic password authentication plugin that will discover appropriate version of Identity
service API based on other provided options

— replace IDENTITY_IP with the IP of the Identity server, and replace
IRONIC_PASSWORD with the password you chose for the ironic user in the
Identity service

(continues on next page)
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(continued from previous page)

By default, in order to communicate with another service, the Bare Metal service will attempt to
discover an appropriate endpoint for that service via the Identity services service catalog. The
relevant configuration options from that service group in the Bare Metal service configuration file
are used for this purpose. If you want to use a different endpoint for a particular service, specify
this via the endpoint_override configuration option of that service group, in the Bare Metal
services configuration file. Taking the previous Networking service example, this would be

(Replace <NEUTRON_API_ADDRESS> with actual address of a specific Networking service
endpoint.)

. Configure enabled drivers and hardware types as described in Enabling drivers and hardware

types.

A. If you enabled any driver that uses Direct deploy, Swift backend for the Image service must
be installed and configured, see Configure the Image service for temporary URLs. Ceph
Object Gateway (RADOS Gateway) is also supported as the Image services backend, see
Ceph Object Gateway support.

. Configure the network for ironic-conductor service to perform node cleaning, see Node cleaning

from the admin guide.

. Restart the ironic-conductor service:

Fedora/RHEL7/CentOS7/SUSE:

Ubuntu:
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Install and configure for Ubuntu

This section describes how to install and configure the Bare Metal service for Ubuntu 14.04 (LTS).

Install and configure prerequisites

The Bare Metal service is a collection of components that provides support to manage and provision
physical machines. You can configure these components to run on separate nodes or the same node. In
this guide, the components run on one node, typically the Compute Services compute node.

It assumes that the Identity, Image, Compute, and Networking services have already been set up.

Set up the database for Bare Metal

The Bare Metal service stores information in a database. This guide uses the MySQL database that is
used by other OpenStack services.

1. In MySQL, create an ironic database that is accessible by the ironic user. Replace
IRONIC_DBPASSWORD with a suitable password:

mysgl —-u root -p

Install and configure components

1. Install from packages (using apt-get)

apt-get install ironic-api ironic-conductor python3-ironicclient

2. Enable services
Services are enabled by default on Ubuntu.

The Bare Metal service is configured via its configuration file. This file is typically located at /etc/
ironic/ironic.conf.

Although some configuration options are mentioned here, it is recommended that you review all the
Sample Configuration File so that the Bare Metal service is configured for your needs.

It is possible to set up an ironic-api and an ironic-conductor services on the same host or different
hosts. Users also can add new ironic-conductor hosts to deal with an increasing number of bare metal
nodes. But the additional ironic-conductor services should be at the same version as that of existing
ironic-conductor services.
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Configuring ironic-api service

1. The Bare Metal service stores information in a database. This guide uses the MySQL database
that is used by other OpenStack services.

Configure the location of the database via the connection option. In the following, replace
IRONIC_DBPASSWORD with the password of your i ronic user, and replace DB_IP with the
IP address where the DB server is located:

2. Configure the ironic-api service to use the RabbitMQ message broker by setting the following

option. Replace RPC_ » with appropriate address details and credentials of RabbitMQ server:

Alternatively, you can use JSON RPC for interactions between ironic-conductor and ironic-api.
Enable it in the configuration and provide the keystone credentials to use for authentication:

If you use port other than the default 8089 for JSON RPC, you have to configure it, for example:
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3. Configure the ironic-api service to use these credentials with the Identity service. Replace

PUBLIC_IDENTITY_IP with the public IP of the Identity server, PRIVATE_IDENTITY_IP
with the private IP of the Identity server and replace IRONIC_PASSWORD with the password you
chose for the i ronic user in the Identity service:

4. Create the Bare Metal service database tables:

$ ironic-dbsync --config-file /etc/ironic/ironic.conf create_schema

5. Restart the ironic-api service:

Fedora/RHELS8/CentOS8/SUSE:

Ubuntu:
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Configuring ironic-api behind mod_wsgi

Bare Metal service comes with an example file for configuring the i ronic-api service to run behind
Apache with mod_wsgi.

1. Install the apache service:

Fedora/RHELS8/CentOS8:

Debian/Ubuntu:

SUSE:

2. Download the et c/apache2/ironic file from the Ironic project tree and copy it to the apache
sites:

Fedora/RHELS8/CentOSS8:

Debian/Ubuntu:

SUSE:

3. Edit the recently copied <apache—-configuration-dir>/ironic.conf:

1. Modify the WSGIDaemonProcess, APACHE_RUN_USER and APACHE_RUN_GROUP
directives to set the user and group values to an appropriate user on your Server.

2. Modify the WSGIScriptAlias directive to point to the automatically generated
ironic-api-wsgi script that is located in IRONIC_BIN directory.

3. Modify the Directory directive to set the path to the Ironic API code.

4. Modify the ErrorLog and CustomLog to redirect the logs to the right directory (on Red
Hat systems this is usually under /var/log/httpd).

4. Enable the apache i ronic in site and reload:

Fedora/RHELS8/CentOS8:

Debian/Ubuntu:
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SUSE:

Note: Thefile ironic—-api-wsgi is automatically generated by pbr and is available in IRONIC_BIN
directory. It should not be modified.

Configure another WSGI container

A slightly different approach has to be used for WSGI containers that cannot use i ronic-api-wsgi.
For example, for gunicorn:

If you want to pass a configuration file, use:

Configuring ironic-conductor service

1. Replace HOST_IP with IP of the conductor host.

Note: If a conductor host has multiple IPs, my_ ip should be set to the IP which is on the same
network as the bare metal nodes.

2. Configure the location of the database. Ironic-conductor should use the same configuration as
ironic-api. Replace TRONIC_DBPASSWORD with the password of your ironic user, and re-
place DB_IP with the IP address where the DB server is located:

3. Configure the ironic-conductor service to use the RabbitMQ message broker by setting the fol-
lowing option. Ironic-conductor should use the same configuration as ironic-api. Replace RPC_
with appropriate address details and credentials of RabbitMQ server:
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Alternatively, you can use JSON RPC for interactions between ironic-conductor and ironic-api.
Enable it in the configuration and provide the keystone credentials to use for authenticating in-
coming requests (can be the same as for the API):

You can optionally change the host and the port the JSON RPC service will bind to, for example:

Warning: Hostnames of ironic-conductor machines must be resolvable by ironic-api services
when JSON RPC is used.

4. Configure credentials for accessing other OpenStack services.

In order to communicate with other OpenStack services, the Bare Metal service needs to use
service users to authenticate to the OpenStack Identity service when making requests to other
services. These users credentials have to be configured in each configuration file section related
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to the corresponding service:
* [neutron] - to access the OpenStack Networking service
* [glance] - to access the OpenStack Image service
* [swift] - to access the OpenStack Object Storage service
* [cinder] - to access the OpenStack Block Storage service
* [inspector] - to access the OpenStack Bare Metal Introspection service

* [service_catalog] - aspecial section holding credentials the Bare Metal service will
use to discover its own API URL endpoint as registered in the OpenStack Identity service
catalog.

For simplicity, you can use the same service user for all services. For backward compatibility, this
should be the same user configured in the [keystone_authtoken] section for the ironic-api
service (see Configuring ironic-api service). However, this is not necessary, and you can create
and configure separate service users for each service.

Under the hood, Bare Metal service uses keystoneauth library together with
Authentication plugin, Session and Adapter concepts provided by it to in-
stantiate service clients. Please refer to Keystoneauth documentation for supported plugins, their
available options as well as Session- and Adapter-related options for authentication, connection
and endpoint discovery respectively.

In the example below, authentication information for user to access the OpenStack Networking
service is configured to use:

» Networking service is deployed in the Identity service region named RegionTwo, with
only its public endpoint interface registered in the service catalog.

* HTTPS connection with specific CA SSL certificate when making requests
* the same service user as configured for ironic-api service

* dynamic password authentication plugin that will discover appropriate version of Identity
service API based on other provided options

— replace IDENTITY_IP with the IP of the Identity server, and replace
IRONIC_PASSWORD with the password you chose for the ironic user in the
Identity service

(continues on next page)
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(continued from previous page)

By default, in order to communicate with another service, the Bare Metal service will attempt to
discover an appropriate endpoint for that service via the Identity services service catalog. The
relevant configuration options from that service group in the Bare Metal service configuration file
are used for this purpose. If you want to use a different endpoint for a particular service, specify
this via the endpoint_override configuration option of that service group, in the Bare Metal
services configuration file. Taking the previous Networking service example, this would be

(Replace <NEUTRON_API_ADDRESS> with actual address of a specific Networking service
endpoint.)

. Configure enabled drivers and hardware types as described in Enabling drivers and hardware

types.

A. If you enabled any driver that uses Direct deploy, Swift backend for the Image service must
be installed and configured, see Configure the Image service for temporary URLs. Ceph
Object Gateway (RADOS Gateway) is also supported as the Image services backend, see
Ceph Object Gateway support.

. Configure the network for ironic-conductor service to perform node cleaning, see Node cleaning

from the admin guide.

. Restart the ironic-conductor service:

Fedora/RHEL7/CentOS7/SUSE:

Ubuntu:
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Install and configure for openSUSE and SUSE Linux Enterprise

This section describes how to install and configure the Bare Metal service for openSUSE Leap 42.2 and
SUSE Linux Enterprise Server 12 SP2.

Note: Installation of the Bare Metal service on openSUSE and SUSE Linux Enterprise Server is not
officially supported. Nevertheless, installation should be possible.

Install and configure prerequisites

The Bare Metal service is a collection of components that provides support to manage and provision
physical machines. You can configure these components to run on separate nodes or the same node. In
this guide, the components run on one node, typically the Compute Services compute node.

It assumes that the Identity, Image, Compute, and Networking services have already been set up.

Set up the database for Bare Metal

The Bare Metal service stores information in a database. This guide uses the MySQL database that is
used by other OpenStack services.

1. In MySQL, create an ironic database that is accessible by the ironic user. Replace
IRONIC_DBPASSWORD with a suitable password:

mysgl —u root -p

Install and configure components

1. Install from packages

zypper install openstack-ironic-api openstack-ironic-conductor
—python3-ironicclient

2. Enable services

systemctl enable openstack-ironic—-api openstack-ironic-conductor
systemctl start openstack-ironic-api openstack-ironic-conductor

The Bare Metal service is configured via its configuration file. This file is typically located at /etc/
ironic/ironic.conf.

Although some configuration options are mentioned here, it is recommended that you review all the
Sample Configuration File so that the Bare Metal service is configured for your needs.

It is possible to set up an ironic-api and an ironic-conductor services on the same host or different
hosts. Users also can add new ironic-conductor hosts to deal with an increasing number of bare metal
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nodes. But the additional ironic-conductor services should be at the same version as that of existing
ironic-conductor services.

Configuring ironic-api service

1. The Bare Metal service stores information in a database. This guide uses the MySQL database
that is used by other OpenStack services.

Configure the location of the database via the connection option. In the following, replace
IRONIC_DBPASSWORD with the password of your i ronic user, and replace DB_IP with the
IP address where the DB server is located:

2. Configure the ironic-api service to use the RabbitMQ message broker by setting the following
option. Replace RPC_ » with appropriate address details and credentials of RabbitMQ server:

Alternatively, you can use JSON RPC for interactions between ironic-conductor and ironic-api.
Enable it in the configuration and provide the keystone credentials to use for authentication:

(continues on next page)
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(continued from previous page)

If you use port other than the default 8089 for JSON RPC, you have to configure it, for example:

3. Configure the ironic-api service to use these credentials with the Identity service. Replace
PUBLIC_IDENTITY_IP with the public IP of the Identity server, PRIVATE_IDENTITY_IP
with the private IP of the Identity server and replace IRONIC_PASSWORD with the password you
chose for the i ronic user in the Identity service:

4. Create the Bare Metal service database tables:

$ ironic-dbsync --config-file /etc/ironic/ironic.conf create_schema

5. Restart the ironic-api service:

Fedora/RHELS8/CentOS8/SUSE:
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Ubuntu:

Configuring ironic-api behind mod_wsgi

Bare Metal service comes with an example file for configuring the i ronic—-api service to run behind
Apache with mod_wsgi.

1.

4.

Install the apache service:

Fedora/RHEL8/CentOSS8:

Debian/Ubuntu:

SUSE:

. Download the et c/apache2/ironic file from the Ironic project tree and copy it to the apache

sites:

Fedora/RHELS8/CentOS8:

Debian/Ubuntu:

SUSE:

. Edit the recently copied <apache-configuration-dir>/ironic.conf:

1. Modify the WSGIDaemonProcess, APACHE_RUN_USER and APACHE_RUN_GROUP
directives to set the user and group values to an appropriate user on your server.

2. Modify the WSGIScriptAlias directive to point to the automatically generated
ironic-api-wsgi script that is located in IRONIC_BIN directory.

3. Modify the Directory directive to set the path to the Ironic API code.

4. Modify the ErrorLog and CustomLog to redirect the logs to the right directory (on Red
Hat systems this is usually under /var/log/httpd).

Enable the apache ironic in site and reload:

Fedora/RHEL8/CentOSS8:
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Debian/Ubuntu:

SUSE:

Note: Thefile ironic-api-wsgi is automatically generated by pbr and is available in IRONIC_BIN
directory. It should not be modified.

Configure another WSGI container

A slightly different approach has to be used for WSGI containers that cannot use ironic-api-wsgi.
For example, for gunicorn:

If you want to pass a configuration file, use:

Configuring ironic-conductor service

1. Replace HOST_IP with IP of the conductor host.

Note: If a conductor host has multiple IPs, my__ip should be set to the IP which is on the same
network as the bare metal nodes.

2. Configure the location of the database. Ironic-conductor should use the same configuration as
ironic-api. Replace TRONIC_DBPASSWORD with the password of your ironic user, and re-
place DB_IP with the IP address where the DB server is located:

(continues on next page)
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(continued from previous page)

3. Configure the ironic-conductor service to use the RabbitM(Q message broker by setting the fol-
lowing option. Ironic-conductor should use the same configuration as ironic-api. Replace RPC_ *
with appropriate address details and credentials of RabbitMQ server:

Alternatively, you can use JSON RPC for interactions between ironic-conductor and ironic-api.
Enable it in the configuration and provide the keystone credentials to use for authenticating in-
coming requests (can be the same as for the API):

You can optionally change the host and the port the JSON RPC service will bind to, for example:
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Warning: Hostnames of ironic-conductor machines must be resolvable by ironic-api services
when JSON RPC is used.

4. Configure credentials for accessing other OpenStack services.

In order to communicate with other OpenStack services, the Bare Metal service needs to use
service users to authenticate to the OpenStack Identity service when making requests to other
services. These users credentials have to be configured in each configuration file section related
to the corresponding service:

* [neutron] - to access the OpenStack Networking service

* [glance] -to access the OpenStack Image service

* [swift] - to access the OpenStack Object Storage service

* [cinder] - to access the OpenStack Block Storage service

* [inspector] - to access the OpenStack Bare Metal Introspection service

* [service_catalog] - aspecial section holding credentials the Bare Metal service will
use to discover its own API URL endpoint as registered in the OpenStack Identity service
catalog.

For simplicity, you can use the same service user for all services. For backward compatibility, this
should be the same user configured in the [keystone_authtoken] section for the ironic-api
service (see Configuring ironic-api service). However, this is not necessary, and you can create
and configure separate service users for each service.

Under the hood, Bare Metal service uses keystoneauth library together with
Authentication plugin, Session and Adapter concepts provided by it to in-
stantiate service clients. Please refer to Keystoneauth documentation for supported plugins, their
available options as well as Session- and Adapter-related options for authentication, connection
and endpoint discovery respectively.

In the example below, authentication information for user to access the OpenStack Networking
service is configured to use:

* Networking service is deployed in the Identity service region named RegionTwo, with
only its public endpoint interface registered in the service catalog.

* HTTPS connection with specific CA SSL certificate when making requests
* the same service user as configured for ironic-api service

* dynamic password authentication plugin that will discover appropriate version of Identity
service API based on other provided options

— replace IDENTITY_IP with the IP of the Identity server, and replace
IRONIC_PASSWORD with the password you chose for the ironic user in the
Identity service

(continues on next page)
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(continued from previous page)

By default, in order to communicate with another service, the Bare Metal service will attempt to
discover an appropriate endpoint for that service via the Identity services service catalog. The
relevant configuration options from that service group in the Bare Metal service configuration file
are used for this purpose. If you want to use a different endpoint for a particular service, specify
this via the endpoint_override configuration option of that service group, in the Bare Metal
services configuration file. Taking the previous Networking service example, this would be

(Replace <NEUTRON_API_ADDRESS> with actual address of a specific Networking service
endpoint.)

. Configure enabled drivers and hardware types as described in Enabling drivers and hardware

types.

A. If you enabled any driver that uses Direct deploy, Swift backend for the Image service must
be installed and configured, see Configure the Image service for temporary URLs. Ceph
Object Gateway (RADOS Gateway) is also supported as the Image services backend, see
Ceph Object Gateway support.

. Configure the network for ironic-conductor service to perform node cleaning, see Node cleaning

from the admin guide.

7. Restart the ironic-conductor service:
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Fedora/RHEL7/CentOS7/SUSE:

Ubuntu:

2.1.4 Create user images for the Bare Metal service

Bare Metal provisioning requires two sets of images: the deploy images and the user images. The deploy
images are used by the Bare Metal service to prepare the bare metal server for actual OS deployment.
Whereas the user images are installed on the bare metal server to be used by the end user. There are two
types of user images:

partition images contain only the contents of the root partition. Additionally, two more images are used
together with them: an image with a kernel and with an initramfs.

Warning: To use partition images with local boot, Grub2 must be installed on them.

whole disk images contain a complete partition table with one or more partitions.

Warning: The kernel/initramfs pair must not be used with whole disk images, otherwise
theyll be mistaken for partition images.

Many distributions publish their own cloud images. These are usually whole disk images that are built
for legacy boot mode (not UEFI), with Ubuntu being an exception (they publish images that work in
both modes).

Building user images

disk-image-builder

The disk-image-builder can be used to create user images required for deployment and the actual OS
which the user is going to run.

* Install diskimage-builder package (use virtualenv, if you dont want to install anything globally):

pip install diskimage-builder

* Build the image your users will run (Ubuntu image has been taken as an example):

— Partition images

disk-image-create ubuntu baremetal dhcp-all-interfaces grub2 -o
—my-—image

— Whole disk images
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disk-image-create ubuntu vm dhcp-all-interfaces -o my-image

with an EFI partition:

disk-image-create ubuntu vm block-device-efi dhcp-all-
—interfaces -o my-image

The partition image command creates my-image .qcow2, my—image.vmlinuz and my—-image.
initrd files. The grub?2 element in the partition image creation command is only needed if local
boot will be used to deploy my-image.qgcow?2, otherwise the images my—-image.vmlinuz and
my-image.initrd will be used for PXE booting after deploying the bare metal with my—-image.
gcow?2. For whole disk images only the main image is used.

If you want to use Fedora image, replace ubuntu with fedora in the chosen command.

Virtual machine

Virtual machine software can also be used to build user images. There are different software options
available, gemu-kvm is usually a good choice on linux platform, it supports emulating many devices and
even building images for architectures other than the host machine by software emulation. VirtualBox
is another good choice for non-linux host.

The procedure varies depending on the software used, but the steps for building an image are similar, the
user creates a virtual machine, and installs the target system just like what is done for a real hardware.
The system can be highly customized like partition layout, drivers or software shipped, etc.

Usually libvirt and its management tools are used to make interaction with gemu-kvm easier, for exam-
ple, to create a virtual machine with virt-install:

$ virt—-install —--name centos8 —--ram 4096 —--vcpus=2 —-f centos8.gcow2 \
> ——cdrom Cent0S-8-x86_64-1905-dvdl.iso

Graphic frontend like virt-manager can also be utilized.

The disk file can be used as user image after the system is set up and powered off. The path of the
disk file varies depending on the software used, usually its stored in a user-selected part of the local file
system. For gemu-kvm or GUI frontend building upon it, its typically stored at /var/lib/libvirt/
images.

2.1.5 Building or downloading a deploy ramdisk image

Ironic depends on having an image with the ironic-python-agent (IPA) service running on it for control-
ling and deploying bare metal nodes.

Two kinds of images are published on every commit from every branch of ironic-python-agent (IPA)

* DIB images are suitable for production usage and can be downloaded from https://tarballs.
openstack.org/ironic-python-agent/dib/files/.

— For Train and older use CentOS 7 images.

— For Ussuri and newer use CentOS 8 images.
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Warning: CentOS 7 master images are no longer updated and must not be used.

Warning: The published images will not work for dhcp-less deployments since the simple-
init element is not present. Check the DIB documentation to see how to build the image.

* TinyIPA images are suitable for CI and testing environments and can be downloaded from https:

/Itarballs.openstack.org/ironic-python-agent/tinyipa/files/.

Building from source

Check the ironic-python-agent-builder project for information on how to build ironic-python-agent
ramdisks.

2.1.6 Integration with other OpenStack services

Configure the Identity service for the Bare Metal service

1. Create the Bare Metal service user (for example, 1 ronic). The service uses this to authenticate

with the Identity service. Use the service tenant and give the user the admin role:

openstack user create —--password IRONIC_PASSWORD

openstack role add —--project service —--user ironic admin

. You must register the Bare Metal service with the Identity service so that other OpenStack services

can locate it. To register the service:

openstack service create —--name ironic --description

. Use the id property that is returned from the Identity service when registering the service (above),

to create the endpoint, and replace IRONIC_NODE with your Bare Metal services API node:

openstack endpoint create --region RegionOne
openstack endpoint create —--region RegionOne
openstack endpoint create —--region RegionOne

. You may delegate limited privileges related to the Bare Metal service to your Users by creat-

ing Roles with the OpenStack Identity service. By default, the Bare Metal service expects the
baremetal_admin and baremetal_observer Roles to exist, in addition to the default admin Role.
There is no negative consequence if you choose not to create these Roles. They can be created
with the following commands:

openstack role create baremetal_admin
openstack role create baremetal_observer
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If you choose to customize the names of Roles used with the Bare Metal service, do so by changing
the is_member, is_observer, and is_admin policy settings in /etc/ironic/policy.yaml.

More complete documentation on managing Users and Roles within your OpenStack deployment
are outside the scope of this document, but may be found here.

5. You can further restrict access to the Bare Metal service by creating a separate baremetal Project,
so that Bare Metal resources (Nodes, Ports, etc) are only accessible to members of this Project:

openstack project create baremetal

At this point, you may grant read-only access to the Bare Metal service API without granting any
other access by issuing the following commands:

openstack user create

openstack role add

6. Further documentation is available elsewhere for the openstack command-line client and the
Identity service. A policy.yaml.sample file, which enumerates the services default policies, is
provided for your convenience with the Bare Metal Service.

Configure the Compute service to use the Bare Metal service

The Compute service needs to be configured to use the Bare Metal services driver. The configuration
file for the Compute service is typically located at /etc/nova/nova.conf.

Note: As of the Newton release, it is possible to have multiple nova-compute services running the
ironic virtual driver (in nova) to provide redundancy. Bare metal nodes are mapped to the services via a
hash ring. If a service goes down, the available bare metal nodes are remapped to different services.

Once active, a node will stay mapped to the same nova-compute even when it goes down. The node is
unable to be managed through the Compute API until the service responsible returns to an active state.

The following configuration file must be modified on the Compute services controller nodes and compute
nodes.

1. Change these configuration options in the Compute service configuration file (for example, /
etc/nova/nova.conf):

(continues on next page)
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(continued from previous page)

[filter scheduler]

# Enables querying of individual hosts for instance information.
# Not possible for bare metal nodes, so set it to False.
False

[scheduler]

This value controls how often (in seconds) the scheduler should
attempt to discover new hosts that have been added to cells.
If negative (the default), no automatic discovery will occur.
As each bare metal node is represented by a separate host, it has
to be discovered before the Compute service can deploy on it.
The value here has to be carefully chosen based on a compromise
between the enrollment speed and the load on the Compute scheduler.
The recommended value of 2 minutes matches how often the Compute
service polls the Bare Metal service for node information.

120

HHFH R R R W H R H

Note: The alternative to setting the discover_hosts_in_cells_interval option is to
run the following command on any Compute controller node after each node is enrolled:

2. Consider enabling the following option on controller nodes:

[filter_scheduler]

# Enabling this option is beneficial as it reduces re-scheduling,

—events

# for ironic nodes when scheduling is based on resource classes,

# especially for mixed hypervisor case with host_subset_size = 1.

# However enabling it will also make packing of VMs on hypervisors
# less dense even when scheduling weights are completely disabled.
#shuffle best_same_weighed hosts = false

3. Carefully consider the following option:

[compute]

# This option will cause nova-compute to set itself to a disabled,
—state

# if a certain number of consecutive build failures occur. This will
# prevent the scheduler from continuing to send builds to a compute

# service that is consistently failing. In the case of bare metal

# provisioning, however, a compute service is rarely the cause of_
—build

# failures. Furthermore, bare metal nodes, managed by a disabled

# compute service, will be remapped to a different one. That may cause
# the second compute service to also be disabled, and so on, until no
# compute services are active.

(continues on next page)
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(continued from previous page)

[

4. Change these configuration options in the i ronic section. Replace:

* TRONIC_PASSWORD with the password you chose for the ironic user in the Identity
Service

* TRONIC_NODE with the hostname or IP address of the ironic-api node

e IDENTITY_IP with the IP of the Identity server

5. On the Compute services controller nodes, restart the nova-scheduler process:

6. On the Compute services compute nodes, restart the nova—compute process:
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Configure the Networking service for bare metal provisioning

You need to configure Networking so that the bare metal server can communicate with the Networking
service for DHCP, PXE boot and other requirements. This section covers configuring Networking for a
single flat network for bare metal provisioning.

It is recommended to use the baremetal ML2 mechanism driver and L2 agent for proper integration
with the Networking service. Documentation regarding installation and configuration of the baremetal
mechanism driver and L2 agent is available here.

For use with routed networks the baremetal ML2 components are required.

Note: When the baremetal ML2 components are not used, ports in the Networking service will have
status: DOWN, and binding_vif_type: binding_failed. This was always the status for Bare Metal
service f£lat network interface ports prior to the introduction of the baremetal ML2 integration. For a
non-routed network, bare metal servers can still be deployed and are functional, despite this port binding
state in the Networking service.

You will also need to provide Bare Metal service with the MAC address(es) of each node that it is
provisioning; Bare Metal service in turn will pass this information to Networking service for DHCP and
PXE boot configuration. An example of this is shown in the Enrollment section.

1. Install the networking-baremetal ML2 mechanism driver and L2 agent in the Networking service.

2. Edit /etc/neutron/plugins/ml2/ml2_conf.ini and modify these:

3. Restart the neutron—server service, to load the new configuration.

4. Create and edit /etc/neutron/plugins/ml2/ironic_neutron_agent.ini andadd
the required configuration. For example:

(continues on next page)
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(continued from previous page)

5. Make sure the ironic—-neutron—-agent service is started.

6. If neutron-openvswitch-agent runs with ovs_neutron_plugin.ini as the input config-file,
edit ovs_neutron_plugin.ini to configure the bridge mappings by adding the [ovs] section
described in the previous step, and restart the neutron-openvswitch-agent.

7. Add the integration bridge to Open vSwitch:

ovs-vsctl add-br br-int

8. Create the br-eth2 network bridge to handle communication between the OpenStack services (and
the Bare Metal services) and the bare metal nodes using eth2. Replace eth2 with the interface on
the network node which you are using to connect to the Bare Metal service:

ovs-vsctl add-br br-eth2
ovs-vsctl add-port br-eth2 eth?

9. Restart the Open vSwitch agent:

service neutron-plugin-openvswitch-agent restart

10. On restarting the Networking service Open vSwitch agent, the veth pair between the bridges br-int
and br-eth?2 is automatically created.

Your Open vSwitch bridges should look something like this after following the above steps:

ovs-vsctl show

11. Create the flat network on which you are going to launch the instances:
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openstack network create —--project sharednetl --share

12. Create the subnet on the newly created network:

openstack subnet create —-—network sharednetl

Configuring services for bare metal provisioning using IPv6

Use of IPv6 addressing for baremetal provisioning requires additional configuration. This page covers
the IPv6 specifics only. Please refer to Configure tenant networks and Configure the Networking service
Jor bare metal provisioning for general networking configuration.

Configure ironic PXE driver for provisioning using IPv6 addressing

The ironic PXE driver operates in either IPv4 or IPv6 mode (IPv4 is the default). To enable IPv6 mode,
set the [pxe]/ip_version option in the Bare Metal Services configuration file (/etc/ironic/
ironic.conf)to 6.

Note: Support for dual mode IPv4 and IPv6 operations is planned for a future version of ironic.

Provisioning with IPv6 stateless addressing

When using stateless addressing DHCPv6 does not provide addresses to the client. DHCPv6 however
provides other configuration via DHCPv6 options such as the bootfile-url and bootfile-parameters.

Once the PXE driver is set to operate in IPv6 mode no further configuration is required in the Baremetal
Service.

Creating networks and subnets in the Networking Service

When creating the Baremetal Service network(s) and subnet(s) in the Networking Services, subnets
should have ipv6-address—-mode set to dhcpvb—-stateless and ip-version setto 6. De-
pending on whether a router in the Networking Service is providing RAs (Router Advertisements) or
not, the ipv6—ra—mode for the subnet(s) should either be set to dhcpvé—stateless or be left
unset.

Note: If ipv6-ra-mode is left unset, an external router on the network is expected to provide RAs
with the appropriate flags set for automatic addressing and other configuration.
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Provisioning with IPv6 stateful addressing

When using stateful addressing DHCPv6 is providing both addresses and other configuration via
DHCPV6 options such as the bootfile-url and bootfile- parameters.

The identity-association (IA) construct used by DHCPv6 is challenging when booting over the network.
Firmware, and ramdisks typically end up using different DUID/IAID combinations and it is not always
possible for one chain- booting stage to release its address before giving control to the next step. In case
the DHCPv6 server is configured with static reservations only the result is that booting will fail because
the DHCPv6 server has no addresses available. To get past this issue either configure the DHCPv6 server
with multiple address reservations for each host, or use a dynamic range.

Note: Support for multiple address reservations requires dnsmasq version 2.81 or later. Some dis-
tributions may backport this feature to earlier dnsmasq version as part of the packaging, check the
distributions release notes.

If a different (not dnsmasq) DHCPv6 server backend is used with the Networking service, use of multiple
address reservations might not work.

Using the £1at network interface

Due to the identity-association challenges with DHCPv6 provisioning using the £1at network interface
is not recommended. When ironic operates with the £1at network interface the server instance port
is used for provisioning and other operations. Ironic will not use multiple address reservations in this
scenario. Because of this it will not work in most cases.

Using the neutron network interface

When using the neutron network interface the Baremetal Service will allocate multiple IPv6 ad-
dresses (4 addresses per port by default) on the service networks used for provisioning, cleaning, res-
cue and introspection. The number of addresses allocated can be controlled via the [neutron]/
dhcpv6_stateful_address_count option in the Bare Metal Services configuration file (/etc/
ironic/ironic.conf). Using multiple address reservations ensures that the DHCPv6 server can
lease addresses to each step.

To enable IPv6 provisioning on neutron flat provider networks with no switch management,
the local_link_connection field of baremetal ports must be set to {'network_type"':
'unmanaged'}. The following example shows how to set the local_link_connection for operation
on unmanaged networks:

set \

The use of multiple IPv6 addresses must also be enabled in the Networking Services dhcp
agent configuration (/etc/neutron/dhcp_agent.ini) by setting the option [DEFAULT]/
dnsmasqg_enable_addr6_list to True (default False in Ussuri release).

Note: Support for multiple IPv6 address reservations in the dnsmasq backend was added to the Net-
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working Service Ussuri release. It was also backported to the stable Train release.

Creating networks and subnets in the Networking Service

When creating the ironic service network(s) and subnet(s) in the Networking Service, subnets should
have ipv6-address—-mode set to dhcpvée-stateful and ip-version set to 6. Depending
on whether a router in the Networking Service is providing RAs (Router Advertisements) or not, the
ipv6-ra—-mode for the subnet(s) should be set to either dhcpv6—-stateful or be left unset.

Note: If ipv6-ra-mode is left unset, an external router on the network is expected to provide RAs
with the appropriate flags set for managed addressing and other configuration.

Configure the Image service for temporary URLs

Some drivers of the Baremetal service (in particular, any drivers using Direct deploy or Ansible deploy
interfaces, and some virtual media drivers) require target user images to be available over clean HTTP(S)
URL with no authentication involved (neither username/password-based, nor token-based).

When using the Baremetal service integrated in OpenStack, this can be achieved by specific configura-
tion of the Image service and Object Storage service as described below.

1. Configure the Image service to have object storage as a backend for storing images. For more
details, please refer to the Image service configuration guide.

Note: When using Ceph+RadosGW for Object Storage service, images stored in Image service
must be available over Object Storage service as well.

2. Enable TempURLs for the Object Storage account used by the Image service for storing images
in the Object Storage service.

1. Check if TempURLSs are enabled:

$ openstack object store account show

e - +
Field Value

- 4 +
Account AUTH_bc39f1d9dcf948689908800778%ae643
Bytes 536661727
Containers 1
Objects 19
properties Temp-Url-Key

- - +

2. If property Temp-Url-Key is set, note its value.

3. If property Temp-Url-Key is not set, you have to configure it (secret is used in the
example below for the value):
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$ openstack object store account set —-property Temp-Url-
—Key secret

3. Optionally, configure the ironic-conductor service. The default configuration assumes that:
1. the Object Storage service is implemented by swift,
2. the Object Storage service URL is available from the service catalog,

3. the project, used by the Image service to access the Object Storage, is the same as the project,
used by the Bare Metal service to access it,

4. the container, used by the Image service, is called glance.

If any of these assumptions do not hold, you may want to change your configuration file (typically
located at /etc/ironic/ironic.conf), for example:

4. (Re)start the ironic-conductor service.

Enabling HTTPS

Enabling HTTPS in Swift

The drivers using virtual media use swift for storing boot images and node configuration information
(contains sensitive information for Ironic conductor to provision bare metal hardware). By default,
HTTPS is not enabled in swift. HTTPS is required to encrypt all communication between swift and
Ironic conductor and swift and bare metal (via virtual media). It can be enabled in one of the following
ways:

* Using an SSL termination proxy

* Using native SSL support in swift (recommended only for testing purpose by swift).

Enabling HTTPS in Image service

Ironic drivers usually use Image service during node provisioning. By default, image service does not
use HTTPS, but it is required for secure communication. It can be enabled by making the following
changes to /etc/glance/glance—-api.conf:

1. Configuring SSL support

2. Restart the glance-api service:
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See the Glance documentation, for more details on the Image service.

Enabling HTTPS communication between Image service and Object storage

This section describes the steps needed to enable secure HTTPS communication between Image service
and Object storage when Object storage is used as the Backend.

To enable secure HTTPS communication between Image service and Object storage follow these steps:
1. Enabling HTTPS in Swift
2. Configure Swift Storage Backend
3. Enabling HTTPS in Image service

Enabling HTTPS communication between Image service and Bare Metal service

This section describes the steps needed to enable secure HTTPS communication between Image service
and Bare Metal service.

To enable secure HTTPS communication between Bare Metal service and Image service follow these
steps:

1. Edit /etc/ironic/ironic.conft:

Note: glance_cafile is an optional path to a CA certificate bundle to be used to validate the SSL
certificate served by Image service.

2. If not using the keystone service catalog for the Image service API endpoint discovery, also
edit the endpoint_override option to point to HTTPS URL of image service (replace
<GLANCE_API_ADDRESS> with hostname[:port][path] of the Image service endpoint):

3. Restart ironic-conductor service:

2.1. Bare Metal Service Installation Guide 53


https://docs.openstack.org/glance/wallaby/
https://docs.openstack.org/glance/wallaby/configuration/configuring.html#configuring-the-swift-storage-backend

Ironic Documentation, Release 17.1.1.dev30

Configure the Bare Metal service for cleaning

Note: If you configured the Bare Metal service to do Automated cleaning (which is enabled by default),
you will need to set the cleaning_network configuration option.

1. Note the network UUID (the id field) of the network you created in Configure the Networking

service for bare metal provisioning or another network you created for cleaning:

openstack network list

2. Configure the cleaning network UUID via the cleaning_network option in the Bare

Metal service configuration file (/etc/ironic/ironic.conf). In the following, replace
NETWORK_UUID with the UUID you noted in the previous step:

3. Restart the Bare Metal services ironic-conductor:

Configure tenant networks

Below is an example flow of how to set up the Bare Metal service so that node provisioning will happen
in a multi-tenant environment (which means using the neut ron network interface as stated above):

1. Network interfaces can be enabled on ironic-conductor by adding them to the

enabled_network_interfaces configuration option under the default section of
the configuration file:

Keep in mind that, ideally, all ironic-conductors should have the same list of enabled network
interfaces, but it may not be the case during ironic-conductor upgrades. This may cause problems
if one of the ironic-conductors dies and some node that is taken over is mapped to an ironic-
conductor that does not support the nodes network interface. Any actions that involve calling the
nodes driver will fail until that network interface is installed and enabled on that ironic-conductor.

It 18 recommended to set the default network interface via the

default_network_interface configuration option under the default section of
the configuration file:
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This default value will be used for all nodes that dont have a network interface explicitly specified
in the creation request.

If this configuration option is not set, the default network interface is determined by looking at the
[dhcp]ldhep_provider configuration option value. If it is neutron, then £lat network
interface becomes the default, otherwise noop is the default.

3. Define a provider network in the Networking service, which we shall refer to as the provisioning

network. Using the neut ron network interface requires that provisioning_network and
cleaning_network configuration options are set to valid identifiers (UUID or name) of net-
works in the Networking service. If these options are not set correctly, cleaning or provisioning
will fail to start. There are two ways to set these values:

e Under the neut ron section of ironic configuration file:

* Under provisioning_network and cleaning_network keys of the nodes
driver_info field as driver_info['provisioning_network'] and
driver_info['cleaning_network'] respectively.

Note: Ifthese provisioning_network and cleaning_network values are not specified
in nodes driver_info then ironic falls back to the configuration in the neut ron section.

Please refer to Configure the Bare Metal service for cleaning for more information about cleaning.

Warning: Please make sure that the Bare Metal service has exclusive access to the provi-
sioning and cleaning networks. Spawning instances by non-admin users in these networks
and getting access to the Bare Metal services control plane is a security risk. For this reason,
the provisioning and cleaning networks should be configured as non-shared networks in the
admin tenant.

Note: When using the £1at network interface, bare metal instances are normally spawned onto
the provisioning network. This is not supported with the neut ron interface and the deployment
will fail. Please ensure a different network is chosen in the Networking service when a bare metal
instance is booted from the Compute service.

Note: The provisioning and cleaning networks may be the same network or distinct networks.
To ensure that communication between the Bare Metal service and the deploy ramdisk works,
it is important to ensure that security groups are disabled for these networks, or that the default
security groups allow:

* DHCP
* TFTP
* egress port used for the Bare Metal service (6385 by default)

* ingress port used for ironic-python-agent (9999 by default)
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* if using iSCSI deploy, the ingress port used for iSCSI (3260 by default)

* if using Direct deploy, the egress port used for the Object Storage service (typically 80 or
443)

* if using iPXE, the egress port used for the HITP server running on the ironic-conductor
nodes (typically 80).

4. This step is optional and applicable only if you want to use security groups during provisioning
and/or cleaning of the nodes. If not specified, default security groups are used.

1. Define security groups in the Networking service, to be used for provisioning and/or cleaning
networks.

2. Add the list of these security group UUIDs under the neut ron section of ironic-conductors
configuration file as shown below:

[neutron]

cleaning_network=$CLEAN_UUID_OR_NAME

cleaning_network_security_groups=[S$LIST_OF_CLEAN_SECURITY_GROUPS]

provisioning_network=$PROVISION_UUID_OR_NAME

provisioning_network_security_groups=[SLIST_OF_PROVISION_SECURITY_
—GROUPS]

Multiple security groups may be applied to a given network, hence, they are specified as a
list. The same security group(s) could be used for both provisioning and cleaning networks.

Warning: If security groups are configured as described above, do not set the
port_security_enabled flag to False for the corresponding Networking services network or
port. This will cause the deploy to fail.

For example: if provisioning_network_security_groups configuration option is
used, ensure that port_security_enabled flag for the provisioning network is set to True. This
flag is set to True by default; make sure not to override it by manually setting it to False.

5. Install and configure a compatible ML2 mechanism driver which supports bare metal provisioning
for your switch. See ML2 plugin configuration manual for details.

6. Restart the ironic-conductor and ironic-api services after the modifications:

¢ Fedora/RHELS8/CentOSS:

¢ Ubuntu:

7. Make sure that the ironic-conductor is reachable over the provisioning network by trying to down-
load a file from a TFTP server on it, from some non-control-plane server in that network:

56 Chapter 2. Installation Guide


https://docs.openstack.org/neutron/wallaby/admin/config-ml2.html

Ironic Documentation, Release 17.1.1.dev30

tftp $TFTP_IP -c get SFILENAME

where FILENAME is the file located at the TFTP server.

See Multi-tenancy in the Bare Metal service for required node configuration.

Add images to the Image service

1. Build or download the user images as described in Create user images for the Bare Metal service.
2. Add the user images to the Image service

Load all the images created in the below steps into the Image service, and note the image UUIDs
in the Image service for each one as it is generated.

For partition images:

* Add the kernel and ramdisk images to the Image service:

openstack image create my-kernel —--public

Store the image uuid obtained from the above step as MY_VMLINUZ_UUID.

openstack image create my-image.initrd --public

Store the image UUID obtained from the above step as MY_INITRD_UUID.

* Add the my-image to the Image service which is going to be the OS that the user is going to
run. Also associate the above created images with this OS image. These two operations can
be done by executing the following command:

openstack image create my-image —--public

For whole disk images, skip uploading and configuring kernel and ramdisk images completely,
proceed directly to uploading the main image:

openstack image create my-whole-disk-image —--public

Warning: The kernel/initramfs pair must not be set for whole disk images, otherwise theyll
be mistaken for partition images.

3. Build or download the deploy images

The deploy images are used initially for preparing the server (creating disk partitions) before the
actual OS can be deployed.

There are several methods to build or download deploy images, please read the Building or down-
loading a deploy ramdisk image section.

2.1. Bare Metal Service Installation Guide 57



Ironic Documentation, Release 17.1.1.dev30

4. Add the deploy images to the Image service

Add the deployment kernel and ramdisk images to the Image service:

openstack image create deploy-vmlinuz —--public

Store the image UUID obtained from the above step as DEPLOY_VMLINUZ_UUID.

openstack image create deploy-initrd —--public

Store the image UUID obtained from the above step as DEPLOY_INITRD_UUID.

Create flavors for use with the Bare Metal service

Youll need to create a special bare metal flavor in the Compute service. The flavor is mapped to the bare
metal node through the nodes resource_class field (available starting with Bare Metal API version
1.21). A flavor can request exactly one instance of a bare metal resource class.

Note that when creating the flavor, its useful to add the RAM_MB and CPU properties as a convenience to
users, although they are not used for scheduling. The DI SK_ GB property is also not used for scheduling,
but is still used to determine the root partition size.

1. Change these to match your hardware:

1024

100

2. Create the bare metal flavor by executing the following command:

openstack flavor create —--ram —-—vCcpus —-—disk

Note: You can add —-id <id> to specify an ID for the flavor.

See the docs on this command for other options that may be specified.

After creation, associate each flavor with one custom resource class. The name of a custom resource
class that corresponds to a nodes resource class (in the Bare Metal service) is:

* the bare metal nodes resource class all upper-cased
* prefixed with CUSTOM__
* all punctuation replaced with an underscore

For example, if the resource class is named baremetal-small, associate the flavor with this custom
resource class via:

openstack flavor set —-—-property resources:CUSTOM_BAREMETAL_SMALL 1 my-
—baremetal-flavor
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Another set of flavor properties must be used to disable scheduling based on standard properties for a
bare metal flavor:

openstack flavor set ——-property resources:VCPU 0 my-baremetal-flavor

openstack flavor set —-—-property resources:MEMORY_MB 0 my-baremetal-flavor

openstack flavor set —-—-property resources:DISK_GB 0 my-baremetal-flavor
Example

If you want to define a class of nodes called baremetal .with-GPU, start with tagging some nodes
with it:

baremetal node set <node> —--resource-class baremetal.with-GPU

Warning: It is possible to add a resource class to act ive nodes, but it is not possible to replace
an existing resource class on them.

Then you can update your flavor to request the resource class instead of the standard properties:

openstack flavor set —-—-property resources:CUSTOM_BAREMETAL_WITH_GPU 1 my-
—baremetal-flavor

openstack flavor set ——property resources:VCPU 0 my-baremetal-flavor
openstack flavor set —-property resources:MEMORY_MB 0 my-baremetal-flavor
openstack flavor set —-—-property resources:DISK_GB 0 my-baremetal-flavor

Note how Dbaremetal.with-GPU in the nodes resource_class field becomes
CUSTOM_BAREMETAL_WITH_GPU in the flavors properties.

Scheduling based on traits

Starting with the Queens release, the Compute service supports scheduling based on qualitative attributes
using traits. Starting with Bare Metal REST API version 1.37, it is possible to assign a list of traits to
each bare metal node. Traits assigned to a bare metal node will be assigned to the corresponding resource
provider in the Compute service placement API.

When creating a flavor in the Compute service, required traits may be specified via flavor properties. The
Compute service will then schedule instances only to bare metal nodes with all of the required traits.

Traits can be either standard or custom. Standard traits are listed in the os_traits library. Custom traits
must meet the following requirements:

* prefixed with CUSTOM__
* contain only upper case characters A to Z, digits O to 9, or underscores
* no longer than 255 characters in length

A bare metal node can have a maximum of 50 traits.
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Example

To add the standard trait HW_CPU_X86_VMX and a custom trait CUSTOM_TRAITI1 to a node:

baremetal node add trait <node> CUSTOM_TRAIT1 HW_CPU_X86_VMX

Then, update the flavor to require these traits:

openstack flavor set —-property trait:CUSTOM_TRAIT1 required my-
—baremetal-flavor

openstack flavor set —-—-property trait:HW_CPU_X86_VMX required my-—
—baremetal-flavor

2.1.7 Set up the drivers for the Bare Metal service
Enabling drivers and hardware types

Introduction

The Bare Metal service delegates actual hardware management to drivers. Drivers, also called hard-
ware types, consist of hardware interfaces: sets of functionality dealing with some aspect of bare metal
provisioning in a vendor-specific way. There are generic hardware types (eg. redfish and ipmi),
and vendor-specific ones (eg. i1o and irmc).

Note: Starting with the Rocky release, the terminologies driver, dynamic driver, and hardware type
have the same meaning in the scope of Bare Metal service.

Enabling hardware types

Hardware types are enabled in the configuration file of the ironic-conductor service by setting the
enabled_hardware_types configuration option, for example:

[DEFAULT]

Due to the drivers dynamic nature, they also require configuring enabled hardware interfaces.

Note: All available hardware types and interfaces are listed in setup.cfg file in the source code tree.
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Enabling hardware interfaces

There are several types of hardware interfaces:

bios manages configuration of the BIOS settings of a bare metal node. This interface is vendor-specific
and can be enabled via the enabled_bios_interfaces option:

See BIOS Configuration for details.

boot manages booting of both the deploy ramdisk and the user instances on the bare metal node. See
Boot interfaces for details.

Boot interface implementations are often vendor specific, and can be enabled via the
enabled_boot_interfaces option:

Boot interfaces with pxe in their name require Configuring PXE and iPXE. There are also a few
hardware-specific boot interfaces - see Drivers, Hardware Types and Hardware Interfaces for
their required configuration.

console manages access to the serial console of a bare metal node. See Configuring Web or Serial
Console for details.

deploy defines how the image gets transferred to the target disk. See Deploy Interfaces for an explana-
tion of the difference between supported deploy interfaces direct and iscsi.

The deploy interfaces can be enabled as follows:

Additionally,
* the i scsi deploy interface requires Configuring iSCSI-based drivers
* the direct deploy interface requires the Object Storage service or an HTTP service

inspect implements fetching hardware information from nodes. Can be implemented out-of-band (via
contacting the nodes BMC) or in-band (via booting a ramdisk on a node). The latter implementa-
tion is called inspector and uses a separate service called ironic-inspector. Example:

See Hardware Inspection for more details.

management provides additional hardware management actions, like getting or setting boot devices.
This interface is usually vendor-specific, and its name often matches the name of the hardware
type (with ipmitool being a notable exception). For example:
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Using ipmitool requires Configuring IPMI support. See Drivers, Hardware Types and Hard-
ware Interfaces for the required configuration of each driver.

network connects/disconnects bare metal nodes to/from virtual networks. See Configure tenant net-
works for more details.

power runs power actions on nodes. Similar to the management interface, it is usually vendor-specific,
and its name often matches the name of the hardware type (with ipmitool being again an
exception). For example:

Using ipmitool requires Configuring IPMI support. See Drivers, Hardware Types and Hard-
ware Interfaces for the required configuration of each driver.

raid manages building and tearing down RAID on nodes. Similar to inspection, it can be implemented
either out-of-band or in-band (via agent implementation). See RAID Configuration for details.
For example:

storage manages the interaction with a remote storage subsystem, such as the Block Storage service,
and helps facilitate booting from a remote volume. This interface ensures that volume target
and connector information is updated during the lifetime of a deployed instance. See Boot From
Volume for more details.

This interface defaults to a noop driver as it is considered an opt-in interface which requires
additional configuration by the operator to be usable.

For example:

vendor is a place for vendor extensions to be exposed in APIL. See Vendor Methods for details.

Here is a complete configuration example, enabling two generic protocols, IPMI and Redfish, with a few
additional features:

(continues on next page)
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Note that some interfaces have implementations named no-<TYPE> where <TYPE> is the interface
type. These implementations do nothing and return errors when used from APIL

Hardware interfaces in multi-conductor environments

When enabling hardware types and their interfaces, make sure that for every enabled hardware type,
the whole set of enabled interfaces matches for all conductors. However, different conductors can have
different hardware types enabled.

For example, you can have two conductors with the following configuration respectively:

But you cannot have two conductors with the following configuration respectively:

This is because the redfish hardware type will have different enabled deploy interfaces on these
conductors. It would have been fine, if the second conductor had enabled_deploy_interfaces
= direct instead of iscsi.

This situation is not detected by the Bare Metal service, but it can cause inconsistent behavior in the
API, when node functionality will depend on which conductor it gets assigned to.
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Note: We dont treat this as an error, because such temporary inconsistency is inevitable during a rolling
upgrade or a configuration update.

Configuring interface defaults

When an operator does not provide an explicit value for one of the interfaces (when creating a node
or updating its driver), the default value is calculated as described in Defaults for hardware inter-
Jaces. It is also possible to override the defaults for any interfaces by setting one of the options named
default_<IFACE>_interface, where <IFACE> is the interface name. For example:

[DEFAULT]

This configuration forces the default deploy interface to be direct and the default network interface
to be neut ron for all hardware types.

The defaults are calculated and set on a node when creating it or updating its hardware type. Thus,
changing these configuration options has no effect on existing nodes.

Warning: The default interface implementation must be configured the same way across all con-
ductors in the cloud, except maybe for a short period of time during an upgrade or configuration
update. Otherwise the default implementation will depend on which conductor handles which node,
and this mapping is not predictable or even persistent.

Warning: These options should be used with care. If a hardware type does not support the provided
default implementation, its users will have to always provide an explicit value for this interface when
creating a node.

Configuring PXE and iPXE

DHCP server setup

A DHCP server is required by PXE/iPXE client. You need to follow steps below.

1. Setthe [dhcp] /dhcp_provider to neutron in the Bare Metal Services configuration file
(/etc/ironic/ironic.conf):

Note: Refer Configure tenant networks for details. The dhcp_provider configuration is
already set by the configuration defaults, and when you create subnet, DHCP is also enabled if
you do not add any dhcp options at openstack subnet create command.

2. Enable DHCP in the subnet of PXE network.
3. Set the ip address range in the subnet for DHCP.
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Note: Refer Configure the Networking service for bare metal provisioning for details about the
two precedent steps.

4. Connect the openstack DHCP agent to the external network through the OVS bridges and the
interface et h2.

Note: Refer Configure the Networking service for bare metal provisioning for details. You do
not require this part if br-int, br-eth2 and eth2 are already connected.

5. Configure the host ip at br—eth?2. If it locates at et h2, do below:

del 192.168.2.10/24
192.168.2.10/24

Note: Replace eth2 with the interface on the network node which you are using to connect to the
Bare Metal service.

TFTP server setup

In order to deploy instances via PXE, a TFTP server needs to be set up on the Bare Metal service nodes
which run the ironic-conductor.

1. Make sure the tftp root directory exist and can be written to by the user the i ronic-conductor
is running as. For example:

2. Install tftp server:

Ubuntu:

RHELS&/CentOS8/Fedora:

SUSE:

3. Using xinetd to provide a tftp server setup to serve /t ftpboot. Create or edit /etc/xinetd.
d/tftp as below:

69
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map map

and restart the xinetd service:

Ubuntu:

Fedora/RHEL&/CentOS8/SUSE:

Note: In certain environments the networks MTU may cause TFTP UDP packets to get frag-
mented. Certain PXE firmwares struggle to reconstruct the fragmented packets which can cause
significant slow down or even prevent the server from PXE booting. In order to avoid this, TFTPd
provides an option to limit the packet size so that it they do not get fragmented. To set this addi-
tional option in the server_args above:

32

4. Create a map file in the tftp boot directory (/t ftpboot):

map
map
map
map

UEFI PXE - Grub setup

In order to deploy instances with PXE on bare metal nodes which support UEFI, perform these additional
steps on the ironic conductor node to configure the PXE UEFI environment.

1. Install Grub2 and shim packages:
Ubuntu (18.04LTS and later):

RHELS8/CentOS8/Fedora:
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SUSE:

. Copy grub and shim boot loader images to /t ftpboot directory:

Ubuntu (18.04LTS and later):

Fedora:

RHELS8/CentOS8:

SUSE:

. Create master grub.cfg:

Ubuntu: Create grub.cfg under /t ftpboot /grub directory:

Fedora: Create grub.cfg under /t ftpboot /EFI/fedora directory:

RHELS8/CentOSS8: Create grub.cfg under /t ftpboot /EFI/centos directory:

SUSE: Create grub.cfg under /t ftpboot /boot/grub directory:

Create directory GRUB_DIR:

sudo mkdir -p $GRUB_DIR

This file is used to redirect grub to baremetal node specific config file. It redirects it to specific
grub config file based on DHCP IP assigned to baremetal node.

set default=master
set timeout=5
set hidden_timeout_quiet=false

(continues on next page)
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menuentry "master" {
configfile /tftpboot/$net_default_mac.conf
}

Change the permission of grub.cfg:

sudo chmod 644 S$GRUB_DIR/grub.cfg

4. Update the bare metal node with boot_mode:uefi capability in nodes properties field. See
Boot mode support for details.

5. Make sure that bare metal node is configured to boot in UEFI boot mode and boot device is set to
network/pxe.

Note: Some drivers, e.g. 110, irmc and redfish, support automatic setting of the boot mode
during deployment. This step is not required for them. Please check Drivers, Hardware Types and
Hardware Interfaces for information on whether your driver requires manual UEFI configuration.

Legacy BIOS - Syslinux setup

In order to deploy instances with PXE on bare metal using Legacy BIOS boot mode, perform these
additional steps on the ironic conductor node.

1. Install the syslinux package with the PXE boot images:
Ubuntu (16.04LTS and later):

RHELS8/CentOS8/Fedora:

SUSE:

2. Copy the PXE image to /t ftpboot. The PXE image might be found at':
Ubuntu (16.04LTS and later):

RHELS8/CentOS8/SUSE:

3. If whole disk images need to be deployed via PXE-netboot, copy the chain.c32 image to /
tftpboot to support it:

! On Fedora/RHEL the syslinux-tftpboot package already installs the library modules and PXE image at /
tftpboot. If the TFTP server is configured to listen to a different directory you should copy the contents of /t ftpboot to
the configured directory
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Ubuntu (16.04LTS and later):

Fedora:

RHELS8/CentOS8/SUSE:

4. If the version of syslinux is greater than 4 we also need to make sure that we copy the library
modules into the /t ftpboot directory”’. For example, for Ubuntu run:

5. Update the bare metal node with boot_mode :bios capability in nodes properties field. See
Boot mode support for details.

6. Make sure that bare metal node is configured to boot in Legacy BIOS boot mode and boot device
is set to network/pxe.

iPXE setup

If you will be using iPXE to boot instead of PXE, iPXE needs to be set up on the Bare Metal service
node(s) where ironic—conductor is running.

1. Make sure these directories exist and can be written to by the user the ironic—conductor is
running as. For example:

2. Create a map file in the tftp boot directory (/t ftpboot):

map

map

3. Set up TFTP and HTTP servers.

These servers should be running and configured to use the local /tftpboot and /httpboot directories
respectively, as their root directories. (Setting up these servers is outside the scope of this install
guide.)

These root directories need to be mounted locally to the i ronic-conductor services, so that
the services can access them.

The Bare Metal services configuration file (/etc/ironic/ironic.conf) should be edited accordingly
to specify the TFTP and HTTP root directories and server addresses. For example:

2 http://www.syslinux.org/wiki/index.php/Library_modules
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See also: Deploying outside of the provisioning network.

. Install the iPXE package with the boot images:

Ubuntu:

RHELS8/CentOS8/Fedora:

Note: SUSE does not provide a package containing iPXE boot images. If you are using SUSE
or if the packaged version of the iPXE boot image doesnt work, you can download a prebuilt one
from http://boot.ipxe.org or build one image from source, see http://ipxe.org/download for more
information.

. Copy the iPXE boot image (undionly.kpxe for BIOS and ipxe.efi for UEFI) to /

t ftpboot. The binary might be found at:

Ubuntu:

Fedora/RHELS8/CentOS8:

Note: snponly variants may not be available for all distributions.

. Enable/Configure iPXE overrides in the Bare Metal Services configuration file if required

(/etc/ironic/ironic.conf):

70
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Note: Most UEFI systems have integrated networking which means the
[pxeluefi_ipxe_bootfile_name setting should be set to snponly.efi or
ipxe-snponly-x86_64.ef1i if its available for your distribution.

Note: Setting the iPXE parameters noted in the code block above to no value, in other words
setting a line to something like ipxe_lbootfile_name= will result in ironic falling back to
the default values of the non-iPXE PXE settings. This is for backwards compatability.

7. Ensure iPXE is the default PXE, if applicable.

In earlier versions of ironic, a [pxe] ipxe_enabled setting allowing operators to declare the
behavior of the conductor to exclusively operate as if only iPXE was to be used. As time moved
on, iPXE functionality was moved to its own ipxe boot interface.

If you want to emulate that same hehavior, set the following in the configuration file
(/etc/ironic/ironic.conf):

Note: The [DEFAULT]enabled_boot_interfaces setting may be exclusively set to
ipxe, however ironic has multiple interfaces available depending on the hardware types avail-
able for use.

8. It is possible to configure the Bare Metal service in such a way that nodes will boot into the
deploy image directly from Object Storage. Doing this avoids having to cache the images on the
ironic-conductor host and serving them via the ironic-conductors HTTP server. This can be done
if:

1. the Image Service is used for image storage;
2. the images in the Image Service are internally stored in Object Storage;

3. the Object Storage supports generating temporary URLs for accessing objects stored in it.
Both the OpenStack Swift and RADOS Gateway provide support for this.

» See Ceph Object Gateway support on how to configure the Bare Metal Service with
RADOS Gateway as the Object Storage.
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Configure this by setting the [pxe]/ipxe_use_swift configuration option to True as fol-
lows:

Although the HTTP server still has to be deployed and configured (as it will serve iPXE boot
script and boot configuration files for nodes), such configuration will shift some load from ironic-
conductor hosts to the Object Storage service which can be scaled horizontally.

Note that when SSL is enabled on the Object Storage service you have to ensure that iPXE
firmware on the nodes can indeed boot from generated temporary URLs that use HTTPS pro-
tocol.

9. Restart the ironic—conductor process:

Fedora/RHELS&/CentOS8/SUSE:

Ubuntu:

PXE multi-architecture setup

It is possible to deploy servers of different architecture by one conductor. To use this feature,
architecture-specific boot and template files must be configured using the configuration options
[pxelpxe_bootfile_name_by_arch and [pxe]pxe_config_template_by_arch re-
spectively, in the Bare Metal services configuration file (/etc/ironic/ironic.conf).

These two options are dictionary values; the key is the architecture and the value is the boot (or
config template) file. A nodes cpu_arch property is used as the key to get the appropriate boot
file and template file. If the nodes cpu_arch is not in the dictionary, the configuration options (in
[pxe] group) pxe_bootfile_name, pxe_config_template, uefi_pxe_bootfile_name
and uefi_pxe_config_template will be used instead.

In the following example, since x86 and x86_64 keys are not in the pxe_bootfile_name_by_arch
or pxe_config_template_by_arch options, x86 and x86_64 nodes will be deployed by px-
elinux.0 or bootx64.efi, depending on the nodes boot_mode capability (bios or uefi). However,
aarch64 nodes will be deployed by grubaa64.efi, and ppc64 nodes by bootppc64:

[pxe]

# Bootfile DHCP parameter. (string wvalue)
pxe_bootfile_name=pxelinux.0

# On ironic-conductor node, template file for PXE

(continues on next page)
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# configuration. (string value)
pxe_config_template = S$pybasedir/drivers/modules/pxe_config.template

# Bootfile DHCP parameter for UEFI boot mode. (string value)
uefi_pxe_bootfile_name=bootx64.efi

# On ironic-conductor node, template file for PXE

# configuration for UEFI boot loader. (string value)
uefi_pxe_config_template=$pybasedir/drivers/modules/pxe_grub_config.
—template

# Bootfile DHCP parameter per node architecture. (dict value)
pxe_bootfile_name_by_arch=aarch64:grubaa6d.efi, ppcbd:bootppctd

# On ironic-conductor node, template file for PXE

# configuration per node architecture. For example:

# aarcho64:/opt/share/grubaa64_pxe_config.template (dict value)
pxe_config_template_by_arch=aarché64:pxe_grubaab64_config.template, ppcbtd:pxe_
—ppc64d4_config.template

Note: The grub implementation may vary on different architecture, you may need to tweak the pxe
config template for a specific arch. For example, grubaa64.efi shipped with CentoOS7 does not support
linuxefi and initrdefi commands, youll need to switch to use 1inux and initrd command
instead.

Note: A [pxe]ipxe_bootfile_name_by_arch setting is available for multi-arch iPXE based
deployment, and defaults to the same behavior as the comperable [pxe]pxe_bootfile_by_arch
setting for standard PXE.

PXE timeouts tuning

Because of its reliance on UDP-based protocols (DHCP and TFTP), PXE is particularly vulnera-
ble to random failures during the booting stage. If the deployment ramdisk never calls back to
the bare metal conductor, the build will be aborted, and the node will be moved to the deploy
failed state, after the deploy callback timeout. This timeout can be changed via the conductor.
deploy_callback_timeout configuration option.

Starting with the Train release, the Bare Metal service can retry PXE boot if it takes too
long. The timeout is defined via pxe.boot_retry_ timeout and must be smaller than the
deploy_callback_timeout, otherwise it will have no effect.

For example, the following configuration sets the overall timeout to 60 minutes, allowing two retries
after 20 minutes:

[conductor]

[pxe]
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Configuring IPMI support

Installing ipmitool command

To enable one of the drivers that use IPMI protocol for power and management actions (for example,
ipmi), the ipmitool command must be present on the service node(s) where ironic—conductor
is running. On most distros, it is provided as part of the ipmitool package. Source code is available
at http://ipmitool.sourceforge.net/.

Warning: Certain distros, notably Mac OS X and SLES, install openipmi instead of ipmitool
by default. This driver is not compatible with openipmi as it relies on error handling options not
provided by this tool.

Please refer to the IPMI driver for information on how to use IPMItool-based drivers.

Validation and troubleshooting

Check that you can connect to, and authenticate with, the IPMI controller in your bare metal server by
running ipmitool:

where <ip—-address> is the IP of the IPMI controller you want to access. This is not the bare metal
nodes main IP. The IPMI controller should have its own unique IP.

If the above command doesnt return the power status of the bare metal server, check that

* ipmitool isinstalled and is available via the SPATH environment variable.

The IPMI controller on your bare metal server is turned on.

The IPMI controller credentials and IP address passed in the command are correct.

* The conductor node has a route to the IPMI controller. This can be checked by just pinging the
IPMI controller IP from the conductor node.

IPMI configuration

If there are slow or unresponsive BMCs in the environment, the min_command_interval configu-
ration option in the [ipmi] section may need to be raised. The default is fairly conservative, as setting
this timeout too low can cause older BMCs to crash and require a hard-reset.
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Collecting sensor data

Bare Metal service supports sending IPMI sensor data to Telemetry with certain hardware types, such
as ipmi, ilo and irmc. By default, support for sending IPMI sensor data to Telemetry is disabled. If
you want to enable it, you should make the following two changes in ironic.conf:

[conductor]

[oslo_messaging notifications]

If you want to customize the sensor types which will be sent to Telemetry, change the
send_sensor_data_types option. For example, the below settings will send information about
temperature, fan, voltage from sensors to the Telemetry service:

Supported sensor types are defined by the Telemetry service, currently these are Temperature, Fan,
Voltage, Current. Special value 211 (the default) designates all supported sensor types.

Configuring iSCSIl-based drivers

Ensure that the gemu—-img and i scsiadm tools are installed on the ironic-conductor host(s).

2.1.8 Enroliment

After all the services have been properly configured, you should enroll your hardware with the Bare
Metal service, and confirm that the Compute service sees the available hardware. The nodes will be
visible to the Compute service once they are in the available provision state.

Note: After enrolling nodes with the Bare Metal service, the Compute service will not be immediately
notified of the new resources. The Compute services resource tracker syncs periodically, and so any
changes made directly to the Bare Metal services resources will become visible in the Compute service
only after the next run of that periodic task. More information is in the Troubleshooting section.

Note: Any bare metal node that is visible to the Compute service may have a workload scheduled to it,
if both the power and management interfaces pass the validate check. If you wish to exclude a
node from the Compute services scheduler, for instance so that you can perform maintenance on it, you
can set the node to maintenance mode. For more information see the Maintenance mode section.
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Choosing a driver

When enrolling a node, the most important information to supply is driver. See Enabling drivers and
hardware types for a detailed explanation of bare metal drivers, hardware types and interfaces. The
driver list command can be used to list all drivers enabled on all hosts:

The specific driver to use should be picked based on actual hardware capabilities and expected features.
See Drivers, Hardware Types and Hardware Interfaces for more hints on that.

Each driver has a list of driver properties that need to be specified via the nodes driver_info field, in
order for the driver to operate on node. This list consists of the properties of the hardware interfaces that
the driver uses. These driver properties are available with the driver property 1list command:

baremetal driver property list ipmi

The properties marked as required must be supplied either during node creation or shortly after. Some
properties may only be required for certain features.

Note on API versions

Starting with API version 1.11, the Bare Metal service added a new initial provision state of enroll
to its state machine. When this or later API version is used, new nodes get this state instead of
available.

Existing automation tooling that use an API version lower than 1.11 are not affected, since the initial
provision state is still available. However, using API version 1.11 or above may break existing
automation tooling with respect to node creation.
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The default API version used by (the most recent) python-ironicclient is 1.9, but it may change in the
future and should not be relied on.

In the examples below we will use version 1.11 of the Bare metal API. This gives us the following
advantages:

To

able IRONIC_API_VERSION. For the OpenStackClient baremetal plugin,

» Explicit power credentials validation before leaving the enrol1 state.
* Running node cleaning before entering the available state.

* Not exposing half-configured nodes to the scheduler.

set the API version for all commands, you can set the environment vari-

OS_BAREMETAL_API_VERSION variable to the same value. For example:

set the

export 1.11
export 1.11

En

roliment process

Creating a node

This section describes the main steps to enroll a node and make it available for provisioning. Some steps

are

shown separately for illustration purposes, and may be combined if desired.

1. Create a node in the Bare Metal service with the node create command. At a minimum, you

must specify the driver name (for example, ipmi).

This command returns the node UUID along with other information about the node. The nodes

provision state will be enroll:

export 1.11
baremetal node create —--driver ipmi

baremetal node show dfc6189f-ad83-4261-9bda-b27258eb1987

(continues on next page)
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A node may also be referred to by a logical name as well as its UUID. A name can be assigned
to the node during its creation by adding the —n option to the node create command or by
updating an existing node with the node set command. See Logical Names for examples.

. Starting with API version 1.31 (and python-ironicclient 1.13), you can pick which hard-

ware interface to use with nodes that use hardware types. Each interface is represented by a node
field called <IFACE>_interface where <IFACE> in the interface type, e.g. boot. See
Enabling drivers and hardware types for details on hardware interfaces.

An interface can be set either separately:

baremetal node set —-—deploy-interface direct --raid-
—~interface agent

or set during node creation:

baremetal node create —--driver ipmi

If no value is provided for some interfaces, Defaults for hardware interfaces are used instead.

. Update the node driver_info with the required driver properties, so that the Bare Metal ser-

vice can manage the node:

baremetal node set

Note: If IPMI is running on a port other than 623 (the default). The port must be added to
driver_info by specifying the ipmi_port value. Example:

baremetal node set ——driver—-info

You may also specify all driver_info parameters during node creation by passing the driver-
info option multiple times:

baremetal node create --driver ipmi

(continues on next page)
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See Choosing a driver above for details on driver properties.

Specify a deploy kernel and ramdisk compatible with the nodes driver, for example:

baremetal node set

See Add images to the Image service for details.

. Optionally you can specify the provisioning and/or cleaning network UUID or

name in the nodes driver info. The neutron network interface requires both
provisioning_network and cleaning_network, while the flat network inter-
face requires the cleaning_network to be set either in the configuration or on the nodes. For
example:

baremetal node set

See Configure tenant networks for details.

. You must also inform the Bare Metal service of the network interface cards which are part of the

node by creating a port with each NICs MAC address. These MAC addresses are passed to the
Networking service during instance provisioning and used to configure the network appropriately:

baremetal port create ——node

Note: When it is time to remove the node from the Bare Metal service, the command used to re-
move the portis baremetal port delete <port uuid>. When doing so, it is important
to ensure that the baremetal node is not in maintenance as guarding logic to prevent orphaning
Neutron Virtual Interfaces (VIFs) will be overriden.

Adding scheduling information

1. Assign a resource class to the node. A resource class should represent a class of hardware in your

data center, that corresponds to a Compute flavor.

For example, lets split hardware into these three groups:
1. nodes with a lot of RAM and powerful CPU for computational tasks,
2. nodes with powerful GPU for OpenCL computing,
3. smaller nodes for development and testing.

We can define three resource classes to reflect these hardware groups, named large-cpu,
large—gpu and small respectively. Then, for each node in each of the hardware groups,
well set their resource_class appropriately via:
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baremetal node set —-—resource-class

The ——resource—-class argument can also be used when creating a node:

baremetal node create —--driver —-—resource-class

To use resource classes for scheduling you need to update your flavors as described in Create

flavors for use with the Bare Metal service.

Note: This is not required for standalone deployments, only for those using the Compute service
for provisioning bare metal instances.

. Update the nodes properties to match the actual hardware of the node:

baremetal node set

As above, these can also be specified at node creation by passing the property option to node
create multiple times:

baremetal node create —--driver ipmi

These values can also be discovered during Hardware Inspection.

Warning: The value provided for the 1ocal_gb property must match the size of the root
device youre going to deploy on. By default ironic-python-agent picks the smallest disk
which is not smaller than 4 GiB.

If you override this logic by using root device hints (see Specifying the disk for deployment
(root device hints)), the Local_gb value should match the size of picked target disk.

3. If you wish to perform more advanced scheduling of the instances based on hardware capabilities,

you may add metadata to each node that will be exposed to the Compute scheduler (see: Com-
puteCapabilitiesFilter). A full explanation of this is outside of the scope of this document. It can
be done through the special capabilities member of node properties:

baremetal node set

Some capabilities can also be discovered during Hardware Inspection.

. If you wish to perform advanced scheduling of instances based on qualitative attributes of bare

metal nodes, you may add traits to each bare metal node that will be exposed to the Compute
scheduler (see: Scheduling based on traits for a more in-depth discussion of traits in the Bare
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Metal service). For example, to add the standard trait HW_CPU_X86_VMX and a custom trait
CUSTOM_TRAITI to a node:

baremetal node add trait

Validating node information

1. To check if Bare Metal service has the minimum information necessary for a nodes driver to be
functional, you may validate it:

baremetal node validate

If the node fails validation, each driver interface will return information as to why it failed:

baremetal node validate

!

!

!

!

!

!

!

!

!

!

!

!

!

[

—

(continues on next page)
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!

!

!

!

!

!

When using the Compute Service with the Bare Metal service, it is safe to ignore the deploy
interfaces validation error due to lack of image information. You may continue the enrollment
process. This information will be set by the Compute Service just before deploying, when an
instance is requested:

baremetal node validate

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

!

(continues on next page)
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!

!

Making node available for deployment

In order for nodes to be available for deploying workloads on them, nodes must be in the available
provision state. To do this, nodes created with API version 1.11 and above must be moved from the
enroll state to the manageable state and then to the available state. This section can be safely
skipped, if API version 1.10 or earlier is used (which is the case by default).

After creating a node and before moving it from its initial provision state of enrol1, basic power and
port information needs to be configured on the node. The Bare Metal service needs this information
because it verifies that it is capable of controlling the node when transitioning the node from enroll
to manageable state.

To move a node from enroll to manageable provision state:

baremetal node manage
baremetal node show

Note: Sinceitis an asynchronous call, the response for baremetal node manage will notindicate
whether the transition succeeded or not. You can check the status of the operation via baremetal
node show. If it was successful, provision_state will be in the desired state. If it failed, there
will be information in the nodes Last_error.

When a node is moved from the manageable to available provision state, the node will go through
automated cleaning if configured to do so (see Configure the Bare Metal service for cleaning).

To move a node from manageable to available provision state:

baremetal node provide
baremetal node show

(continues on next page)
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[

For more details on the Bare Metal services state machine, see the /ronics State Machine documentation.

Mapping nodes to Compute cells

If the Compute service is used for scheduling, and the discover_hosts_in_cells_interval
was not set as described in Configure the Compute service to use the Bare Metal service, then log into
any controller node and run the following command to map the new node(s) to Compute cells:

Logical names

A node may also be referred to by a logical name as well as its UUID. Names can be assigned either
during its creation by adding the —n option to the node create command or by updating an existing
node with the node set command.

Node names must be unique, and conform to:
* 1fc952
e rfcl123
e wiki_hostname

The node is named example in the following examples:

baremetal node create —-driver ipmi —--name example

or

baremetal node set ——name example

Once assigned a logical name, a node can then be referred to by name or UUID interchangeably:

baremetal node create —--driver ipmi --name example

(continues on next page)
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baremetal node show example

Defaults for hardware interfaces

For hardware types, users can request one of enabled implementations when creating or updating a node
as explained in Creating a node.

When no value is provided for a certain interface when creating a node, or changing a nodes hardware
type, the default value is used. You can use the driver details command to list the current enabled and
default interfaces for a hardware type (for your deployment):

baremetal driver show ipmi

(continues on next page)
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The defaults are calculated as follows:

1. Ifthedefault_<IFACE>_interface configuration option (where <IFACE> is the interface
name) is set, its value is used as the default.

If this implementation is not compatible with the nodes hardware type, an error is returned to a
user. An explicit value has to be provided for the nodes <IFACE>_interface field in this
case.

2. Otherwise, the first supported implementation that is enabled by an operator is used as the default.

A list of supported implementations is calculated by taking the intersection between the im-
plementations supported by the nodes hardware type and implementations enabled by the
enabled_<IFACE>_interfaces option (where <IFACE> is the interface name). The cal-
culation preserves the order of items, as provided by the hardware type.

If the list of supported implementations is not empty, the first one is used. Otherwise, an error is re-
turned to a user. In this case, an explicit value has to be provided for the <IFACE>_interface
field.

See Enabling drivers and hardware types for more details on configuration.

Example

Consider the following configuration (shortened for simplicity):

A new node is created with the 1pmi driver and no interfaces specified:

export 1.31
baremetal node create --driver ipmi

Then the defaults for the interfaces that will be used by the node in this example are calculated as follows:

deploy An explicit value of direct is provided for default_deploy_interface, soitis used.
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power No default is configured. The ipmi hardware type supports only ipmitool
power. The intersection between supported power interfaces and values provided in the
enabled_power_interfaces option has only one item: ipmitool. Itis used.

console No default is configured. The ipmi hardware type supports the following console interfaces:
ipmitool-socat, ipmitool-shellinabox and no—console (in this order). Of these
three, only two are enabled: no—-console and ipmitool-shellinabox (order does not
matter). The intersection contains ipmitool-shellinabox and no—-console. The first
item is used, and it is ipmitool—-shellinabox.

management Following the same calculation as power, the 1pmitool management interface is used.
Hardware Inspection

The Bare Metal service supports hardware inspection that simplifies enrolling nodes - please see Hard-
ware Inspection for details.

Tenant Networks and Port Groups

See Multi-tenancy in the Bare Metal service and Port groups support.

2.1.9 Using Bare Metal service as a standalone service
This guide explains how to configure and use the Bare Metal service standalone, i.e. without other

OpenStack services. In this mode users are interacting with the bare metal API directly, not though
OpenStack Compute.

Configuration

This guide covers manual configuration of the Bare Metal service in the standalone mode. Alternatively,
Bifrost can be used for automatic configuration.

Service settings

It is possible to use the Bare Metal service without other OpenStack services. You should make the
following changes to /etc/ironic/ironic.conf:

1. Choose an authentication strategy which supports standalone, one option is noauth:

[DEFAULT]

Another option is http_lbasic where the credentials are stored in an Apache htpasswd format
file:

[DEFAULT]
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Only the bcrypt format is supported, and the Apache htpasswd utility can be used to populate
the file with entries, for example:

htpasswd —-nbB myName myPassword >> /etc/ironic/htpasswd

. If you want to disable the Networking service, you should have your network pre-configured to

serve DHCP and TFTP for machines that youre deploying. To disable it, change the following
lines:

Note: If you disabled the Networking service and the driver that you use is supported by at most
one conductor, PXE boot will still work for your nodes without any manual config editing. This
is because you know all the DHCP options that will be used for deployment and can set up your
DHCEP server appropriately.

If you have multiple conductors per driver, it would be better to use Networking since it will do
all the dynamically changing configurations for you.

. If you want to disable using a messaging broker between conductor and API processes, switch to

JSON RPC instead:

JSON RPC also has its own authentication strategy. If it is not specified then the stategy defaults
to [DEFAULT] auth_strategy. The following will set JSON RPC to noauth:

For http_basic the conductor server needs a credentials file to validate requests:

The API server also needs client-side credentials to be specified:
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Using CLI

To use the baremetal CLI, set up these environment variables. If the noauth authentication strategy
is being used, the value none must be set for OS_AUTH_TYPE. OS_ENDPOINT is the URL of the
ironic-api process. For example:

export none
export http://localhost:6385/

If the http_basic authentication strategy is being used, the value http_basic must be set for
OS_AUTH_TYPE. For example:

export http_basic

export http://localhost:6385/
export myUser

export myPassword

Enrollment

Preparing images

If you dont use Image service, its possible to provide images to Bare Metal service via a URL.

At the moment, only two types of URLs are acceptable instead of Image service UUIDs: HTTP(S)
URLSs (for example, http://my.server.net/images/img) and file URLs (file:///images/img).

There are however some limitations for different hardware interfaces:

 If youre using Direct deploy with HTTP(s) URLs, you have to provide the Bare Metal service
with the a checksum of your instance image.

MDS5 is used by default for backward compatibility reasons. To compute an MD5 checksum, you
can use the following command:

md5sum image.gcow?2

Alternatively, use a SHA256 checksum or any other algorithm supported by the Pythons hashlib,
e.g.:

sha256sum image.qgcow2

* Direct deploy started supporting £ile:// images in the Victoria release cycle, before that only
HTTP(s) had been supported.

Warning: File images must be accessible to every conductor! Use a shared file system if
you have more than one conductor. The ironic CLI tool will not transfer the file from a local
machine to the conductor(s).
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Note: The Bare Metal service tracks content changes for non-Glance images by checking their modifi-
cation date and time. For example, for HTTP image, if Last-Modified header value from response to a
HEAD request to http://my.server.net/images/deploy.ramdisk is greater than cached image modification
time, Ironic will re-download the content. For file:// images, the file system modification time is used.

If the HTTP server does not provide the last modification date and time, the image will be redownloaded
every time it is used.

Enrolling nodes

1. Create a node in Bare Metal service. At minimum, you must specify the driver name (for example,
ipmi). You can also specify all the required driver parameters in one command. This will return
the node UUID:

baremetal node create —--driver ipmi

Note that here deploy_kernel and deploy_ramdisk contain links to images instead of Image service
UUIDs.

2. As in case of Compute service, you can also provide capabilities to node properties, but
they will be used only by Bare Metal service (for example, boot mode). Although you dont need
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to add properties like memory_mb, cpus etc. as Bare Metal service will require UUID of a node
youre going to deploy.

3. Then create a port to inform Bare Metal service of the network interface cards which are part of
the node by creating a port with each NICs MAC address. In this case, theyre used for naming of
PXE configs for a node:

baremetal port create —-—-node

Deploying

Populating instance_info
Image information

You need to specify image information in the nodes instance_info (see Create user images for the
Bare Metal service):

* image_source - URL of the whole disk or root partition image, mandatory.

* root_gb - size of the root partition, required for partition images.

Note: Older versions of the Bare Metal service used to require a positive integer for root_gb
even for whole-disk images. You may want to set it for compatibility.

* image_checksum- MDS5 checksum of the image specified by image_source, only required
for http:// images when using Direct deploy.

Note: Additional checksum support exists via the image_os_hash_algo and
image_os_hash_value fields. They may be used instead of the image_checksum field.

Warning: If your operating system is running in FIPS 140-2 mode, MD5 will not be avail-
able, and you must use SHA256 or another modern algorithm.

Starting with the Stein release of ironic-python-agent can also be a URL to a checksums file, e.g.
one generated with:

cd /path/to/http/root
md5sum *.img > checksums

* kernel, ramdisk - HTTP(s) or file URLSs of the kernel and initramfs of the target OS. Must be
added only for partition images.

For example:

baremetal node set
—-—instance-info
—-—instance-info

(continues on next page)
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——instance-info
—-—instance-info
—-—instance-info 10

With a SHA256 hash:

baremetal node set
——instance-info
—-—instance-info sha256
——instance-info
—-—instance-info
——instance-info
—-—instance-info 10

With a whole disk image:

baremetal node set
—-—instance-info
—-—instance-info

Note: For iLO drivers, fields that should be provided are:
* ilo_deploy_isounderdriver_info;

* ilo_boot_iso, image_source, root_gb under instance_info.

When using low RAM nodes with http:// images that are not in the RAW format, you may want
them cached locally, converted to raw and served from the conductors HTTP server:

baremetal node set ——instance-info local

For software RAID with whole-disk images, the root UUID of the root partition has to be provided so
that the bootloader can be correctly installed:

baremetal node set —-—instance-info <uuid>

Capabilities

* Boot mode can be specified per instance:

baremetal node set
—-—instance-info

Otherwise, the boot_mode capability from the nodes properties will be used.

Warning: The two settings must not contradict each other.

Note: This capability was introduced in the Wallaby release series, previously ironic used a
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separate instance_info/deploy_boot_mode field instead.

* To override the boot option used for this instance, set the boot_option capability:

baremetal node set
—-—instance-info

« Starting with the Ussuri release, you can set root device hints per instance:

baremetal node set
——instance-info

This setting overrides any previous setting in properties and will be removed on undeploy-
ment.

Overriding a hardware interface

Non-admins with temporary access to a node, may wish to specify different node interfaces. However,
allowing them to set these interface values directly on the node is problematic, as there is no automated
way to ensure that the original interface values are restored.

In order to temporarily override a hardware interface, simply set the appropriate value in
instance_info. For example, if youd like to override a nodes storage interface, run the follow-
ing:

baremetal node set ——instance-info cinder

instance_info values persist until after a node is cleaned.

Note: This feature is available starting with the Wallaby release.

Deployment

1. Validate that all parameters are correct:

baremetal node validate

—

— (continues on next page)
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2. Now you can start the deployment, run:

baremetal node deploy

3. You can provide a configdrive as a JSON or as an ISO image, e.g.:

baremetal node deploy
—-—config-drive

See Enabling the configuration drive (configdrive) for details.

4. Starting with the Wallaby release you can also request custom deploy steps, see Requesting steps
for details.

Ramdisk booting

Advanced operators, specifically ones working with ephemeral workloads, may find it more useful to
explicitly treat a node as one that would always boot from a Ramdisk. See Booting a Ramdisk or an 1SO
for details.

Other references

* Enabling local boot without Compute

2.1.10 Enabling the configuration drive (configdrive)

The Bare Metal service supports exposing a configuration drive image to the instances.

The configuration drive is used to store instance-specific metadata and is present to the instance as a
disk partition labeled config-2. The configuration drive has a maximum size of 64MB. One use case
for using the configuration drive is to expose a networking configuration when you do not use DHCP to
assign IP addresses to instances.

The configuration drive is usually used in conjunction with the Compute service, but the Bare Metal
service also offers a standalone way of using it. The following sections will describe both methods.
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When used with Compute service

To enable the configuration drive for a specific request, pass ——config-drive true parameter to
the nova boot command, for example:

Its also possible to enable the configuration drive automatically on all instances by configuring the
OpenStack Compute service to always create a configuration drive by setting the following
option in the /etc/nova/nova.conf file, for example:

In some cases, you may wish to pass a user customized script when deploying an instance. To do this,
pass ——user—-data /path/to/file tothe nova boot command.

When used standalone

When used without the Compute service, the operator needs to create a configuration drive and provide
the file or HTTP URL to the Bare Metal service.

For the format of the configuration drive, Bare Metal service expects a gz ipped and base 64 encoded
ISO 9660 file with a config-2 label. The baremetal client can generate a configuration drive in
the expected format. Just pass a directory path containing the files that will be injected into it via the
——config-drive parameter of the baremetal node deploy command, for example:

baremetal node deploy $node_identifier —--config-drive /dir/configdrive_
—~files

Starting with the Stein release and ironicclient 2.7.0, you can request building a configdrive on the server
side by providing a JSON with keys meta_data, user_data and network_data (all optional),

e.g.

baremetal node deploy
——config-drive

Configuration drive storage in an object store

Under normal circumstances, the configuration drive can be stored in the Bare Metal service when the
size is less than 64KB. Optionally, if the size is larger than 64KB there is support to store it in a swift
endpoint. Both swift and radosgw use swift-style APIs.

The following option in /etc/ironic/ironic.conf enables swift as an object store backend to
store config drive. This uses the Identity service to establish a session between the Bare Metal service
and the Object Storage service.

! A configuration drive could also be a data block with a VFAT filesystem on it instead of ISO 9660. But its unlikely that it
would be needed since ISO 9660 is widely supported across operating systems.
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Use the following options in /etc/ironic/ironic.conf to enable radosgw. Credentials in the
swift section are needed because radosgw will not use the Identity service and relies on radosgws user-
name and password authentication instead.

8000

If the Direct deploy is being used, edit /etc/glance/glance—api.conf to store the instance
images in respective object store (radosgw or swift) as well:

Accessing the configuration drive data

When the configuration drive is enabled, the Bare Metal service will create a partition on the instance
disk and write the configuration drive image onto it. The configuration drive must be mounted before
use. This is performed automatically by many tools, such as cloud-init and cloudbase-init. To mount it
manually on a Linux distribution that supports accessing devices by labels, simply run the following:

If the guest OS doesnt support accessing devices by labels, you can use other tools such as b1kid to
identify which device corresponds to the configuration drive and mount it, for example:

CONFIG_DEV=$ (blkid -t LABEL="config-2" -odevice)
mkdir -p /mnt/config
mount $CONFIG_DEV /mnt/config
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Cloud-init integration
The configuration drive can be especially useful when used with cloud-init, but in order to use it we
should follow some rules:

* Cloud-init data should be organized in the expected format.

* Since the Bare Metal service uses a disk partition as the configuration drive, it will only work with
cloud-init version >= 0.7.5.

* Cloud-init has a collection of data source modules, so when building the image with disk-
image-builder we have to define DIB_CLOUD_INIT_DATASOURCES environment variable and
set the appropriate sources to enable the configuration drive, for example:

For more information see how to configure cloud-init data sources.

2.1.11 Advanced features
Local boot with partition images
The Bare Metal service supports local boot with partition images, meaning that after the deployment the

nodes subsequent reboots wont happen via PXE or Virtual Media. Instead, it will boot from a local boot
loader installed on the disk.

Note: Whole disk images, on the contrary, support only local boot, and use it by default.

Its important to note that in order for this to work the image being deployed with Bare Metal service
must contain grub? installed within it.

Enabling the local boot is different when Bare Metal service is used with Compute service and without
it. The following sections will describe both methods.

Enabling local boot with Compute service

To enable local boot we need to set a capability on the bare metal node, for example:

set property

Nodes having boot_option set to local may be requested by adding an extra_spec to the
Compute service flavor, for example:

set

Note: If the node is configured to use UEF I, Bare Metal service will create an EFI partition on
the disk and switch the partition table format to gpt. The EFI partition will be used later by the
boot loader (which is installed from the deploy ramdisk).
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Enabling local boot without Compute

Since adding capabilities to the nodes properties is only used by the nova scheduler to perform
more advanced scheduling of instances, we need a way to enable local boot when Compute is not
present. To do that we can simply specify the capability via the instance_info attribute of the
node, for example:

set

Specifying the disk for deployment (root device hints)

The Bare Metal service supports passing hints to the deploy ramdisk about which disk it should pick for
the deployment. The list of supported hints is:

model (STRING): device identifier
vendor (STRING): device vendor
serial (STRING): disk serial number
size (INT): size of the device in GiB

Note: A nodes local_gb property is often set to a value 1 GiB less than the actual disk size
to account for partitioning (this is how DevStack, TripleO and Ironic Inspector work, to name a
few). However, in this case size should be the actual size. For example, for a 128 GiB disk
local_gb will be 127, but size hint will be 128.

wwn (STRING): unique storage identifier
wwn_with_extension (STRING): unique storage identifier with the vendor extension appended
wwn_vendor_extension (STRING): unique vendor storage identifier

rotational (BOOLEAN): whether its a rotational device or not. This hint makes it easier to dis-
tinguish HDDs (rotational) and SSDs (not rotational) when choosing which disk Ironic should
deploy the image onto.

hctl (STRING): the SCSI address (Host, Channel, Target and Lun), e.g 1:0:0:0

by_path (STRING): the alternate device name corresponding to a particular PCI or iSCSI path,
e.g /dev/disk/by-path/pci-0000:00

name (STRING): the device name, e.g /dev/md0

Warning: The root device hint name should only be used for devices with constant names
(e.g RAID volumes). For SATA, SCSI and IDE disk controllers this hint is not recommended
because the order in which the device nodes are added in Linux is arbitrary, resulting in devices
like /dev/sda and /dev/sdb switching around at boot time.

To associate one or more hints with a node, update the nodes properties with a root_device key, for
example:
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set property

That will guarantee that Bare Metal service will pick the disk device that has the wwn equal to the
specified wwn value, or fail the deployment if it can not be found.

Note: Starting with the Ussuri release, root device hints can be specified per-instance, see Using Bare
Metal service as a standalone service.

The hints can have an operator at the beginning of the value string. If no operator is specified the default
is == (for numerical values) and s== (for string values). The supported operators are:

¢ For numerical values:

= equal to or greater than. This is equivalent to >= and is supported for legacy reasons
- ==equal to

— !=notequal to

— >= greater than or equal to

— > greater than

— <= less than or equal to

< less than

* For strings (as python comparisons):

— s==equal to

s ! = not equal to

— s>= greater than or equal to
— s> greater than

— s<= less than or equal to

— s< less than

<in> substring
* For collections:
— <all-in> all elements contained in collection
— <or> find one of these
Examples are:

* Finding a disk larger or equal to 60 GiB and non-rotational (SSD):

set property

Finding a disk whose vendor is samsung or winsys:

set property
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Note: If multiple hints are specified, a device must satisfy all the hints.

Appending kernel parameters to boot instances

The Bare Metal service supports passing custom kernel parameters to boot instances to fit users require-
ments. The way to append the kernel parameters is depending on how to boot instances.

Network boot

Currently, the Bare Metal service supports assigning unified kernel parameters to PXE booted instances
by:

* Modifying the [pxe] /pxe_append_params configuration option, for example:

Copying a template from shipped templates to another place, for example:

Making the modifications and pointing to the custom template via the configuration options:
[pxe] /pxe_config_template and [pxe] /uefi_pxe_config_template.

Local boot

For local boot instances, users can make use of configuration drive (see Enabling the configuration drive
(configdrive)) to pass a custom script to append kernel parameters when creating an instance. This is
more flexible and can vary per instance. Here is an example for grub2 with ubuntu, users can customize
it to fit their use case:

import os

False
with open as \
open as
for in

if

(continues on next page)
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(continued from previous page)

Console

In order to change default console configuration in the Bare Metal service configuration file ([pxe]
section in /etc/ironic/ironic.conf), include the serial port terminal and serial speed. Serial
speed must be the same as the serial configuration in the BIOS settings, so that the operating system
boot process can be seen in the serial console or web console. Following examples represent possible
parameters for serial and web console respectively.

* Node serial console. The console parameter console=ttyS0,115200n8 uses ttySO0 for
console output at 115200bps, 8bit, non-parity,e.g.:

115200

For node web console configuration is similar with the addition of t t yX parameter, see example:

. 115200

For detailed information on how to add consoles see the reference documents kernel params and serial
console. In case of local boot the Bare Metal service is not able to control kernel boot parameters. To
configure console locally, follow Local boot section above.

Boot mode support

Some of the bare metal hardware types (namely, redfish, 110 and generic ipmi) support setting
boot mode (Legacy BIOS or UEFI).

Note: Setting boot mode support in generic ipmi driver is coupled with setting boot device. That
makes boot mode support in the ipmi driver incomplete.
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Note:

In this chapter we will distinguish ironic node from bare metal node. The difference is that ironic

node refers to a logical node, as it is configured in ironic, while bare metal node indicates the hardware
machine that ironic is managing.

The following rules apply in order when ironic manages node boot mode:

If the hardware type (or bare metal node) does not implement reading current boot mode of the
bare metal node, then ironic assumes that boot mode is not set on the bare metal node

If boot mode is not set on ironic node and bare metal node boot mode is unknown (not set, cant
be read etc.), ironic node boot mode is set to the value of the [deploy]/default_boot_mode option

If boot mode is set on a bare metal node, but is not set on ironic node, bare metal node boot mode
is set on ironic node

If boot mode is set on ironic node, but is not set on the bare metal node, ironic node boot mode is
attempted to be set on the bare metal node (failure to set boot mode on the bare metal node will
not fail ironic node deployment)

If different boot modes appear on to be set ironic node and on the bare metal node, ironic node
boot mode is attempted to be set on the bare metal node (failure to set boot mode on the bare metal
node will fail ironic node deployment)

Warning: If a bare metal node does not support setting boot mode, then the operator needs to make
sure that boot mode configuration is consistent between ironic node and the bare metal node.

The boot modes can be configured in the Bare Metal service in the following way:

Only one boot mode (either uefi or bios) can be configured for the node.

If the operator wants a node to boot always in uefi mode or bios mode, then they may use
capabilities parameter within properties field of an bare metal node. The operator
must manually set the appropriate boot mode on the bare metal node.

To configure a node in ue £i mode, then set capabilities as below:

set property

Nodes having boot_mode set to uefi may be requested by adding an extra_spec to the
Compute service flavor:

3 set

If capabilities is wused in extra_spec as above, nova scheduler
(ComputeCapabilitiesFilter) will match only bare metal nodes which have the
boot_mode set appropriately in properties/capabilities. It will filter out rest of the
nodes.

The above facility for matching in the Compute service can be used in heterogeneous environ-
ments where there is a mix of uefi and bios machines, and operator wants to provide a choice
to the user regarding boot modes. If the flavor doesnt contain boot_mode and boot_mode is
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configured for bare metal nodes, then nova scheduler will consider all nodes and user may get
either bios or uefi machine.

Some hardware support setting secure boot mode, see UEFI secure boot mode for details.

Choosing the disk label

Note: The term disk label is historically used in Ironic and was taken from parted. Apparently
everyone seems to have a different word for disk label - these are all the same thing: disk type,
partition table, partition map and so on

Ironic allows operators to choose which disk label they want their bare metal node to be deployed with
when Ironic is responsible for partitioning the disk; therefore choosing the disk label does not apply
when the image being deployed is a whole disk image.

There are some edge cases where someone may want to choose a specific disk label for the images being
deployed, including but not limited to:

* For machines in bios boot mode with disks larger than 2 terabytes its recommended to use a
gpt disk label. Thats because a capacity beyond 2 terabytes is not addressable by using the MBR
partitioning type. But, although GPT claims to be backward compatible with legacy BIOS systems
thats not always the case.

* Operators may want to force the partitioning to be always MBR (even if the machine is deployed
with boot mode ue fi) to avoid breakage of applications and tools running on those instances.

The disk label can be configured in two ways; when Ironic is used with the Compute service or in
standalone mode. The following bullet points and sections will describe both methods:

* When no disk label is provided Ironic will configure it according to the boot mode (see Boot mode
support); bios boot mode will use msdos and uefi boot mode will use gpt.

* Only one disk label - either msdos or gpt - can be configured for the node.

When used with Compute service

When Ironic is used with the Compute service the disk label should be set to nodes properties/
capabilities field and also to the flavor which will request such capability, for example:

set property

As for the flavor:

set
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When used in standalone mode

When used without the Compute service, the disk label should be set directly to the nodes
instance_info field, as below:

set

Notifications

The Bare Metal service supports the emission of notifications, which are messages sent on a message
broker (like RabbitMQ or anything else supported by the oslo messaging library) that indicate various
events which occur, such as when a node changes power states. These can be consumed by an external
service reading from the message bus. For example, Searchlight is an OpenStack service that uses
notifications to index (and make searchable) resources from the Bare Metal service.

Notifications are disabled by default. For a complete list of available notifications and instructions for
how to enable them, see the Notifications.

Configuring node web console

See Configuring Web or Serial Console.

2.1.12 Troubleshooting

Once all the services are running and configured properly, and a node has been enrolled with the Bare
Metal service and is in the available provision state, the Compute service should detect the node as
an available resource and expose it to the scheduler.

Note: There is a delay, and it may take up to a minute (one periodic task cycle) for the Compute service
to recognize any changes in the Bare Metal services resources (both additions and deletions).

In addition to watching nova—compute log files, you can see the available resources by looking at the
list of Compute hypervisors. The resources reported therein should match the bare metal node properties,
and the Compute service flavor.

Here is an example set of commands to compare the resources in Compute service and Bare Metal
service:

$ baremetal node list

o o o +———
e ——— e +

| UUID | Instance UUID | Power State |
—Provisioning State | Maintenance |
- - o +————
e ———— o +

| 86a2blbb-8b29-4964-a817-f90031debddb | None | power off I,
—availlable | False

————————— o ————— o +————
Gy ——— = +-——————————- +

(continues on next page)
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(continued from previous page)

$ baremetal node show 86a2blbb-8b29-4964-a817-£90031debddb

et +
| Property | Value o
— |

o b
e +

| instance_uuid | None L
— |

| properties | {u'memory_mb': u'l024', u'cpu_arch': u'x86_64",
—u'local_gb': u'lo', |

| | u'cpus': u'l'} .
< |

| maintenance | False .
— |

| driver_info | { [SNIP] } O
— |

| extra I {3} o
- |

| last_error | None o
— |

| created_at | 2014-11-20T23:57:03+00:00 L
— |

| target_provision_state | None o
— |

| driver | ipmi L
— |

| updated_at | 2014-11-21T00:47:34+00:00 o
< |

| instance_info | {} L
— |

| chassis_uuid | 7b49bbc5-2eb7-4269-b6ea-3£f1a51448a59 L
— |

| provision_state | available o
- |

| reservation | None o
— |

| power_state | power off O
— |

| console_enabled | False o
— |

| uuid | 86a2blbb-8b29-4964-a817-£90031debddb L
— |

o e it
e +

$ nova hypervisor-list

e e e et et
gt o +

| ID | Hypervisor hostname o
— | State | Status |

T o
pm——t tomm +

| 584cfdc8-9afd-4fbb-82ef-9ff25elad3f3 | 86a2blbb-8b29-4964-a817-
—f90031debddb | up | enabled |

(continues on next page)
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(continued from previous page)

o e +
| Property | Value |
o S +
| cpu_info | baremetal cpu |
| current_workload | 0 |
| disk_available_least | -

| free_disk_gb | 10

| free_ram_mb | 1024

| host_ip | [ SNIP ] |
| hypervisor_hostname | 86a2blbb-8b29-4964-a817-£90031debddb |
| hypervisor_type | ironic |
| hypervisor_version |1 |
| id |1 |
| local_gb | 10 |
| local_gb_used | 0 |
| memory_mb | 1024

| memory_mb_used | 0

| running_vms | 0 |
| service_disabled_reason | - |
| service_host | my—-test-host |
| service_id | 6 |
| state | up |
| status | enabled |
| vcpus | 1 |
| vcpus_used | 0

o o +

Maintenance mode

Maintenance mode may be used if you need to take a node out of the resource pool. Putting a node
in maintenance mode will prevent Bare Metal service from executing periodic tasks associated with
the node. This will also prevent Compute service from placing a tenant instance on the node by not
exposing the node to the nova scheduler. Nodes can be placed into maintenance mode with the following
command.

S baremetal node maintenance set SNODE_UUID

A maintenance reason may be included with the optional ——reason command line option. This is a
free form text field that will be displayed in the maintenance_reason section of the node show
command.

$ baremetal node maintenance set $SUUID —--reason "Need to add ram."
$ baremetal node show S$SUUID

+— +
| Property |
- - +
| target_power_state |

(continues on next page)
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(continued from previous page)

extra {1}
last_error None
updated_at 2015-04-27T15:43:584+00:00

True

\
\
\
Need to add ram.
\
maintenance
\

\
\
\
| maintenance_reason
\
\
\

To remove maintenance mode and clear any maintenance_reason use the following command.

$ baremetal node maintenance unset S$NODE_UUID

2.1.13 Next steps

Your OpenStack environment now includes the Bare Metal service.
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CHAPTER
THREE

UPGRADE GUIDE

3.1 Bare Metal Service Upgrade Guide

This document outlines various steps and notes for operators to consider when upgrading their ironic-
driven clouds from previous versions of OpenStack.

The Bare Metal (ironic) service is tightly coupled with the ironic driver that is shipped with the Compute
(nova) service. Some special considerations must be taken into account when upgrading your cloud.

Both offline and rolling upgrades are supported.

3.1.1 Plan your upgrade

* Rolling upgrades are available starting with the Pike release; that is, when upgrading from Ocata.
This means that it is possible to do an upgrade with minimal to no downtime of the Bare Metal
APL

» Upgrades are only supported between two consecutive named releases. This means that you can-
not upgrade Ocata directly into Queens; you need to upgrade into Pike first.

* The release notes should always be read carefully when upgrading the Bare Metal service. Specific
upgrade steps and considerations are documented there.

* The Bare Metal service should always be upgraded before the Compute service.

Note: The ironic virt driver in nova always uses a specific version of the ironic REST API. This
API version may be one that was introduced in the same development cycle, so upgrading nova
first may result in nova being unable to use the Bare Metal APL

* Make a backup of your database. Ironic does not support downgrading of the database. Hence, in
case of upgrade failure, restoring the database from a backup is the only choice.

* Before starting your upgrade, it is best to ensure that all nodes have reached, or are in, a stable
provision_state. Nodes in states with long running processes such as deploying or cleaning,
may fail, and may require manual intervention to return them to the available hardware pool. This
is most likely in cases where a timeout has occurred or a service was terminated abruptly. For a
visual diagram detailing states and possible state transitions, please see [ronics State Machine.
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3.1.2 Offline upgrades
In an offline (or cold) upgrade, the Bare Metal service is not available during the upgrade, because all
the services have to be taken down.
When upgrading the Bare Metal service, the following steps should always be taken in this order:
1. upgrade the ironic-python-agent image
2. update ironic code, without restarting services
3. run database schema migrations via ironic-dbsync upgrade
4. restart ironic-conductor and ironic-api services
Once the above is done, do the following:

* update any applicable configuration options to stop using any deprecated features or options, and
perform any required work to transition to alternatives. All the deprecated features and options
will be supported for one release cycle, so should be removed before your next upgrade is per-
formed.

 upgrade python-ironicclient along with any other services connecting to the Bare Metal service as
a client, such as nova-compute

e run the ironic—-dbsync online_data_migrations command to make sure that data
migrations are applied. The command lets you limit the impact of the data migrations with the
——max—count option, which limits the number of migrations executed in one run. You should
complete all of the migrations as soon as possible after the upgrade.

Warning: You will not be able to start an upgrade to the release after this one, until this has
been completed for the current release. For example, as part of upgrading from Ocata to Pike,
you need to complete Pikes data migrations. If this not done, you will not be able to upgrade
to Queens it will not be possible to execute Queens database schema updates.

3.1.3 Rolling upgrades
To Reduce downtime, the services can be upgraded in a rolling fashion, meaning to upgrade one or a
few services at a time to minimize impact.

Rolling upgrades are available starting with the Pike release. This feature makes it possible to upgrade
between releases, such as Ocata to Pike, with minimal to no downtime of the Bare Metal API.

Requirements

To facilitate an upgrade in a rolling fashion, you need to have a highly-available deployment consisting
of at least two ironic-api and two ironic-conductor services. Use of a load balancer to balance requests
across the ironic-api services is recommended, as it allows for a minimal impact to end users.
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Concepts

There are four aspects of the rolling upgrade process to keep in mind:
* API and RPC version pinning, and versioned object backports
* online data migrations
» graceful service shutdown

* API load balancer draining

API & RPC version pinning and versioned object backports

Through careful RPC versioning, newer services are able to talk to older services (and vice-versa).
The [DEFAULT]/pin_release_version configuration option is used for this. It should be
set (pinned) to the release version that the older services are using. The newer services will
backport RPC calls and objects to their appropriate versions from the pinned release. If the
IncompatibleObjectVersion exception occurs, it is most likely due to an incorrect or unspeci-
fied [DEFAULT] /pin_release_version configuration value. For example, when [DEFAULT] /
pin_release_version is not set to the older release version, no conversion will happen during the
upgrade.

For the ironic-api service, the API version is pinned via the same [DEFAULT]/
pin_release_version configuration option as above. When pinned, the new ironic-api
services will not service any API requests with Bare Metal API versions that are higher than what the
old ironic-api services support. HTTP status code 406 is returned for such requests. This prevents new
features (available in new API versions) from being used until after the upgrade has been completed.

Online data migrations

To make database schema migrations less painful to execute, we have implemented process changes to
facilitate upgrades.

* All data migrations are banned from schema migration scripts.
* Schema migration scripts only update the database schema.

» Data migrations must be done at the end of the rolling upgrade process, after the schema migration
and after the services have been upgraded to the latest release.

All data migrations are performed using the ironic—-dbsync online_data_migrations com-
mand. It can be run as a background process so that it does not interrupt running services; however it
must be run to completion for a cold upgrade if the intent is to make use of new features immediately.

(You would also execute the same command with services turned off if you are doing a cold upgrade).

This data migration must be completed. If not, you will not be able to upgrade to future releases. For
example, if you had upgraded from Ocata to Pike but did not do the data migrations, you will not be
able to upgrade from Pike to Queens. (More precisely, you will not be able to apply Queens schema
migrations.)
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Graceful conductor service shutdown

The ironic-conductor service is a Python process listening for messages on a message queue. When
the operator sends the SIGTERM signal to the process, the service stops consuming messages from the
queue, so that no additional work is picked up. It completes any outstanding work and then terminates.
During this process, messages can be left on the queue and will be processed after the Python process
starts back up. This gives us a way to shutdown a service using older code, and start up a service using
newer code with minimal impact.

Note: This was tested with RabbitMQ messaging backend and may vary with other backends.

Nodes that are being acted upon by an ironic-conductor process, which are not in a stable state, may
encounter failures. Node failures that occur during an upgrade are likely due to timeouts, resulting
from delays involving messages being processed and acted upon by a conductor during long running,
multi-step processes such as deployment or cleaning.

API load balancer draining

If you are using a load balancer for the ironic-api services, we recommend that you redirect requests to
the new API services and drain off of the ironic-api services that have not yet been upgraded.

Rolling upgrade process

Before maintenance window

» Upgrade the ironic-python-agent image

» Using the new release (ironic code), execute the required database schema updates by running the
database upgrade command: ironic-dbsync upgrade. These schema change operations
should have minimal or no effect on performance, and should not cause any operations to fail (but
please check the release notes). You can:

— install the new release on an existing system
— install the new release in a new virtualenv or a container

At this point, new columns and tables may exist in the database. These database schema changes
are done in a way that both the old and new (N and N+1) releases can perform operations against
the same schema.

Note: Ironic bases its API, RPC and object storage format versions on the [DEFAULT]/
pin_release_version configuration option. It is advisable to automate the deployment of changes
in configuration files to make the process less error prone and repeatable.
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During maintenance window

1. All ironic-conductor services should be upgraded first. Ensure that at least one ironic-conductor
service is running at all times. For every ironic-conductor, either one by one or a few at a time:

shut down the service. Messages from the ironic-api services to the conductors are load-
balanced by the message queue and a hash-ring, so the only thing you need to worry about
is to shut the service down gracefully (using STGTERM signal) to make sure it will finish all
the requests being processed before shutting down.

upgrade the installed version of ironic and dependencies

setthe [DEFAULT] /pin_release_version configuration option value to the version
you are upgrading from (that is, the old version). Based on this setting, the new ironic-
conductor services will downgrade any RPC communication and data objects to conform
to the old service. For example, if you are upgrading from Ocata to Pike, set this value to
ocata.

start the service

2. The next service to upgrade is ironic-api. Ensure that at least one ironic-api service is running at
all times. You may want to start another temporary instance of the older ironic-api to handle the
load while you are upgrading the original ironic-api services. For every ironic-api service, either
one by one or a few at a time:

in HA deployment you are typically running them behind a load balancer (for example
HAProxy), so you need to take the service instance out of the balancer

shut it down
upgrade the installed version of ironic and dependencies

setthe [DEFAULT] /pin_release_version configuration option value to the version
you are upgrading from (that is, the old version). Based on this setting, the new ironic-api
services will downgrade any RPC communication and data objects to conform to the old
service. In addition, the new services will return HTTP status code 406 for any requests
with newer API versions that the old services did not support. This prevents new features
(available in new API versions) from being used until after the upgrade has been completed.
For example, if you are upgrading from Ocata to Pike, set this value to ocata.

restart the service

add it back into the load balancer

After upgrading all the ironic-api services, the Bare Metal service is running in the new version
but with downgraded RPC communication and database object storage formats. New features (in
new API versions) are not supported, because they could fail when objects are in the downgraded
object formats and some internal RPC API functions may still not be available.

3. For all the ironic-conductor services, one at a time:

remove the [DEFAULT] /pin_release_version configuration option setting

restart the ironic-conductor service

4. For all the ironic-api services, one at a time:

remove the [DEFAULT] /pin_release_version configuration option setting

restart the ironic-api service

3.1.
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After maintenance window

Now that all the services are upgraded, the system is able to use the latest version of the RPC protocol
and able to access all the features of the new release.

» Update any applicable configuration options to stop using any deprecated features or options, and
perform any required work to transition to alternatives. All the deprecated features and options
will be supported for one release cycle, so should be removed before your next upgrade is per-
formed.

* Upgrade python-ironicclient along with other services connecting to the Bare Metal ser-
vice as a client, such as nova—compute.

Warning: A nova-compute instance tries to attach VIFs to all active instances on start
up. Make sure that for all active nodes there is at least one running ironic-conductor
process to manage them. Otherwise the instances will be moved to the ERROR state on the
nova-—-compute start up.

* Run the ironic-dbsync online_data_migrations command to make sure that data
migrations are applied. The command lets you limit the impact of the data migrations with the
—--max—count option, which limits the number of migrations executed in one run. You should
complete all of the migrations as soon as possible after the upgrade.

Warning: Note that you will not be able to start an upgrade to the next release after this one,
until this has been completed for the current release. For example, as part of upgrading from
Ocata to Pike, you need to complete Pikes data migrations. If this not done, you will not be
able to upgrade to Queens it will not be possible to execute Queens database schema updates.

3.1.4 Upgrading from Ocata to Pike

1. Use the ironic-dbsync online_data_migrations command from the 9.1.1 (or
newer) release. The one from older (9.0.0 - 9.1.0) releases could cause a a ports physical_network
information to be deleted from the database.

2. Itisrequired to set the resource_class field for nodes registered with the Bare Metal service
before using the Pike version of the Compute service. See Enrollment for details.

3. It is recommended to move from old-style classic drivers to the new hardware types after the
upgrade to Pike. We expect the classic drivers to be deprecated in the Queens release and removed
in the Rocky release. See Upgrading to Hardware Types for the details on the migration.

Other upgrade instructions are in the Pike release notes.
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Upgrading to Hardware Types

Starting with the Rocky release, the Bare Metal service does not support classic drivers any more. If
you still use classic drivers, please upgrade to hardware types immediately. Please see Enabling drivers
and hardware types for details on hardware types and hardware interfaces.

Planning the upgrade

It is necessary to figure out which hardware types and hardware interfaces correspond to which classic
drivers used in your deployment. The following table lists the classic drivers with their corresponding
hardware types and the boot, deploy, inspect, management, and power hardware interfaces:

Classic Driver Hardware Boot De- Inspect | Manage- Power
Type ploy ment
agent_ilo ilo ilo-virtual- direct | ilo ilo ilo
media
agent_ipmitool ipmi pxe direct | inspec- ipmitool ipmi-
tor tool
agent_ipmitool_socafipmi pxe direct | inspec- ipmitool ipmi-
tor tool
agent_irmc irmc irmc-virtual- direct | irmc irmc irme
media
iscsi_ilo ilo ilo-virtual- iscsi ilo ilo ilo
media
iscsi_irmc irme irme-virtual- iscsi irme irme irme
media
pxe_drac idrac pxe iscsi idrac idrac idrac
pxe_drac_inspector| idrac pxe iscsi inspec- idrac idrac
tor
pxe_ilo ilo ilo-pxe iscsi ilo ilo ilo
pxe_ipmitool ipmi pxe iscsi inspec- ipmitool ipmi-
tor tool
pxe_ipmitool_socat ipmi pxe iscsi inspec- ipmitool ipmi-
tor tool
pxe_irmc irmc irmc-pxe iscsi irmc irmc irme
pxe_snmp snmp pxe iscsi no- fake snmp
inspect

Note: The inspector inspect interface was only used if explicitly enabled in the configuration.
Otherwise, no—inspect was used.

Note: pxe_ipmitool_socat and agent_ipmitool_socat use ipmitool-socat console
interface (the default for the ipmi hardware type), while pxe_ipmitool and agent_ipmitool
use ipmitool-shellinabox. See Console for details.

For out-of-tree drivers you may need to reach out to their maintainers or figure out the appropriate
interfaces by researching the source code.
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Configuration

You will need to enable hardware types and interfaces that correspond to your currently enabled classic
drivers. For example, if you have the following configuration in your ironic.conf:

You will have to add this configuration as well:

Note: For every interface type there is an option default_<INTERFACE>_interface, where
<INTERFACE> is the interface type name. For example, one can make all nodes use the direct
deploy method by default by setting:

Migrating nodes

After the required items are enabled in the configuration, each nodes driver field has to be updated to
a new value. You may need to also set new values for some or all interfaces:

See Enrollment for more details on setting hardware types and interfaces.

Warning: It is not recommended to change the interfaces for act ive nodes. If absolutely needed,
the nodes have to be put in the maintenance mode first:

the update, validate its correctness
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Other interfaces

Care has to be taken to migrate from classic drivers using non-default interfaces. This chapter covers a
few of the most commonly used.

Ironic Inspector

Some classic drivers, notably pxe_ipmitool, agent_ipmitool and pxe_drac_inspector,
use ironic-inspector for their inspect interface.

The same functionality is available for all hardware types, but the appropriate inspect interface has
to be enabled in the Bare Metal service configuration file, for example:

[DEFAULT]

See Enabling drivers and hardware types for more details.

Note: The configuration option [inspector]enabled does not affect hardware types.

Then you can tell your nodes to use this interface, for example:

Note: A node configured with the IPMI hardware type, will use the inspector inspection implementation
automatically if it is enabled. This is not the case for the most of the vendor drivers.

Console

Several classic drivers, notably pxe_ipmitool_socat and agent_ipmitool_socat, use
socat-based serial console implementation.

For the 1 pmi hardware type it is used by default, if enabled in the configuration file:

[DEFAULT]

If you want to use the shellinabox implementation instead, it has to be enabled as well:

[DEFAULT]

Then you need to update some or all nodes to use it explicitly. For example, to update all nodes use:
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RAID

Many classic drivers, including pxe_ipmitool and agent_ipmitool use the IPA-based in-band
RAID implementation by default.

For the hardware types it is not used by default. To use it, you need to enable it in the configuration first:

Then you can update those nodes that support in-band RAID to use the agent RAID interface. For
example, to update all nodes use:

Note: The ability of a node to use the agent RAID interface depends on the ramdisk (more specifi-
cally, a hardware manager used in it), not on the driver.

Network and storage

The network and storage interfaces have always been dynamic, and thus do not require any special
treatment during upgrade.

Vendor

Classic drivers are allowed to use the VendorMi xin functionality to combine and expose several node
or driver vendor passthru methods from different vendor interface implementations in one driver.

This is no longer possible with hardware types.

With hardware types, a vendor interface can only have a single active implementation from the list of
vendor interfaces supported by a given hardware type.

Ironic no longer has in-tree drivers (both classic and hardware types) that rely on this VendorMixin
functionality support. However if you are using an out-of-tree classic driver that depends on it, youll
need to do the following in order to use vendor passthru methods from different vendor passthru imple-
mentations:

1. While creating a new hardware type to replace your classic driver, specify all vendor interface
implementations your classic driver was using to build its VendorMixin as supported vendor
interfaces (property supported_vendor_interfaces of the Python class that defines your
hardware type).
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2. Ensure all required vendor interfaces are enabled in the ironic configuration file under the
[DEFAULT]enabled_vendor_interfaces option. You should also consider setting the
[DEFAULT]default_vendor_interface option to specify the vendor interface for nodes

that do not have one set explicitly.

3. Before invoking a specific vendor passthru method, make sure that the nodes vendor interface is
set to the interface with the desired vendor passthru method. For example, if you want to invoke
the vendor passthru method vendor_method_foo () from vendor_foo vendor interface:

baremetal node set <node> —--vendor-interface vendor_foo

baremetal node passthru call <node> vendor_method_foo

3.1.5 Upgrading from Newton to Ocata

There are no specific upgrade instructions other than the Ocata release notes.

3.1.6 Upgrading from Mitaka to Newton

There are no specific upgrade instructions other than the Newton release notes.

3.1.7 Upgrading from Liberty to Mitaka

There are no specific upgrade instructions other than the Mitaka release notes.

3.1.8 Upgrading from Kilo to Liberty
In-band Inspection

If you used in-band inspection with ironic-discoverd, it is highly recommended that you switch to using
ironic-inspector, which is a newer (and compatible on API level) version of the same service. You have
to install python-ironic-inspector-client during the upgrade. This package contains a client module
for the in-band inspection service, which was previously part of the ironic-discoverd package. Ironic
Liberty supports the ironic-discoverd service, but does not support its in-tree client module. Please
refer to ironic-inspector version support matrix for details on which ironic versions are compatible with
which ironic-inspector/ironic-discoverd versions.

The discoverd to inspector upgrade procedure is as follows:

* Install ironic-inspector on the machine where you have ironic-discoverd (usually the same as
conductor).

» Update the ironic-inspector configuration file to stop using deprecated configuration options, as
marked by the comments in the example.conf. It is recommended you move the configuration file
to /etc/ironic—-inspector/inspector.conf.

¢ Shutdown ironic-discoverd, and start ironic-inspector.

* During upgrade of each conductor instance:

3.1. Bare Metal Service Upgrade Guide 119


https://docs.openstack.org/releasenotes/ironic/ocata.html#upgrade-notes
https://docs.openstack.org/releasenotes/ironic/newton.html
https://docs.openstack.org/releasenotes/ironic/mitaka.html
https://docs.openstack.org/ironic-inspector/wallaby/install/index.html#version-support-matrix
https://docs.openstack.org/ironic-inspector/wallaby/install/index.html#configuration

Ironic Documentation, Release 17.1.1.dev30

1. Shutdown the conductor.
Uninstall ironic-discoverd, install python-ironic-inspector-client.

Update the conductor.

S

Update ironic.conf touse [inspector] section instead of [discoverd] (option
names are the same).

5. Start the conductor.

3.1.9 Upgrading from Juno to Kilo

When upgrading a cloud from Juno to Kilo, users must ensure the nova service is upgraded prior to up-
grading the ironic service. Additionally, users need to set a special config flag in nova prior to upgrading
to ensure the newer version of nova is not attempting to take advantage of new ironic features until the
ironic service has been upgraded. The steps for upgrading your nova and ironic services are as follows:

* Edit nova.conf and ensure force_config_drive=False is set in the [DEFAULT] group. Restart nova-
compute if necessary.

* Install new nova code, run database migrations.

* Install new python-ironicclient code.

* Restart nova services.

* Install new ironic code, run database migrations, restart ironic services.

* Edit nova.conf and set force_config_drive to your liking, restarting nova-compute if necessary.

Note that during the period between novas upgrade and ironics upgrades, instances can still be provi-
sioned to nodes. However, any attempt by users to specify a config drive for an instance will cause an
error until ironics upgrade has completed.

Cleaning

A new feature starting from Kilo cycle is support for the automated cleaning of nodes between workloads
to ensure the node is ready for another workload. This can include erasing the hard drives, updating
firmware, and other steps. For more information, see Automated cleaning.

If ironic is configured with automated cleaning enabled (defaults to True) and neutron is set as the
DHCP provider (also the default), you will need to set the cleaning_network_uuid option in the ironic
configuration file before starting the ironic service. See Configure the Bare Metal service for cleaning
for information on how to set up the cleaning network for ironic.
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CHAPTER
FOUR

USER GUIDE

4.1 Bare Metal Service User Guide

Ironic is an OpenStack project which provisions bare metal (as opposed to virtual) machines. It may
be used independently or as part of an OpenStack Cloud, and integrates with the OpenStack Identity
(keystone), Compute (nova), Network (neutron), Image (glance) and Object (swift) services.

When the Bare Metal service is appropriately configured with the Compute and Network services, it is
possible to provision both virtual and physical machines through the Compute services API. However,
the set of instance actions is limited, arising from the different characteristics of physical servers and
switch hardware. For example, live migration can not be performed on a bare metal instance.

The community maintains reference drivers that leverage open-source technologies (eg. PXE and IPMI)
to cover a wide range of hardware. Ironics pluggable driver architecture also allows hardware vendors
to write and contribute drivers that may improve performance or add functionality not provided by the
community drivers.

4.1.1 Why Provision Bare Metal
Here are a few use-cases for bare metal (physical server) provisioning in cloud; there are doubtless many
more interesting ones:

* High-performance computing clusters

* Computing tasks that require access to hardware devices which cant be virtualized

* Database hosting (some databases run poorly in a hypervisor)

» Single tenant, dedicated hardware for performance, security, dependability and other regulatory
requirements

* Or, rapidly deploying a cloud infrastructure
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4.1.2 Conceptual Architecture

The following diagram shows the relationships and how all services come into play during the provi-
sioning of a physical server. (Note that Ceilometer and Swift can be used with Ironic, but are missing
from this diagram.)

Figure 1.1. Conceptual Architecture Heat
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4.1.3 Key Technologies for Bare Metal Hosting
Preboot Execution Environment (PXE)

PXE is part of the Wired for Management (WfM) specification developed by Intel and Microsoft. The
PXE enables systems BIOS and network interface card (NIC) to bootstrap a computer from the network
in place of a disk. Bootstrapping is the process by which a system loads the OS into local memory so
that it can be executed by the processor. This capability of allowing a system to boot over a network
simplifies server deployment and server management for administrators.
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Dynamic Host Configuration Protocol (DHCP)

DHCEP is a standardized networking protocol used on Internet Protocol (IP) networks for dynamically
distributing network configuration parameters, such as IP addresses for interfaces and services. Using
PXE, the BIOS uses DHCP to obtain an IP address for the network interface and to locate the server that
stores the network bootstrap program (NBP).

Network Bootstrap Program (NBP)

NBP is equivalent to GRUB (GRand Unified Bootloader) or LILO (LInux LOader) - loaders which are
traditionally used in local booting. Like the boot program in a hard drive environment, the NBP is
responsible for loading the OS kernel into memory so that the OS can be bootstrapped over a network.

Trivial File Transfer Protocol (TFTP)

TFTP is a simple file transfer protocol that is generally used for automated transfer of configuration or
boot files between machines in a local environment. In a PXE environment, TFTP is used to download
NBP over the network using information from the DHCP server.

Intelligent Platform Management Interface (IPMI)

IPMI is a standardized computer system interface used by system administrators for out-of-band man-
agement of computer systems and monitoring of their operation. It is a method to manage systems that
may be unresponsive or powered off by using only a network connection to the hardware rather than to
an operating system.

4.1.4 Understanding Bare Metal Deployment

What happens when a boot instance request comes in? The below diagram walks through the steps
involved during the provisioning of a bare metal instance.

These pre-requisites must be met before the deployment process:

» Dependent packages to be configured on the Bare Metal service node(s) where ironic-conductor
is running like tftp-server, ipmi, syslinux etc for bare metal provisioning.

* Nova must be configured to make use of the bare metal service endpoint and compute driver
should be configured to use ironic driver on the Nova compute node(s).

¢ Flavors to be created for the available hardware. Nova must know the flavor to boot from.

* Images to be made available in Glance. Listed below are some image types required for successful
bare metal deployment:

— bm-deploy-kernel

bm-deploy-ramdisk

user-image

user-image-vmlinuz

user-image-initrd
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e Hardware to be enrolled via the bare metal API service.

Deploy Process

This describes a typical bare metal node deployment within OpenStack using PXE to boot the ramdisk.
Depending on the ironic driver interfaces used, some of the steps might be marginally different, however
the majority of them will remain the same.

1.

11.
12.

A boot instance request comes in via the Nova API, through the message queue to the Nova
scheduler.

Nova scheduler applies filters and finds the eligible hypervisor. The nova scheduler also uses the
flavors extra_specs, such as cpu_arch, to match the target physical node.

. Nova compute manager claims the resources of the selected hypervisor.

Nova compute manager creates (unbound) tenant virtual interfaces (VIFs) in the Networking ser-
vice according to the network interfaces requested in the nova boot request. A caveat here is,
the MACs of the ports are going to be randomly generated, and will be updated when the VIF is
attached to some node to correspond to the node network interface cards (or bonds) MAC.

A spawn task is created by the nova compute which contains all the information such as which
image to boot from etc. It invokes the driver. spawn from the virt layer of Nova compute.
During the spawn process, the virt driver does the following:

1. Updates the target ironic node with the information about deploy image, instance UUID,
requested capabilities and various flavor properties.

2. Validates nodes power and deploy interfaces, by calling the ironic API.

3. Attaches the previously created VIFs to the node. Each neutron port can be attached to any
ironic port or port group, with port groups having higher priority than ports. On ironic side,
this work is done by the network interface. Attachment here means saving the VIF identifier
into ironic port or port group and updating VIF MAC to match the ports or port groups MAC,
as described in bullet point 4.

4. Generates config drive, if requested.

. Novas ironic virt driver issues a deploy request via the Ironic API to the Ironic conductor servicing

the bare metal node.

. Virtual interfaces are plugged in and Neutron API updates DHCP port to set PXE/TFTP options.

In case of using neut ron network interface, ironic creates separate provisioning ports in the
Networking service, while in case of £1at network interface, the ports created by nova are used
both for provisioning and for deployed instance networking.

. The ironic nodes boot interface prepares (i)PXE configuration and caches deploy kernel and

ramdisk.

. The ironic nodes management interface issues commands to enable network boot of a node.

10.

The ironic nodes deploy interface caches the instance image, kernel and ramdisk if needed (it is
needed in case of netboot for example).

The ironic nodes power interface instructs the node to power on.

The node boots the deploy ramdisk.
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13. Depending on the exact driver used, the deploy ramdisk downloads the image from a URL (Direct
deploy) or the conductor uses SSH to execute commands (Ansible deploy). The URL can be gen-
erated by Swift API-compatible object stores, for example Swift itself or RadosGW, or provided
by a user.

The image deployment is done.

14. The nodes boot interface switches pxe config to refer to instance images (or, in case of local boot,
sets boot device to disk), and asks the ramdisk agent to soft power off the node. If the soft power
off by the ramdisk agent fails, the bare metal node is powered off via IPMI/BMC call.

15. The deploy interface triggers the network interface to remove provisioning ports if they were
created, and binds the tenant ports to the node if not already bound. Then the node is powered on.

Note: There are 2 power cycles during bare metal deployment; the first time the node is powered-
on when ramdisk is booted, the second time after the image is deployed.

16. The bare metal nodes provisioning state is updated to active.

Below is the diagram that describes the above process.

Nova API Tronic API

Nova Message Queue

Ironic Message Queue

1

1 8,
Power Interface
Bare Metal Nodes

14

Management Interface Boot Interface

Network Interface

The following two examples describe what ironic is doing in more detail, leaving out the actions per-
formed by nova and some of the more advanced options.
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Example 1: PXE Boot and Direct Deploy Process

This process is how Direct deploy works.
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(From a talk and slides)

Example 2: PXE Boot and iSCSI Deploy Process

This process is how the currently deprecated iSCSI deploy works.
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5.1 Drivers, Hardware Types and Hardware Interfaces

5.1.1 Generic Interfaces

Boot interfaces

The boot interface manages booting of both the deploy ramdisk and the user instances on the bare metal
node.

The PXE boot interface is generic and works with all hardware that supports booting from network.
Alternatively, several vendors provide virtual media implementations of the boot interface. They work
by pushing an ISO image to the nodes management controller, and do not require either PXE or iPXE.
Check your driver documentation at Drivers, Hardware Types and Hardware Interfaces for details.

PXE boot

The pxe boot interface uses PXE or iPXE to deliver the target kernel/ramdisk pair. PXE uses relatively
slow and unreliable TFTP protocol for transfer, while iPXE uses HTTP. The downside of iPXE is that
its less common, and usually requires bootstrapping using PXE first.

The pxe boot interface works by preparing a PXE/iPXE environment for a node on the file system,
then instructing the DHCP provider (for example, the Networking service) to boot the node from it. See
Example 2: PXE Boot and iSCSI Deploy Process and Example 1: PXE Boot and Direct Deploy Process
for a better understanding of the whole deployment process.

Note: Both PXE and iPXE are configured differently, when UEFI boot is used instead of conventional
BIOS boot. This is particularly important for CPU architectures that do not have BIOS support at all.

The pxe boot interface is used by default for many hardware types, including ipmi. Some hardware
types, notably i1o and irmc have their specific implementations of the PXE boot interface.

Additional configuration is required for this boot interface - see Configuring PXE and iPXE for details.
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Common options

Enable persistent boot device for deploy/clean operation

Ironic uses non-persistent boot for cleaning/deploying phases as default. For some drivers, a persistent
change is far more costly than a non-persistent one, so this can bring performance improvements.

Set the flag force_persistent_boot_device to True in the nodes driver_info:

$ baremetal node set —--driver-info force_persistent_boot_device=True <node>

Note: Its recommended to check if the nodes state has not changed as there is no way of locking the
node between these commands.

Once the flag is present, the next cleaning and deploy steps will be done with persistent boot for that
node.

Deploy Interfaces

A deploy interface plays a critical role in the provisioning process. It orchestrates the whole deployment
and defines how the image gets transferred to the target disk.

Direct deploy

With direct deploy interface, the deploy ramdisk fetches the image from an HTTP location. It can
be an object storage (swift or RadosGW) temporary URL or a user-provided HTTP URL. The deploy
ramdisk then copies the image to the target disk. See direct deploy diagram for a detailed explanation
of how this deploy interface works.

You can specify this deploy interface when creating or updating a node:

set

Note: For historical reasons the direct deploy interface is sometimes called agent. This is because
before the Kilo release ironic-python-agent used to only support this deploy interface.

Deploy with custom HTTP servers

The direct deploy interface can also be configured to use with custom HTTP servers set up at ironic
conductor nodes, images will be cached locally and made accessible by the HTTP server.

To use this deploy interface with a custom HTTP server, set image_download_source tohttpin
the [agent] section.
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This configuration affects glance and f£ile:// images. If you want http (s) : // images to also be
cached and served locally, use instead:

Note: This option can also be set per node in driver_info:

set

or per instance in instance_info:

set

You need to set up a workable HTTP server at each conductor node which with direct deploy inter-
face enabled, and check http related options in the ironic configuration file to match the HTTP server
configurations.

Note: See also: Deploying outside of the provisioning network.

Each HTTP server should be configured to follow symlinks for images accessible from HTTP ser-
vice. Please refer to configuration option FollowSymLinks if you are using Apache HTTP server, or
disable_symlinks if Nginx HTTP server is in use.

Ansible deploy

This interface is similar to direct in the sense that the image is downloaded by the ramdisk directly
from the image store (not from ironic-conductor host), but the logic of provisioning the node is held in
a set of Ansible playbooks that are applied by the ironic-conductor service handling the node.
While somewhat more complex to set up, this deploy interface provides greater flexibility in terms of
advanced node preparation during provisioning.

This interface is supported by most but not all hardware types declared in ironic. However this deploy
interface is not enabled by default. To enable it, add ansible to the list of enabled deploy interfaces
inenabled_deploy_interfaces optioninthe [DEFAULT] section of ironics configuration file:
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Once enabled, you can specify this deploy interface when creating or updating a node:

baremetal node create —--driver ipmi --deploy-interface ansible
baremetal node set <NODE> --deploy-interface ansible

For more information about this deploy interface, its features and how to use it, see Ansible deploy
interface.

Ansible deploy interface

Ansible is a mature and popular automation tool, written in Python and requiring no agents running on
the node being configured. All communications with the node are by default performed over secure SSH
transport.

The ansible deploy interface uses Ansible playbooks to define the deployment logic. It is not based
on Ironic Python Agent (IPA) and does not generally need IPA to be running in the deploy ramdisk.

Overview

The main advantage of this deploy interface is extended flexibility in regards to changing and adapting
node deployment logic for specific use cases, via Ansible tooling that is already familiar to operators.

It can be used to shorten the usual feature development cycle of
* implementing logic in ironic,
* implementing logic in IPA,
* rebuilding deploy ramdisk,
* uploading deploy ramdisk to Glance/HTTP storage,
* reassigning deploy ramdisk to nodes,
* restarting ironic-conductor service(s) and
* running a test deployment
by using a stable deploy ramdisk and not requiring ironic-conductor restarts (see Extending playbooks).

The main disadvantage of this deploy interface is the synchronous manner of performing deploy-
ment/cleaning tasks. A separate ansible-playbook process is spawned for each node be-
ing provisioned or cleaned, which consumes one thread from the thread pool available to the
ironic-conductor process and blocks this thread until the node provisioning or cleaning step is
finished or fails. This has to be taken into account when planning an ironic deployment that enables this
deploy interface.

Each action (deploy, clean) is described by a single playbook with roles, which is run whole during
deployment, or tag-wise during cleaning. Control of cleaning steps is through tags and auxiliary clean
steps file. The playbooks for actions can be set per-node, as can the clean steps file.
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Features

Similar to deploy interfaces relying on Ironic Python Agent (IPA), this deploy interface also depends on
the deploy ramdisk calling back to ironic APIs heartbeat endpoint.

However, the driver is currently synchronous, so only the first heartbeat is processed and is used as a
signal to start ansible-playbook process.

User images

Supports whole-disk images and partition images:
» compressed images are downloaded to RAM and converted to disk device;
* raw images are streamed to disk directly.

For partition images the driver will create root partition, and, if requested, ephemeral and swap par-
titions as set in nodes instance_info by the Compute service or operator. The create partition
table will be of msdos type by default, the nodes disk_label capability is honored if set in nodes
instance_info (see also Choosing the disk label).

Configdrive partition

Creating a configdrive partition is supported for both whole disk and partition images, on both msdos
and GPT labeled disks.

Root device hints

Root device hints are currently supported in their basic form only, with exact matches (see Specifying the
disk for deployment (root device hints) for more details). If no root device hint is provided for the node,
the first device returned as part of ansible_devices fact is used as root device to create partitions
on or write the whole disk image to.

Node cleaning

Cleaning is supported, both automated and manual. The driver has two default clean steps:
* wiping device metadata
* disk shredding

Their priority can be overridden via [deploy]\erase_devices_metadata_priority and
[deploy]\erase_devices_priority options, respectively, in the ironic configuration file.

As in the case of this driver all cleaning steps are known to the ironic-conductor service, booting the
deploy ramdisk is completely skipped when there are no cleaning steps to perform.

Note: Aborting cleaning steps is not supported.
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Logging

Logging is implemented as custom Ansible callback module, that makes use of oslo.logand oslo.
config libraries and can re-use logging configuration defined in the main ironic configuration file to
set logging for Ansible events, or use a separate file for this purpose.

It works best when journald support for logging is enabled.

Requirements

Ansible Tested with, and targets, Ansible 2.5.x

Bootstrap image requirements

* password-less sudo permissions for the user used by Ansible

* python 2.7.x

* openssh-server

* GNU coreutils

e utils-linux

* parted

» gdisk

* gemu-utils

* python-requests (for ironic callback and streaming image download)
* python-netifaces (for ironic callback)

A set of scripts to build a suitable deploy ramdisk based on TinyCore Linux and tinyipa ramdisk,
and an element for diskimage—-builder can be found in ironic-staging-drivers project but will be
eventually migrated to the new ironic-python-agent-builder project.

Setting up your environment

1. Install ironic (either as part of OpenStack or standalone)

* If using ironic as part of OpenStack, ensure that the Image service is configured to use the
Object Storage service as backend, and the Bare Metal service is configured accordingly, see
Configure the Image service for temporary URLSs.

2. Install Ansible version as specified in ironic/driver-requirements.txt file
3. Edit ironic configuration file

A. Add ansible to the list of deploy interfaces defined in [DEFAULT]\
enabled_deploy_interfaces option.

B. Ensure that a hardware type supporting ansible deploy interface is enabled in
[DEFAULT] \enabled_hardware_types option.
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C. Modify options in the [ansible] section of ironics configuration file if needed (see Con-
figuration file).

. (Re)start ironic-conductor service
. Build suitable deploy kernel and ramdisk images

. Upload them to Glance or put in your HTTP storage

N O e B

. Create new or update existing nodes to use the enabled driver of your choice and populate Driver
properties for the Node when different from defaults.

8. Deploy the node as usual.

Ansible-deploy options

Configuration file

Driver options are configured in [ansible] section of ironic configuration file, for their descriptions
and default values please see configuration file sample.

Driver properties for the Node

Set them per-node via baremetal node set command, for example:

baremetal node set <node>
—-—deploy-interface ansible
——driver-info stack
——driver—-info /etc/ironic/id_rsa

ansible_username User name to use for Ansible to access the node. Default is taken from
[ansible] /default_username option of the ironic configuration file (defaults to
ansible).

ansible_key_file Private SSH key used to access the node. Default is taken from [ansible]/
default_key_file option of the ironic configuration file. If neither is set, the default private
SSH keys of the user running the ironic-conductor process will be used.

ansible_deploy_playbook Playbook to use when deploying this node. Default is taken from
[ansible] /default_deploy_playbook option of the ironic configuration file (defaults
to deploy.yaml).

ansible_shutdown_playbook Playbook to use to gracefully shutdown the node in-band. Default is
taken from [ansible] /default_shutdown_playbook option of the ironic configuration
file (defaults to shutdown.yaml).

ansible_clean_playbook Playbook to use when cleaning the node.  Default is taken from
[ansible] /default_clean_playbook option of the ironic configuration file (defaults
to clean.yaml).

ansible_clean_steps_config Auxiliary YAML file that holds description of cleaning steps used by this
node, and defines playbook tags in ansible_clean_playbook file corresponding to each
cleaning step. Default is taken from [ansible] /default_clean_steps_config option
of the ironic configuration file (defaults to clean_steps.yaml).
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ansible_python_interpreter Absolute path to the python interpreter on the managed machine. Default
is taken from [ansible]/default_python_interpreter option of the ironic configu-
ration file. Ansible uses /usr/bin/python by default.

Customizing the deployment logic

Expected playbooks directory layout

The [ansible]\playbooks_path option in the ironic configuration file is expected to have a
standard layout for an Ansible project with some additions:

The extra files relied by this driver are:

inventory Ansible inventory file containing a  single entry of conductor
ansible_connection=local. This basically defines an alias to localhost. Its
purpose is to make logging for tasks performed by Ansible locally and referencing the localhost
in playbooks more intuitive. This also suppresses warnings produced by Ansible about hosts
file being empty.

add-ironic-nodes.yaml This file contains an Ansible play that populates in-memory Ansible inventory
with access information received from the ansible-deploy interface, as well as some per-node
variables. Include it in all your custom playbooks as the first play.

The default deploy . yaml playbook is using several smaller roles that correspond to particular stages
of deployment process:

* discover -e.g. set root device and image target

* prepare - if needed, prepare system, for example create partitions

* deploy - download/convert/write user image and configdrive

* configure - post-deployment steps, e.g. installing the bootloader
Some more included roles are:

* shutdown - used to gracefully power the node off in-band

* clean - defines cleaning procedure, with each clean step defined as separate playbook tag.
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Extending playbooks

Most probably youd start experimenting like this:
1. Create a copy of deploy.yaml playbook in the same folder, name it distinctively.
2. Create Ansible roles with your customized logic in roles folder.

A. In your custom deploy playbook, replace the prepare role with your own one that
defines steps to be run before image download/writing. This is a good place to set
facts overriding those provided/omitted by the driver, like ironic_partitions or
ironic_root_device, and create custom partitions or (software) RAIDs.

B. In your custom deploy playbook, replace the configure role with your own one that
defines steps to be run affer image is written to disk. This is a good place for example to
configure the bootloader and add kernel options to avoid additional reboots.

C. Use those new roles in your new playbook.

3. Assign the custom deploy playbook youve created to the nodes driver_info/
ansible_deploy_playbook field.

4. Run deployment.
A. No ironic-conductor restart is necessary.

B. A new deploy ramdisk must be built and assigned to nodes only when you want to use a
command/script/package not present in the current deploy ramdisk and you can not or do
not want to install those at runtime.

Variables you have access to

This driver will pass the single JSON-ified extra var argument to Ansible (as in ansible-playbook
—e ..). Those values are then accessible in your plays as well (some of them are optional and might
not be defined):

(continues on next page)
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ironic.nodes List of dictionaries (currently of only one element) that will be used by

add-ironic-nodes.yaml play to populate in-memory inventory. It also contains a copy
of nodes extra field so you can access it in the playbooks. The Ansibles host is set to nodes
UUID.

ironic. image Allfields of nodes instance_info that start with image_ are passed inside this

variable. Some extra notes and fields:

* mem_req is calculated from image size (if available) and config option

[ansible]extra_memory.

if checksum is not in the form <hash-algo>:<hash-sum>, hashing algorithm is as-
sumed to be md5 (default in Glance).

validate_certs - boolean (yes/no) flag that turns validating image store SSL cer-
tificate on or off (default is yes). Governed by [ansible]image_store_insecure
option in ironic configuration file.

cafile - custom CA bundle to use for validating image store SSL certificate. Takes value
of [ansible]image_store_cafile ifthatis defined. Currently is not used by default
playbooks, as Ansible has no way to specify the custom CA bundle to use for single HTTPS
actions, however you can use this value in your custom playbooks to for example upload and
register this CA in the ramdisk at deploy time.

client_cert - cert file for client-side SSL authentication. Takes value of
[ansible] image_store_certfile option if defined. Currently is not used by de-
fault playbooks, however you can use this value in your custom playbooks.

client_key - private key file for client-side SSL authentication. Takes value of
[ansible] image_store_keyfile option if defined. Currently is not used by default
playbooks, however you can use this value in your custom playbooks.

ironic.partition_info.partitions Optional. List of dictionaries defining partitions to cre-

ate on the node in the form:

The driver will populate this list from root_gb, swap_mb and ephemeral_gb fields of
instance_info. The driver will also prepend the bios_grub-labeled partition when de-
ploying on GPT-labeled disk, and pre-create a 64 MiB partition for configdrive if it is set in
instance_info.

Please read the documentation included in the i ronic_parted modules source for more info
on the module and its arguments.
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ironic.partition_info.ephemeral_ format Optional. Taken from instance_info, it
defines file system to be created on the ephemeral partition. Defaults to the value of [pxe]\
default_ephemeral_format option in ironic configuration file.

ironic.partition_info.preserve_ephemeral Optional. Taken  from  the
instance_info, it specifies if the ephemeral partition must be preserved or rebuilt.
Defaults to no.

ironic.raid config Taken from the target_raid_config if not empty, it specifies the
RAID configuration to apply.

As usual for Ansible playbooks, you also have access to standard Ansible facts discovered by setup
module.

Included custom Ansible modules

The provided playbooks_path/library folder includes several custom Ansible modules used by
default implementation of deploy and prepare roles. You can use these modules in your playbooks
as well.

stream_url Streaming download from HTTP(S) source to the disk device directly, tries to be com-
patible with Ansibles get_url module in terms of module arguments. Due to the low level of
such operation it is not idempotent.

ironic_parted creates partition tables and partitions with parted utility. Due to the low level
of such operation it is not idempotent. Please read the documentation included in the modules
source for more information about this module and its arguments. The name is chosen so that the
parted module included in Ansible is not shadowed.

Ramdisk deploy

The ramdisk interface is intended to provide a mechanism to deploy an instance where the item to be
deployed is in reality a ramdisk. It is documented separately, see Booting a Ramdisk or an ISO.

iSCSI deploy

Warning: This deploy interface is deprecated and will be removed in the Xena release cycle. Please
use direct deploy instead.

With iscsi deploy interface, the deploy ramdisk publishes the nodes hard drive as an iSCSI share.
The ironic-conductor then copies the image to this share. See iSCSI deploy diagram for a detailed
explanation of how this deploy interface works.

This interface is used by default, if enabled (see Enabling hardware interfaces). You can specify it
explicitly when creating or updating a node:

set
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5.1.2 Hardware Types
iBMC driver

Overview
The ibmc driver is targeted for Huawei V5 series rack server such as 2288H V5, CH121 V5. The iBMC
hardware type enables the user to take advantage of features of Huawei iBMC to control Huawei server.
The ibmc hardware type supports the following Ironic interfaces:

* Management Interface: Boot device management

* Power Interface: Power management

* RAID Interface: RAID controller and disk management

» Vendor Interface: ibmc passthru interfaces

Prerequisites

The HUAWEI iBMC Client library should be installed on the ironic conductor node(s).

For example, it can be installed with pip:

Enabling the iBMC driver

1. Add ibmc to the list of enabled_hardware_types, enabled_power_interfaces,
enabled_vendor_interfaces and enabled_management_interfaces in /etc/
ironic/ironic.conf. For example:

2. Restart the ironic conductor service:
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Registering a node with the iBMC driver

Nodes configured to use the driver should have the driver property set to ibmc.
The following properties are specified in the nodes driver_info field:
e ibmc_address:

The URL address to the ibmc controller. It must include the authority portion of the URL, and
can optionally include the scheme. If the scheme is missing, https is assumed. For example:
https://ibmc.example.com. This is required.

* ibmc_username:

User account with admin/server-profile access privilege. This is required.
* ibmc_password:

User account password. This is required.
* ibmc_verify ca:

If ibmc_address has the https scheme, the driver will use a secure (TLS) connection when talking
to the ibmc controller. By default (if this is set to True), the driver will try to verify the host
certificates. This can be set to the path of a certificate file or directory with trusted certificates that
the driver will use for verification. To disable verifying TLS, set this to False. This is optional.

The baremetal node create command can be used to enroll a node with the ibmc driver. For
example:

baremetal node create —--driver ibmc
—-—driver—-info https://example.com
—-—driver-info admin
——driver-info password

For more information about enrolling nodes see Enrollment in the install guide.

RAID Interface

Currently, only RAID controller which supports OOB management can be managed.
See RAID Configuration for more information on Ironic RAID support.

The following properties are supported by the iBMC raid interface implementation, ibmc:

Mandatory properties

* size_gb: Size in gigabytes (integer) for the logical disk. Use MAX as size_gb if this logical
disk is supposed to use the rest of the space available.

* raid_level: RAID level for the logical disk. Valid values are JBOD, 0, 1, 5, 6, 1+0, 5+0 and
6+0. And it is possible that some RAID controllers can only support a subset RAID levels.

Note: RAID level 2 is not supported by 1BMC driver.

5.1. Drivers, Hardware Types and Hardware Interfaces 141



https://ibmc.example.com
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security

Ironic Documentation, Release 17.1.1.dev30

Optional properties

* is_root_volume: Optional. Specifies whether this disk is a root volume. By default, this is

False.

* volume_name: Optional. Name of the volume to be created. If this is not specified, it will be
N/A.

Backing physical disk hints

See RAID Configuration for more information on backing disk hints.

These are machine-independent properties. The hints are specified for each logical disk to help Ironic
find the desired disks for RAID configuration.

* share_physical_disks
* disk_type
e interface_type

* number_of_physical_disks

Backing physical disks

These are HUAWEI RAID controller dependent properties:

* controller: Optional. Supported values are: RAID storage id, RAID storage name or RAID
controller name. If a bare metal server have more than one controller, this is mandatory. Typical
values would look like:

— RAID Storage Id: RAIDStorage0
— RAID Storage Name: RAIDStorage0
— RAID Controller Name: RAID Cardl Controller.

* physical_disks: Optional. Supported values are: disk-id, disk-name or disk serial number.
Typical values for hdd disk would look like:

— Disk Id: HDDPlaneDisk0
— Disk Name: DiskO.

— Disk SerialNumber: 38DGK77LF77D

Delete RAID configuration

For delete_configuration step, ibmc will do:
* delete all logical disks

* delete all hot-spare disks
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Logical disks creation priority

Logical Disks creation priority based on three properties:
* share_physical_disks
* physical_disks
* size_gb

The logical disks creation priority strictly follow the table below, if multiple logical disks have the same
priority, then they will be created with the same order in 1ogical_disks array.

Share physical disks | Specified Physical Disks | Size
no yes intimax
no no int

yes yes int

yes yes max
yes no int

yes no max
no no max

Physical disks choice strategy

Note: physical-disk-group: a group of physical disks which have been used by some logical-disks with
same RAID level.

* Ifnophysical_disks are specified, the waste least strategy will be used to choose the physical
disks.

— waste least disk capacity: when using disks with different capacity, it will cause a waste of
disk capacity. This is to avoid with highest priority.

— using least total disk capacity: for example, we can create 400G RAID 5 with both 5 100G-
disks and 3 200G-disks. 5 100G disks is a better strategy because it uses a S00G capacity
totally. While 3 200G-disks are 600G totally.

— using least disk count: finally, if waste capacity and total disk capacity are both the same (it
rarely happens?), we will choose the one with the minimum number of disks.

* when share_physical_disks option is present, 1bmc driver will create logical disk upon
existing physical-disk-group list first. Only when no existing physical-disk-group matches, then it
chooses unused physical disks with same strategy described above. When multiple exists physical-
disk-groups matches, it will use waste least strategy too, the bigger capacity left the better. For
example, to create a logical disk shown below on a ibmc server which has two RAIDS5 logical
disks already. And the shareable capacity of this two logical-disks are 500G and 300G, then ibmc
driver will choose the second one.

(continues on next page)
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100

And the ibmc server has two RAIDS logical disks already.

When size_gb is set to MAX, ibmc driver will auto work through all possible cases and choose
the best solution which has the biggest capacity and use least capacity. For example: to create
a RAID 5+0 logical disk with MAX size in a server has 9 200G-disks, it will finally choose 8
disks + span-number 2 but not 9 disks + span-number 3. Although they both have 1200G capacity
totally, but the former uses only 8 disks and the latter uses 9 disks. If you want to choose the latter
solution, you can specified the disk count to use by adding number_of_physical_disks
option.

Examples

In a typical scenario we may want to create:

e RAID 5, 500G, root OS volume with 3 disks

* RAID 5, rest available space, data volume with rest disks

(continues on next page)
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Vendor Interface

The ibmc hardware type provides vendor passthru interfaces shown below:

Method Name HTTP Method | Description
boot_up_seq GET Query boot up sequence
get_raid_controller_list | GET Query RAID controller summary info

PXE Boot and iSCSI Deploy Process with Ironic Standalone Environment

iDRAC driver

Overview
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col and the standard Distributed Management Task Force (DMTF) Redfish protocol to perform all of its
functions.
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Ironic Features
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Prerequisites
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Enabling
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and match WSMAN and Redfish interfaces.
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Interface Supported Implementations

bios idrac—-wsman, idrac—-redfish, no-bios

boot ipxe, pxe, idrac-redfish-virtual-media
console no—-console

deploy iscsi,direct, ansible, ramdisk

inspect idrac-wsman, idrac, idrac-redfish, inspector, no-inspect
management | idrac-wsman, idrac, idrac-redfish

network flat, neutron, noop

power idrac—-wsman, idrac, idrac—redfish

raid idrac—-wsman, idrac, idrac—redfish, no-raid
rescue no-rescue, agent

storage noop, cinder, external

vendor idrac-wsman, idrac, idrac—-redfish, no-vendor

Note: idrac is the legacy name of the WSMAN interface. It has been deprecated in favor of
idrac-wsman and may be removed in a future release.

Protocol-specific Properties
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interfaces, where some use WSMAN and others use Redfish, both the WSMAN and Redfish properties
must be supplied.

Enrolling
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Note: If using WSMAN for the management interface, then WSMAN must be used for the power
interface. The same applies to Redfish. It is currently not possible to use Redfish for one and WSMAN
for the other.
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BIOS Interface

Example
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Inspect Interface
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is performed using the Dell WSMAN or Redfish protocol directly without affecting the operation of the
system being inspected.
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rently set pxe_enabled on the ports. The user should ensure that pxe_enabled is set correctly on
the ports following inspection with the idrac—redfish inspect interface.

Management Interface
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Import and export configuration
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and available options see Storage setup.
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SCP and its capabilities, see SCP_Reference_Guide.
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directly from the storage location.
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Storage setup
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Note: Use of TLS is strongly advised.
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Swift configuration
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HTTP configuration

214 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.1. Drivers, Hardware Types and Hardware Interfaces 215



Ironic Documentation, Release 17.1.1.dev30

RAID Interface
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Note: When using idrac-redfish for RAID interface iDRAC firmware greater than 4.40.00.00 is
required.

Mandatory properties
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Note: JBOD and 2 are not supported, and will fail with reason: Cannot calculate spans for RAID level.

220 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

Optional properties
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Backing physical disk hints
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Backing physical disks
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Note: physical_disks is a mandatory parameter if the property size_gb is set to MAX.

Examples
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Manual RAID Invocation
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Vendor Interface

idrac-wsman

Method HTT]
Name | Meth

PDescription
od

abandphEbE&@eandorf 4 BIOS configuration job.

commit PO Lommif iagBIOS configuration job submitted through set_bios_config. Re-

quired argument: reboot - indicates whether a reboot job should be automatically
created with the config job. Returns a dictionary containing the job_id key with
the ID of the newly created config job, and the reboot_required key indicating
whether the node needs to be rebooted to execute the config job.

get_bi GET¢Refurgs a dictionary containing the nodes BIOS settings.

list_usETn Retwrds jakictionary containing the key unfinished_jobs; its value is a list of

dictionaries. Each dictionary represents an unfinished config job object.

set_bi88STdrhange the BIOS configuration on a node. Required argument: a dictio-

nary of {AttributeName: NewValue}. Returns a dictionary containing the
is_commit_required key indicating whether commit_bios_config needs
to be called to apply the changes and the 1s_reboot_required value indicating
whether the server must also be rebooted. Possible values are t rue and false.
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Examples

Get BIOS Config
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Set BIOS Config
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Commit BIOS Changes
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ically by the commit_bios_config call. If the reboot argument is not supplied, the job is still
created, however it remains in the scheduled state until a reboot is performed. The reboot can be
initiated through the Ironic power API.
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Abandon BIOS Changes
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Change Boot Mode
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(OS) software. The OS loader uses basic services provided by the system BIOS to locate and load
OS modules into system memory. After booting the system, the BIOS and embedded management
controllers execute system management algorithms, which monitor and optimize the condition of
the underlying hardware. BIOS configuration settings enable fine-tuning of the performance, power
management, and reliability features of the system.
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agement tasks as a traditional BIOS. However, UEFI does change the interfaces and data structures the
BIOS uses to interact with I/O device firmware and operating system software. The primary intent of
UEFI is to eliminate shortcomings in the traditional BIOS environment, enabling system firmware to
continue scaling with industry trends.
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idrac-redfish

Method HTTP | Description

Name | Method
eject n@H® | Eject a virtual media device. If no device is provided then all attached devices will

be ejected. Optional argument: boot_device - the boot device to eject, either,
cd, dvd, usb or £loppy.

Known Issues

Nodes go into maintenance mode
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conf.

PXE reset with factory_reset BIOS clean step
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clean_failed state on the node or deploy_failed if you attempt to deploy a node after this
step. For now, the only solution is for the operator to manually restore the PXE settings of the server for
it to PXE boot again, properly. The problem is caused by the fact that with the UEFI boot mode, the
idrac uses BIOS settings to manage PXE configuration. This is not the case with the BIOS boot
mode where the PXE configuration is handled as a configuration job on the integrated NIC itself,
independently of the BIOS settings.

5.1. Drivers, Hardware Types and Hardware Interfaces 259



Ironic Documentation, Release 17.1.1.dev30

WSMAN vendor passthru timeout
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Timeout when powering off
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out to 90 seconds by setting the retry count to 18 as follows:

Unable to mount remote share with iDRAC firmware 4.40.00.00 or newer
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til then can adjust settings in iDRAC to use plug-in type HTMLS. In iDRAC web UI go to Configuration
-> Virtual Console and select Plug-in Type to HTMLS.
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iLO driver

Overview
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ilo hardware type supports ProLiant Genl0 systems which have iLO 5 management engine. iLOS5
conforms to Redfish API and hence hardware type redfish (see Redfish driver) is also an option for
this kind of hardware but it lacks the iLO specific features.
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Hardware type
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driver). For information on how to enable the 110 and 1105 hardware type, see Enabling hardware
types.

Note: Only HPE ProLiant Gen10 servers supports hardware type redfish.
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Hardware interfaces

5.1. Drivers, Hardware Types and Hardware Interfaces 275



Ironic Documentation, Release 17.1.1.dev30

276 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

iPXE respectively for deployment(just like PXE boot). These interfaces do not require iLO Advanced
license. They can be enabled by using the [DEFAULT]enabled_boot_interfaces option in
ironic.conf as given below:
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Node configuration
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UEFI.
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Note: If configuration values for ca_file, client_port and client_timeout are not pro-
vided in the driver_info of the node, the corresponding config variables defined under [ilo0]
section in ironic.conf will be used.
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Prerequisites
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sion.

Different configuration for ilo hardware type

Glance Configuration
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Web server configuration on conductor
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intermediate files. The default value for use_web_server_for_images is False.
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Note: HTTPS is strongly recommended over HT TP web server configuration for security enhancement.
The ilo-virtual-media boot interface will send the instances configdrive over an encrypted chan-
nel if web server is HTTPS enabled. However for i 1o-uefi-https boot interface HTTPS webserver
is mandatory as this interface only supports HTTPS URLs.

Enable driver
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Optional functionalities for the i1o hardware type

Boot mode support
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flavor doesnt contain boot_mode then nova scheduler will not consider boot mode as a placement
criteria, hence user may get either a BIOS or UEFI machine that matches with user specified flavors.
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and the deploy images boot__iso property in glance should contain the glance UUID of the boot ISO.
For building boot ISO, add iso element to the diskimage-builder command to build the image. For
example:
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UEFI Secure Boot Support
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ilo-virtual-media boot interface, it is recommended that boot_iso property for user image
contains the glance UUID of the boot ISO. If boot__1iso property is not updated in glance for the user
image, it would create the boot__iso using bootloader from the deploy iso. This boot_iso will be
able to boot the user image in UEFI secure boot environment only if the bootloader is signed and can
validate digital signatures of user image kernel.
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Boot for Linux on HP ProLiant servers for additional details.
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Node Cleaning Support

Supported Automated Cleaning Operations
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disks visible to SSA in Proliant servers only with the ramdisk created using diskimage-builder from
Ocata release. By default, this step is disabled. See Disk Erase Support for more details.
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priority should be updated in ironic.conf.
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Supported Manual Cleaning Operations
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note that this operation cannot be performed using the ilo-virtual-media boot interface as it
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needs this type of advanced license already active to use virtual media to boot into to start cleaning
operation. Virtual media is an advanced feature. If an advanced license is already active and the user
wants to overwrite the current license key, for example in case of a multi-server activation key delivered
with a flexible-quantity kit or after completing an Activation Key Agreement (AKA), then the driver
can still be used for executing this cleaning step.
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are: ilo, cpld, power_pic, bios and chassis. Please refer to below table for their commonly
used descriptions.
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more information on usage.
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Node Deployment Customization
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chassis. This step is part of management interface. Please refer to below table for their commonly
used descriptions.
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more information on usage.
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Example of using deploy template with the Compute service

(continues on next page)
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CUSTOM_HYPERTHREADING_ON will be executed during the deployment of the scheduled node,
causing Hyperthreading to be enabled in the nodes BIOS configuration.

Hardware Inspection Support

Note:

5.1. Drivers, Hardware Types and Hardware Interfaces 369



Ironic Documentation, Release 17.1.1.dev30

370 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

unable to get the disk size, it raises an error. This feature is available in proliantutils release version >=
2.2.0.
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rameters are mandatory to be given in driver_info for SNMPv3 inspection:
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fix the actual parameters and then re-inspect so that iLO can recompute the overall security status. If
the all security params, whose security_status is Risk, have the Ignore field set to True,
then iLO sets the overall security status value as Tgnored. All the security params must have the
security_status as Ok for the overall_security_status to have the value as Ok.
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components so that firmware is updated for all the components using latest SPP (Service Provider Pack)
ISO and then re-inspect to get the security status again.
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is replaced in the capability name. Examples: {gpu_Nvidia_count: 1}, {gpu_0x102b_count: 1}.
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otherwise) NICs for Gen8 and Gen9 servers and ironic ports are created for all of them. Inspection logs
a warning if the node under inspection is Gen8 or Gen9.
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rately and re-inspect to see the security status of the parameters.
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Swiftless deploy for intermediate images
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the boot ISO. A local HTTP(S) web server on each conductor node needs to be configured. Please
refer to Web server configuration on conductor for more information. The HTTPS web server needs
to be enabled (instead of HTTP web server) in order to send management information and images in
encrypted channel over HTTPS.

Note: This feature assumes that the user inputs are on Glance which uses swift as backend. If swift
dependency has to be eliminated, please refer to HTTP(S) Based Deploy Support also.

Deploy Process
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HTTP(S) Based Deploy Support
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the bare metal nodes.

Deploy Process
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Support for iLO driver with Standalone Ironic
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Configuration
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scribed in Swiftless deploy for intermediate images.

Deploy Process

Netboot with glance and swift
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Localboot with glance and swift for partition images
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Localboot with glance and swift
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Netboot in swiftless deploy for intermediate images

Localboot in swiftless deploy for intermediate images
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Netboot with HTTP(S) based deploy
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Localboot with HTTP(S) based deploy

Netboot in standalone ironic
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Localboot in standalone ironic

Activating iLO Advanced license as manual clean step
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in the manageable state again. User can follow steps from Manual cleaning to initiate manual clean-
ing operation on a node.
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Attribute Description

interface Interface of clean step, here management

step Name of clean step, here activate_license

args Keyword-argument entry (<name>: <value>) being passed to clean step
args. iLO Advanced license key to activate enterprise features. This is mandatory.
ilo_license_Key

Initiating firmware update as manual clean step
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state again. A user can follow steps from Manual cleaning to initiate manual cleaning operation on a
node.

410 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

(continues on next page)

5.1. Drivers, Hardware Types and Hardware Interfaces 411




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

412 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

5.1. Drivers, Hardware Types and Hardware Interfaces 413




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

414 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

5.1. Drivers, Hardware Types and Hardware Interfaces 415




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

416 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

5.1. Drivers, Hardware Types and Hardware Interfaces 417




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

418 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

5.1. Drivers, Hardware Types and Hardware Interfaces 419




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

Attribute Description

interface Interface of clean step, here management

step Name of clean step, here update_firmware

args Keyword-argument entry (<name>: <value>) being passed to clean step

args. Mode (or mechanism) of out-of-band firmware update. Supported value is i 1o.
firmware_updatEhisiessdnandatory.

args. Ordered list of dictionaries of images to be flashed. This is mandatory.
firmware_images
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purpose, the account is generally service and the container is generally ironic and ilo driver
uses a container named ironic_ilo_container for their own purpose.
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processing error could happen during image download, image checksum verification or image ex-
traction. The logic is to process each of the firmware files and update them on the devices only if
all the files are processed successfully. If, during the update (uploading and flashing) process, an
update fails, then the remaining updates, if any, in the list will be aborted. But it is recommended to
triage and fix the failure and re-attempt the manual clean step update_firmware for the aborted
firmware_images.
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where things were left off or where things failed. You can then fix or work around and then try again. A
common cause of update failure is HPE Secure Digital Signature check failure for the firmware image
file.

(continues on next page)
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Smart Update Manager (SUM) based firmware update
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on SUM based firmware update.

Note: update_firmware_sumclean step requires the agent ramdisk withProliant Hardware
Manager from the proliantutils version 2.5.0 or higher. See DIB support for Proliant Hardware Man-
ager to create the agent ramdisk with Proliant Hardware Manager.

Note: flash_firmware_sumdeploy step requires the agent ramdisk with Proliant Hardware
Manager from the proliantutils version 2.9.5 or higher. See DIB support for Proliant Hardware Man-
ager to create the agent ramdisk with Proliant Hardware Manager.

Attribute Description
interface Interface of the clean step, here management
step Name of the clean step, here update_firmware_sum
args Keyword-argument entry (<name>: <value>) being passed to the clean step
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and their update status. The log object will be named with the following pattern:

(continues on next page)
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tion or image extraction. In case of a failure, check Ironic conductor logs carefully to see if there are
any validation or firmware processing related errors which may help in root cause analysis or gaining
an understanding of where things were left off or where things failed. You can then fix or work around
and then try again.

Note: Refer Guidelines for SPP ISO for steps to get SPP (Service Pack for ProLiant) ISO.
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scheduling:

DIB support for Proliant Hardware Manager

U ironic-python-agent-builder: https://docs.openstack.org/ironic-python-agent-builder/latest/install/index.htm]
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Disk Erase Support

5.1. Drivers, Hardware Types and Hardware Interfaces 443




Ironic Documentation, Release 17.1.1.dev30

444 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

ported by SSA.
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ssacli supported erase method. If Sanitize erase is not supported on the Smart Storage Controller the
disks are erased using One-pass erase (overwrite with zeros).
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band for more information on enabling/disabling a clean step.
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Firmware based UEFI iSCSI boot from volume support
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ing state so it wouldnt take much time setting the iSCSI target as persistent device.
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formed using iPXE. See Boot From Volume for more details.
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and uefi boot modes, the virtual media driver only supports uefi boot mode, and that attempting to use
iscsi boot at the same time with a bios volume will result in an error.
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BIOS configuration support
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examples.

Note: Prior to the Stein release the user is required to reboot the node manually in order for the settings
to take into effect. Starting with the Stein release, iLO drivers reboot the node after running clean steps
related to the BIOS configuration. The BIOS settings are cached and the clean step is marked as success
only if all the requested settings are applied without any failure. If application of any of the settings
fails, the clean step is marked as failed and the settings are not cached.

Configuration
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devices. Allowed values are Enabled, Disabled.
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grated Lights-Out Security Technology Brief. Use iLO hostname or IP address as a Common Name
(CN) while generating Certificate Signing Request (CSR). Use the same value as ilo_address while
enrolling node to Bare Metal service to avoid SSL certificate validation errors related to hostname

mismatch.

Rescue mode support
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|

Note: This feature is supported on HPE ProLiant Gen9 servers and beyond.

Soft power operation support
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value when no timeout is provided while invoking hard or soft power operations.
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Note: Server POST state is used to track the power status of HPE ProLiant Gen9 servers and beyond.

Out of Band RAID Support
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RAID Configuration for more information.
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Note: Supported raid levels for i 105 hardware type are: 0, 1, 5, 6, 10, 50, 60

IPv6 support
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Note: No configuration changes (in e.g. ironic.conf) are required in order to support IPv6.

Out of Band Sanitize Disk Erase Support
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Note: In average 300GB HDD with default pattern overwrite would take approx. 9 hours and 300GB
SSD with default pattern block would take approx. 30 seconds to complete the erase.

Out of Band One Button Secure Erase Support
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ployment settings profiles. See HPE Gen10 Security Reference Guide for more information.
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cess along with the credentials of the server, which needs to be regained by the administrator. The
process can take up to a day or two to fully erase and reset all user data.
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Note: Do not perform any iLO 5 configuration changes until this process is completed.

UEFI-HTTPS Boot support
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Overview
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Config | Cores | Base Freq (GHz)
Base 24 24
Config 1 | 20 2.5
Config?2 | 16 2.7

5.1.
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Enabling the IntellPMI hardware type
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Registering a node with the IntellPMI driver
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Features of the intel-ipmi hardware type

Intel SST-PP
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spectively. The input value must be a string.
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IPMI driver

Overview
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Glossary
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Registering a node with the IPMI driver
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Note: It is highly recommend that you setup a username and password for your BMC.
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Advanced configuration
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Single/Double bridging functionality

Note: A version of [PMItool higher or equal to 1.8.12 is required to use the bridging functionality.
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Changing the version of the IPMI protocol
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Static boot order configuration

Vendor Differences
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disk subsystem is requested in UEFI mode. This is contrary to BIOS mode where the same BMCs
expect the selector to be a value of 0x08.
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tomatically be recorded in the properties field vendor. When this is set to a value of
supermicro, Ironic will navigate the UEFI behavior difference enabling the UEFI to be requested
with boot to disk.
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be sure to include the chassis bootparam get 5 output value along with the mc info output
from your BMC.
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iRMC driver

Overview
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Hardware Type
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Node configuration

Configuration via driver_info
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tack. When set to False, Ironic user must take enough care around infrastructure
environment in terms of security. (e.g. make sure network between Ironic conductor and
iRMC is secure)
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rectory. For iRMC to recongnize certification file, Ironic user must run openssl rehash
<path_to_dir>.
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be blank, otherwise python-scciclient will encounter an communication error. If you are using such old
version python-scciclient, the 1 rmc_snmp_auth_passwordand i rmc_snmp_priv_password
properties will be ignored. If you want to set passwords, please update python-scciclient to some newer
version (>= 0.10.1).

Configuration via properties
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Configuration via ironic.conf
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Override ironic.conf configuration via driver_info
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Optional functionalities for the irmc hardware type

UEFI Secure Boot Support
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Node Cleaning Support
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priority 0. Set its priority to a positive integer to enable it. The recommended value is 1 0.
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of iRMC. It supports iSCSI and FibreChannel.

Configuration
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Hardware Inspection Support

Note: SNMP requires being enabled in ServerView6 iRMC S4 Web Server(Network SettingsSNMP
section).

Configuration
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RAID configuration Support

Note:
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Note:  RAID 140 and 540 in iRMC driver does not support property physical_disks in
target_raid_config during create raid configuration yet. See following example:
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ated RAID on iRMC server.

BIOS configuration Support
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This supports following options: true, false.
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Redfish driver

Overview

Prerequisites
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Enabling the Redfish driver
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Registering a node with the Redfish driver
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erwise ironic will pick the only available ComputerSystem automatically. For example: /red-
fish/v1/Systems/1.
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tificate file or directory with trusted certificates that the driver will use for verification. To disable
verifying TLS, set this to False. This is optional.
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Boot mode support

Note: Boot mode management is the optional part of the Redfish specification. Not all Redfish-
compliant BMCs might implement it. In that case it remains the responsibility of the operator to config-
ure proper boot mode to their bare metal nodes.

UEFI secure boot
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Out-Of-Band inspection
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ramdisk.

Note: The redfish inspect interface relies on the optional parts of the Redfish specification. Not all
Redfish-compliant BMCs might serve the required information, in which case bare metal node inspec-
tion will fail.

Note: The local_gb property cannot always be discovered, for example, when a node does not
have local storage or the Redfish implementation does not support the required schema. In this case the
property will be set to 0.

Virtual media boot
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physical CD/DVD. The node can then boot from that virtual drive into the operating system residing on
the image.

664 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.1. Drivers, Hardware Types and Hardware Interfaces 665



Ironic Documentation, Release 17.1.1.dev30

ages associated with the ironic node.
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Note: iDRAC firmware before 4.40.10.00 (on Intel systems) and 6.00.00.00 (on AMD systems) requires
a non-standard Redfish call to boot from virtual media. Consider upgrading to 6.00.00.00, otherwise
you must use the idrac hardware type and the idrac-redfish-virtual-media boot interface
with older iDRAC firmware instead. For simplicity Ironic restricts both AMD and Intel systems before
firmware version 6.00.00.00. See iDRAC driver for more details on this hardware type.
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serves the same purpose.

Pre-built ISO images
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Note: OpenStack Image service (glance) image IDs and file: // links are also accepted.
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Configuring an ESP image
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to get them.
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Note: If you use an architecture other than x86-64, youll need to adjust the destination paths.

(continues on next page)
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Note: Unlike in the script above, these paths are case-sensitive!

Virtual Media Ramdisk
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on how to enable and configure it.
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dance with the ramdisk deployment interface behavior, once booted the machine will have a
provision_state of ACTIVE.
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Layer 3 or DHCP-less ramdisk booting
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Firmware update using manual cleaning
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If a failure occurs, the cleaning step immediately fails which may result in some updates not being
applied. If the node is placed into maintenance mode while a firmware update cleaning step is running
that is performing multiple firmware updates, the update in progress will complete, and processing of
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the remaining updates will pause. When the node is taken out of maintenance mode, processing of the
remaining updates will continue.
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cating that the update was successful. This allows the BMC time to fully reset before further operations
are carried out against it. To cause the cleaning step to wait after applying an update, an optional wait
argument may be specified in the firmware image dictionary. The value of this argument indicates the
number of seconds to wait following the update. If the wait argument is not specified, then this is
equivalent to wait 0, meaning that it will not wait and immediately proceed with the next firmware
update if there is one, or complete the cleaning step if not.

(continues on next page)
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Attribute Description

interface Interface of the cleaning step. Must be management for firmware update
step Name of cleaning step. Must be update_firmware for firmware update
args Keyword-argument entry (<name>: <value>) being passed to cleaning step
args. Ordered list of dictionaries of firmware images to be applied
firmware_images

(continues on next page)
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Note: Only http and https URLs are currently supported in the ur1 argument.

Note: At the present time, targets for the firmware update cannot be specified. In testing, the BMC
applied the update to all applicable targets on the node. It is assumed that the BMC knows what compo-
nents a given firmware image is applicable to.
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lar tool on a server that has network access to the BMC, try downloading the firmware to verify that the
URLSs are correct and that the web server is configured properly.
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step that installs two firmware updates. The first updates the BMC firmware followed by a five minute
wait to allow the BMC time to start back up. The second updates the firmware on all applicable NICs.:

(continues on next page)
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Note: Firmware updates may take some time to complete. If a firmware update cleaning step con-
sistently times out, then consider performing fewer firmware updates in the cleaning step or increasing
clean_callback_timeout in ironic.conf to increase the timeout value.
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SNMP driver
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Note: Unlike most of the other power interfaces, the SNMP power interface does not have a cor-
responding management interface. The SNMP hardware type uses the noop management interface
instead.
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Manufacturer | Model Supported? | Driver name
APC AP7920 | Yes apc_masterswitch
APC AP9606 | Yes apc_masterswitch
APC AP9225 | Yes apc_masterswitchplus
APC AP7155 | Yes apc_rackpdu
APC AP7900 | Yes apc_rackpdu
APC AP7901 | Yes apc_rackpdu
APC AP7902 | Yes apc_rackpdu
APC AP7911a | Yes apc_rackpdu
APC AP7921 | Yes apc_rackpdu
APC AP7922 | Yes apc_rackpdu
APC AP7930 | Yes apc_rackpdu
APC AP7931 | Yes apc_rackpdu
APC AP7932 | Yes apc_rackpdu
APC AP7940 | Yes apc_rackpdu
APC AP7941 | Yes apc_rackpdu
APC AP7951 | Yes apc_rackpdu
APC AP7960 | Yes apc_rackpdu
APC AP7990 | Yes apc_rackpdu
APC AP7998 | Yes apc_rackpdu
APC AP8941 | Yes apc_rackpdu
APC AP8953 | Yes apc_rackpdu
APC AP8959 | Yes apc_rackpdu
APC AP8961 | Yes apc_rackpdu
APC AP8965 | Yes apc_rackpdu
Aten all? Yes aten

CyberPower all? Untested cyberpower
EatonPower all? Untested eatonpower
Teltronix all? Yes teltronix

BayTech MRP27 | Yes baytech_mrp27

Software Requirements

5.1.

Drivers, Hardware Types and Hardware Interfaces

705



Ironic Documentation, Release 17.1.1.dev30

Enabling the SNMP Hardware Type
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Ironic Node Configuration
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provided. In the latter case md5 is the default.
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ing message authentication. Default is none unless snmp_priv_key is provided. In the latter case
des is the default.
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Prerequisites
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Enabling the XClarity driver
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Registering a node with the XClarity driver
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Changing Hardware Interfaces
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Changing Hardware Type
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Static boot order configuration
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vice will not change the boot device for you, leaving the pre-configured boot order.
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of a ramdisk, the process of booting this ramdisk on the node.
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installation actions like setting up a bootloader for local boot support.
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and doing any post-deploy actions.
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figure the Image service for temporary URLs.
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Using proxies for image download

Overview
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Steps to enable proxies
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imum cached file size as images can be pretty big. If you have HTTPS enabled in swift (see swift
deployment guide), it is possible to configure the proxy server to talk to swift via HTTPS to download
the image, store it in the cache unencrypted and return it to the node via HTTPS again. Because the
image will be stored unencrypted in the cache, this approach is recommended for images that do not
contain sensitive information. Refer to your proxy servers documentation to complete this step.
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cache entries for the same image, based on the query part of the URL (as it contains some query param-
eters that change each time it is regenerated).
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when the URL is used for the image download. You can think of it as roughly the time needed for
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IPA ramdisk to startup and begin download. This value is used to check if the swift temporary URL
duration is large enough to let the image download begin. Also if temporary URL caching is enabled,
this will determine if a cached entry will still be valid when the download starts. It is used only if
[glance]lswift_temp_url_cache_enabledis True.
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the proxy server as the query in its URL will change. The value of this option must be greater than or
equalto [glance] swift_temp_url_expected_download_start_delay.

Advanced configuration

Out-of-band vs. in-band power off on deploy
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driver_info field and set the deploy_forces_oob_reboot parameter with the value of True.
For example, the below command sets this configuration in a specific node:

(continues on next page)
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Overview
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discovered ethernet MACs. Operators will have to manually delete the Bare Metal service ports for
which physical media is not connected. This is required due to the bug 1405131.
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Support.
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In-band inspection
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a wide range of hardware. In-band inspection is using the ironic-inspector project.
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Overview
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node.

Deploy Steps
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dered by priority and executed on the node when the node is moved to the deploying state.
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Order of execution
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is used: Power, Management, Deploy, BIOS, and RAID interfaces.

Agent steps
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In-band steps

Requesting steps
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Writing a Deploy Step
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FAQ

What deploy step is running?

(continues on next page)
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Troubleshooting
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node.

Deploy Templates
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Deploy step format

(continues on next page)
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Matching deploy templates
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scheduling when the Bare Metal service is used with the Compute service.
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of those templates will not be reflected in the nodes configuration unless it is redeployed or rebuilt.
Similarly, if a node is rebuilt and the set of matching deploy templates has changed since the initial
deployment, then the resulting configuration of the node may be different from the initial deployment.

Overriding default deploy steps
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be executed with the specified priority and arguments. If the steps priority is zero, the step will not be
executed.
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Creating a deploy template via API
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Creating a deploy template via baremetal client
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Example of use with the Compute service

Note: The deploy steps used in this example are for example purposes only.
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ployment.

Overview
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Automated cleaning
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time.
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priority and executed on the node when the node is moved to cleaning state, if automated cleaning
is enabled.
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workload is assigned to the nodes). For a full understanding of all state transitions into cleaning, please
see [ronics State Machine.
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Enabling automated cleaning
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Cleaning steps
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lution order is used: Power, Management, Deploy, BIOS, and RAID interfaces.
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Management Interface

Name Details Prior- | Stop- | Arguments
ity pable
clear_job_queguElear the job queue. 0 no
known_good_ stlaReset the iDRAC, Clear the | 0 no
job queue.
reset_idrac Reset the iDRAC. 0 no

5.2. Administrators Guide
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the server.
Exports the configuration of
the server against which the
step is run and stores it in
specific format in indicated
location.
Uses Dells Server Config-
uration Profile (SCP) from
sushy-oem-idrac library to
get ALL configuration for
cloning.
param task A

task from

TaskMan-

ager.

param export_configu

URL of
location

to  save
the con-
figuration

to.

Name Details Prior- | Stop- | Arguments
ity pable
clear_job_queguElear iDRAC job queue. 0 no
clear_secure_|Clear dksesure boot keys. 0 no
export_configukxpoitothe configuration of | 0 no export_configuratior

ration_location

(required) URL of location
to save the configuration to.

import_config

ulnapoitand apply the config-
uration to the server.
Gets pre-created configura-
tion from storage by given
location and imports that
into given server.  Uses
Dells Server Configuration
Profile (SCP).
param task A

task from

TaskMan-

ager.

param import_configuration_lo

URL of
location
to fetch
desired
config-
uration

from.

no

cation

import_configuration
(required) URL of location
to fetch desired configura-
tion from.

_location

_location

import_export

lnapofti andr extpiostnconfigu-

ration
Aot

no

export_configuration

(reawired—URIL -of location
\FEGHHEA)—oId=—"0110Catdoh

_location

840

Gets pre-created configura-
tion from storage by given

name and imports that into

o1van corvar A ftoar that av

ChaptefodaAdministsateti Sauide
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Name Details Prior- | Stop- | Arguments
ity pable
clear_job_qgueguElear the job queue. 0 no
known_good_stjaReset the iDRAC, Clear the | 0 no
job queue.
reset_idrac Reset the iDRAC. 0 no
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Name

Details

Prior-
ity

Stop-
pable

Arguments

activate_liceg

nAetivates iLO Advanced li-
cense.

no

ilo_license_key (re-
quired) The HPE iLO Ad-
vanced license key to acti-
vate enterprise features.

clear_secure_|

HClear dksesure boot keys.
Clears all the secure boot
keys. This operation is sup-
ported only on HP Proliant
Gen9 and above servers.

no

reset_bios_td ]

KResetsithe BIOS settings to
default values.

Resets BIOS to default set-
tings.  This operation is
currently supported only on
HP Proliant Gen9 and above
Servers.

10

no

reset_1ilo

Resets the iLO.

no

reset_1i1lo_creg

dResetisethe 1LO password.

30

no

reset_secure_|

PReset lsesuse thootikeps ta
manufacturing defaults.
Resets the secure boot keys
to manufacturing defaults.
This operation is supported
only on HP Proliant Gen9
and above servers.

20

no

update_firmwg

rBpdates the firmware.

no

firmware_images

(required) This argument
represents the ordered list
of JSON dictionaries of
firmware images. Each
firmware image dictionary
consists of three mandatory
fields, namely url, check-
sum and component. These
fields represent firmware
image location URL, md5
checksum of image file and
firmware component type
respectively. The supported
firmware URL schemes are
file, http, https and swift.
The supported values for
firmware component are
ilo, cpld, power_pic, bios
and chassis. The firmware
images will be applied
(in the order given) one
by one on the baremetal
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Name

Details

Prior-
ity

Stop-
pable

Arguments

activate_liceg

nAetivates iLO Advanced li-
cense.

0

no

ilo_license_key (re-
quired) The HPE iLO Ad-
vanced license key to acti-
vate enterprise features.

clear_secure_|

HClear dksesure boot keys.
Clears all the secure boot
keys. This operation is sup-
ported only on HP Proliant
Gen9 and above servers.

no

erase_devicesd

Erase all the drives on the
node.

This method performs out-
of-band sanitize disk erase
on all the supported physi-
cal drives in the node. This
erase cannot be performed
on logical drives.

no

erase_pattern Dictio-
nary of disk type and cor-
responding erase pattern to
be used to perform spe-
cific out-of-band sanitize
disk erase. Supported val-
ues are, for hdd: (over-
write, crypto, zero), for ssd:
(block, crypto, zero). De-
fault pattern is: {hdd: over-
write, ssd: block}.

one_button_ssg

ckirase theawhole system se-
curely.

The One-button secure
erase process resets iLO
and deletes all licenses
stored there, resets BIOS
settings, and deletes all Ac-
tive Health System (AHS)
and warranty data stored on
the system. It also erases
supported non-volatile
storage data and deletes any
deployment setting profiles.

no

reset_bios_tg

_Resetsuthe BIOS settings to

default values.

Resets BIOS to default set-
tings.  This operation is
currently supported only on
HP Proliant Gen9 and above
Servers.

10

no

reset_ilo

Resets the iLO.

no

reset_ilo_crsg

dResetisathe iLO password.

30

no

reset_secure_|

PReset lsesuse thootkeps ta
manufacturing defaults.
Resets the secure boot keys
to manufacturing defaults.
This operation is supported
only on HP Proliant Gen9

20

no

and-abave—ceervare
dITO a00 VO SCIVOTL ST

mmhe firmware.

no

firmware_images o4

(required) This argument

represents the ordered list
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Name Details Prior- | Stop- | Arguments
ity pable
restore_irmc_|bRessore WISy config for a | 0 no
node.
Name Details Prior- | Stop- | Arguments
ity pable
clear_secure_|Clear dksesure boot keys. 0 no
reset_secure_|bReset lsequse thootdepsiia | 0 no
manufacturing defaults.
update_ firmwgrBpdates the firmware on the | 0 no firmware_images (re-
node. quired) A list of firmware
images to apply.

Bios Interface

Name Details Prior- | Stop- | Arguments
ity pable
apply_configyrApplyrthe BIOS settings to | 0 no settings (required) A
the node. list of BIOS settings to be
applied
factory_reset Reset the BIOS settings of | O no
the node to the factory de-
fault.
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Name

Details

Prior-
ity

Stop-
pable

Arguments

apply_configy

rApplyrthe BIOS configura-
tion to the node

param task a
TaskMan-
ager
instance
contain-
ing  the
node to
act on

param settings
List  of
BIOS
settings to
apply

raises DRA-
COpera-
tionError
upon
an  error
from
python-
dracclient

0

no

settings (required) List
of BIOS settings to apply

factory_reset]

Reset the BIOS settings of
the node to the factory de-
fault.

This uses the Lifecycle Con-
troller configuration to per-
form BIOS configuration re-
set. Leveraging the python-
dracclient methods already
available.

no

Name

Details

Prior-
ity

Stop-
pable

Arguments

apply_configy

rAppleas the provided con-
figuration on the node.

no

settings (required) Dic-
tionary with current BIOS
configuration.

factory_reset

Reset the BIOS settings to
factory configuration.

no

5.2. Administrators Guide
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Name

Details

Prior-
ity

Stop-
pable

Arguments

apply_configy

rAppleas BIOS configuration
on the given node.

This method takes the
BIOS settings from the
settings param and applies
BIOS configuration on
the given node. After the
BIOS configuration is done,
self.cache_bios_settings()
may be called to sync
the nodes BIOS-related
information with the BIOS
configuration applied on the
node. It will also validate
the given settings before
applying any settings and
manage failures when set-
ting an invalid BIOS config.
In the case of needing pass-
word to update the BIOS
config, it will be taken from
the driver_info properties.

no

settings (required) Dic-
tionary containing the BIOS
configuration.

Name

Details

Stop-
pable

Arguments

apply_configy

rApplyrthe BIOS settings to
the node.

no

settings (required) A
list of BIOS settings to be
applied

factory_reset]

Reset the BIOS settings of
the node to the factory de-
fault.

no
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Raid Interface

Name Details Prior- | Stop- | Arguments
ity pable
create_confiquteatcoa RAID configura- | 0 no
tion on a bare metal using
agent ramdisk.
This method creates a RAID
configuration on the given
node.
delete_configuBeletes RAID configuration | O no
on the given node.
Name Details Prior- | Stop- | Arguments
ity pable
create_confiquteatcoa RAID configura- | 0 no create_nonroot_volun
tion. This specifies whether to
This method creates a RAID create the non-root volumes.
configuration on the given Defaults to True.
node. create_root_volume
This specifies whether to
create the root volume.
Defaults to True.
delete_existing Set-
ting this to True indicates to
delete existing RAID con-
figuration prior to creating
the new configuration. De-
fault value is False.
delete_configubeletecdhe RAID configura- | 0 no
tion.

5.2. Administrators Guide
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Name Details Prior- | Stop- | Arguments
ity pable
create_confiquteatecdhe RAID configura- | 0 no create_nonroot_volun
tion. This specifies whether to
This method creates the create the non-root volumes.
RAID configuration on the Defaults to True.
given node. create_root_volume
This specifies whether to
create the root volume.
Defaults to True.
delete_existing Set-
ting this to True indicates to
delete existing RAID con-
figuration prior to creating
the new configuration. De-
fault value is False.
delete_configuBeletedhe RAID configura- | 0 no
tion.
Name Details Prior- | Stop- | Arguments
ity pable
create_confiqu@eateoRAID configuration | 0 no create_nonroot_volun
on the node. This specifies whether to
This method creates create the non-root volumes.
the RAID configu- Defaults to True.
ration as read from create_root_volume
node.target_raid_config. This specifies whether to
This method by default will create the root volume.
create all logical disks. Defaults to True.
delete_existing Set-
ting this to True indicates to
delete existing RAID con-
figuration prior to creating
the new configuration. De-
fault value is False.
delete_configuBeleteoRAID configuration | 0 no

on the node.

848

Chapter 5. Administrator Guide

es

es



Ironic Documentation, Release 17.1.1.dev30

Name Details Prior- | Stop- | Arguments
ity pable
create_confiquteatecdhe RAID configura- | 0 no create_nonroot_volun
tion. This specifies whether to
This method creates the create the non-root volumes.
RAID configuration on the Defaults to True.
given node. create_root_volume
This specifies whether to
create the root volume.
Defaults to True.
delete_existing Set-
ting this to True indicates to
delete existing RAID con-
figuration prior to creating
the new configuration. De-
fault value is False.
delete_configuBeletedhe RAID configura- | 0 no
tion.
Name Details Prior- | Stop- | Arguments
ity pable
create_confiqu@eatecoa RAID configura- | O no create_nonroot_volun
tion on a bare metal using This specifies whether to
agent ramdisk. create the non-root volumes.
This method creates a RAID Defaults to True.
configuration on the given create_root_volume
node. This specifies whether to
create the root volume.
Defaults to True.
delete_configubeletecdhe RAID configura- | 0 no
tion.
Name Details Prior- | Stop- | Arguments
ity pable
create_confiquCeatedhe RAID configura- | 0 no create_nonroot_volun
tion. This specifies whether to
This method creates the create the non-root volumes.
RAID configuration on the Defaults to True.
given node. create_root_volume
This  specifies  whether
to create the root vol-
ume.Defaults to True.
delete_configuBeletecdhe RAID configura- | 0 no
tion.

5.2. Administrators Guide
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on the node.

Name Details Prior- | Stop- | Arguments
ity pable
create_confiqueatecoRAID configuration | 0 no create_nonroot_volun
on the node. This specifies whether to
This method creates create the non-root volumes.
the RAID configu- Defaults to True.
ration as read from create_root_volume
node.target_raid_config. This specifies whether to
This method by default will create the root volume.
create all logical disks. Defaults to True.
delete_existing Set-
ting this to True indicates to
delete existing RAID con-
figuration prior to creating
the new configuration. De-
fault value is False.
delete_configubeleteoRAID configuration | 0 no

Manual cleaning
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ing a manual clean, the operator specifies the cleaning steps to be performed. Manual cleaning can only
be performed when a node is in the manageable state. Once the manual cleaning is finished, the node
will be put in the manageable state again.
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Setup

Starting manual cleaning via API
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A cleaning step is represented by a dictionary (JSON), in the form:

(continues on next page)
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ing <name>: <value>.
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€1ror message.
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Starting manual cleaning via openstack metal CLI
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|

Cleaning Network
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tenant network. For steps to set up the cleaning network, please see Configure the Bare Metal service
for cleaning.

In-band vs out-of-band
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In-band
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mal cleaning configuration, only erasing disks. However, you can add your own cleaning steps and/or
override default cleaning steps with a custom Hardware Manager.

Out-of-band
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and hardware itself.
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FAQ

How are cleaning steps ordered?
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olution order is used:
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How do | skip a cleaning step?
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How do | change the priority of a cleaning step?
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the following configuration option:
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by using the nvme-cli utility. This behavior can be controlled using the following configuration
option (by default it is set to True):
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ations, use the following configuration option:
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Overriding step priority

(continues on next page)

880 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

5.2. Administrators Guide 881




Ironic Documentation, Release 17.1.1.dev30

What cleaning step is running?

(continues on next page)
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Should | disable automated cleaning?
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time consuming process. To mitigate this, we suggest using NVMe drives with support for NVMe
Secure Erase (based on nvme—-cli format command) or ATA drives with support for cryptographic
ATA Security Erase, as typically the erase_devices step in the deploy interface takes the longest time to
complete of all cleaning steps.

Why cant | power on/off a node while its cleaning?
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Troubleshooting
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tor should validate that no permanent damage has been done to the node and no processes are still
running on it before removing the maintenance mode.

Note: Older versions of ironic may put the node to maintenance even when no clean step has been
running.
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Overview
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been deployed by another Bare Metal service installation or deployed via other means.
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How it works
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adopt a node.
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ment of nodes for a conductor that has failed.
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ISO image and then places any PXE or virtual media configuration necessary for the node should it be
required.
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should ensure that any supplied configuration defining the node is sufficient for the continued op-
eration of the node moving forward. Such as, if the node is configured to network boot via
instance_info/boot_option=netboot, then appropriate driver specific node configuration should be set to
support this capability.
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Possible Risk
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pre-existing configuration.
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is effectively wiped.

902 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.2. Administrators Guide 903



Ironic Documentation, Release 17.1.1.dev30

compatibility issues may exist as a result.
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How to use

Note: The power state that the ironic-conductor observes upon the first successful power state check, as
part of the transition to the manageable state will be enforced with a node that has been adopted. This
means a node that is in power off state will, by default, have the power state enforced as power
off moving forward, unless an administrator actively changes the power state using the Bare Metal
service.

Requirements
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to retrieve the pertinent files. Inability to do so will result in the adoption failing, and the node being
placed in the adopt failed state.
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Example
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(continued from previous page)

Note: In the above example, the image_source setting must reference a valid image or file, however
that image or file can ultimately be empty.

Note: The above example utilizes a capability that defines the boot operation to be local. It is recom-
mended to define the node as such unless network booting is desired.

Note: The above example will fail a re-deployment as a fake image is defined and no in-
stance_info/image_checksum value is defined. As such any actual attempt to write the image out will
fail as the image_checksum value is only validated at time of an actual deployment operation.

Note: A user may wish to assign an instance_uuid to a node, which could be used to match an instance
in the Compute service. Doing so is not required for the proper operation of the Bare Metal service.

Note: In Newton, coupled with API version 1.20, the concept of a network_interface was introduced.
A user of this feature may wish to add new nodes with a network_interface of noop and then change
the interface at a later point and time.
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Troubleshooting
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dation step. Validation steps are dependent upon what driver is selected for the node.
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without cleaning occurring to preserve the nodes current state. Example:
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Overview
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the BMC, or tracking the dismantling of servers from their racks.
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portant difference to nodes which have the maintenance flag set).

How to use
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Note: An exception are nodes which are in available. For backwards compatibility reasons, these
nodes need to be moved to manageable first. Trying to set the ret ired flag for available nodes
will result in an error.

(continues on next page)
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needs to be removed first. This can be done via:
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Overview
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the bare metal during manual cleaning.
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Prerequisites
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with some caveats - see Software RAID for details.
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Build agent ramdisk which supports RAID configuration
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should be used for HPE Proliant Servers.

Note: For in-band software RAID, the agent ramdisk does not need to be bundled with a hardware
manager as the generic hardware manager in the Ironic Python Agent already provides (basic) support
for software RAID.

RAID configuration JSON format
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Target RAID configuration
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cleaning.
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Mandatory properties
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disks are specified (see below).
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Optional properties
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pable of retrieving it. This is false by default.

Backing physical disk hints
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ual details for each bare metal node. None of these options are supported for software RAID.
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Backing physical disks
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S.M.A.R.T. status, physical location). The values for these properties are hardware dependent.

5.2. Administrators Guide 947



Ironic Documentation, Release 17.1.1.dev30

948 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

peat the same hint if necessary).
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Note: If properties from both Backing physical disk hints or Backing physical disks are specified, they
should be consistent with each other. If they are not consistent, then the RAID configuration will fail
(because the appropriate backing physical disks could not be found).

Examples for target_raid_ config

(continues on next page)
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Current RAID configuration
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ical disk after they were created on the bare metal node. It contains details like RAID controller used,
the backing physical disks used, WWN of each logical disk, etc. It also contains information about each
physical disk found on the bare metal node.
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Workflow
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mation.
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Software RAID
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a software RAID configuration example in Examples for target_raid_config.
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ond one can be 0, 1, 140, 5, or 6. As the first RAID device will be the deployment device, enforcing a
RAID-1 reduces the risk of ending up with a non-booting node in case of a disk failure.

(continues on next page)

5.2. Administrators Guide 979



Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

980 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

bedded in the images initrd).
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the deployed user image. Depending on how the partitions are mounted, the content of the partitions
may get out of sync, e.g. when new kernels are installed or the bootloader is updated, so measures to
keep these partitions in sync need to be taken.

Image requirements
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tem on the first partition. Starting with Ussuri, the image can also have additional metadata to point
Ironic to the partition with the root file system: for this, the image needs to set the rootfs_uuid
property with the file system UUID of the root file system. One way to extract this UUID from an
existing image is to download the image, mount it as a loopback device, and use b1kid:

(continues on next page)
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Using RAID in nova flavor for scheduling
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Developer documentation
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mation, see Ironic Python Agent Hardware Manager documentation.
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set node.raid_config.
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ual cleaning.

Prerequisites
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Enabling hardware types

Enabling hardware interface
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Retrieve BIOS settings
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json is added as suffix to above command, it returns BIOS settings as following:

(continues on next page)

5.2. Administrators Guide 999




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

1000 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

5.2. Administrators Guide 1001




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

1002 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

Configure BIOS settings

Factory reset
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Apply BIOS configuration
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tion is a dictionary with name and value keys.
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Note: When applying BIOS settings to a node, vendor-specific driver may take the given BIOS settings
from the argument and compare them with the current BIOS settings on the node and only apply when
there is a difference.

Overview
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configured appropriately.

Note: The rescue operation is currently supported only when tenant networks use DHCP to obtain IP
addresses.
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ample, if there is a need to perform manual password reset or data recovery in the event of some failure,
rescue operation can be used.
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Configuring The Bare Metal Service
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deploy environments, but an example of how to do this is outlined below:
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booting (the default). This can be the same network as your cleaning or tenant network (for flat net-
work). For an example of how to configure new networks with Bare Metal Service, see the Configure
the Networking service for bare metal provisioning documentation.
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duced.
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How this works - From Ironics point of view
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booted.
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the integrated iSCSI initiators are to connect to the supplied volume target information.

1028 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

as the baremetals boot from volume disk upon requesting the instance.
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tion of standard network traffic and instance network traffic. In the iPXE case, this is not possible as the
OS userspace re-configures the iSCSI connection after detection inside the OS ramdisk boot.
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different interface. This is a common pattern in iSCSI based deployments in the physical realm.
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Prerequisites

1032 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.2. Administrators Guide 1033



Ironic Documentation, Release 17.1.1.dev30

1034 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

Conductor Configuration
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Node Configuration

Storage Interface
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iSCSI Configuration
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Qualifying Name (IQN) that is unique to your SAN. For example, to create a volume connector for
iSCSI:

(continues on next page)
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|

Image Creation
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Note:
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Advanced Topics

Use without the Compute Service
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them, it is not explicitly required, and can be performed manually.

(continues on next page)
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Note: A boot-index value of 0 represents the boot volume for a node. As the boot-index is
per-node in sequential order, only one boot volume is permitted for each node.

Use Without Cinder
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age interface which does not contain logic to determine if the node should or could boot from a remote
volume.

5.2. Administrators Guide 1051



Ironic Documentation, Release 17.1.1.dev30

scenario.
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may not support all forms of volume target configuration. As of the Rocky release, the bare metal
service does not support writing an Operating System image to a remote boot from volume target, so
that also must be ensured by the user in advance.
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Cinder Multi-attach
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Compute service, as of the Pike release, does not yet have support to leverage multi-attach. Concur-
rently, multi-attach requires the backend volume driver running as part of the Block Storage service to
contain support for multi-attach volumes.
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tested until there is Compute service integration as well as volume driver support.
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use of volumes that are being reported as in-use if they do not explicitly support multi-attach.

1060 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

Overview
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to allow provisioning of nodes in a separate provisioning network. The result of this is that multiple
tenants can use nodes in an isolated fashion. However, this configuration does not support trunk ports
belonging to multiple networks.

Concepts

Network interfaces
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life cycle. This interface requires Networking service support for the switches attached to the baremetal
servers so they can be programmed.

Local link connection
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the information to plug the specified port to the tenant network.

1066 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

Field Description

switch_idRequired. Identifies a switch and can be a MAC address or an OpenFlow-based
datapath_id.

port_id | Required. Port ID on the switch/Smart NIC, for example, Gig0/1, rep0-0.
switch_in®©ptional. Used to distinguish different switch models or other vendor-specific identi-
fier. Some ML2 plugins may require this field.

hostname| Required in case of a Smart NIC port. Hostname of Smart NIC device.

Note: This isnt applicable to Infiniband ports because the network topology is discoverable by the
Infiniband Subnet Manager. If specified, local_link_connection information will be ignored. If port is

Smart NIC port then:

Physical networks
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port groups in the Bare Metal service. A ports physical network field is optional, and if not set then any
virtual port may be mapped to that port, provided that no free Bare Metal port with a suitable physical
network assignment exists.
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Configuring the Bare Metal service

Configuring nodes
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vices ML2 driver:
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cess for deriving the ports MAC address ($HW_MAC_ADDRESS); it is ven-
dor specific. For example, Mellanox ConnectX Family Devices prefix is
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£:00:00:00:00:00:02:00:00:02:¢9:00.  If port GUID was 4:52:14:03:00:38:39:81 the client ID
would be {f:00:00:00:00:00:02:00:00:02:¢9:00:f4:52:14:03:00:38:39:81. Mellanox ConnectX Family
Devices HW_MAC_ADDRESS consists of 6 bytes; the port GUIDs lower 3 and higher 3 bytes. In this
example it would be £4:52:14:38:39:81. Putting it all together, create an Infiniband port as follows:
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Configuring the Networking service
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determined by the Bare Metal service network interfaces you have enabled and which top of rack
switches you have in your environment.

flat network interface
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This driver understands that the switch should be already configured by the admin, and will mark the
networking service ports as successfully bound as nothing else needs to be done.
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neutron hetwork interface
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of rack switch in the environment must be installed and enabled.
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below describe how to make use of them in the Bare Metal service.
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Switch-side configuration
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ties that will be configured on the ironic side, as bonding mode and properties may be named differently
on your switch, or have possible values different from the ones described in kernel documentation on
bonding. Please refer to your switch configuration documentation for more details.
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bers to be used by themselves, you need to set port groups standalone_ports_supported value
to be False inironic, as it is True by default.

Physical networks
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Port groups configuration in the Bare Metal service
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not be configured.
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how to configure bonding via configdrive, refer to cloud-init documentation and code. cloud-init version
0.7.7 or later is required for bonding configuration to work.
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Port groups that dont have any ports will be ignored.
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service configuration file.
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Link aggregation/teaming on windows
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transmit hash policy, MII link monitoring interval, and of which links the bond consists. The information
in InstanceMetadata will be used afterwards to generate the config drive.
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Node web console
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Node serial console
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to achieve that, you need to follow the documentation for Serial Console from the Compute service.

Configuring HA
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billing or usage system, a monitoring data store, or other OpenStack services. This page describes
how to enable notifications and the different kinds of notifications that ironic may emit. The external
consumer will see notifications emitted by ironic as JSON objects structured in the following manner:
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fications are emitted. For example, if the option is set to warning, all notifications with priority level
warning, error, or critical are emitted, but not notifications with priority level debug or info. For
information about the semantics of each log level, see the OpenStack logging standards'. If this option
is unset, no notifications will be emitted. The priority level of each available notification is documented
below.

! https://wiki.openstack.org/wiki/LoggingStandards#Log_level_definitions
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mation, see the documentation of your chosen message bus, such as the RabbitMQ documentation”.

Versioning

2 https://www.rabbitmq.com/documentation.html
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ironic-api notifications

Resources CRUD notifications
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that is emitted at ERROR level.

3 https://en.wikipedia.org/wiki/Create, _read,_update_and_delete
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Node console notifications
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takes over a node that was being managed by another ironic-conductor. start and end notifications have
INFO level, error has ERROR. Example of node console notification:
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baremetal.node.power_set
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Overview
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is only known to the deployer and operator of the infrastructure.
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New York City.
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How it works
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ating conductor and as such if a conductor has a [conductor]conductor_group configuration
option defined in its ironic.conf configuration file, the conductor will then be limited to only managing
nodes with a matching conductor_group string.

Note:  Any conductor without a [conductor]conductor_group setting will only manage
baremetal nodes without a conductor_group value set upon node creation. If no such conductor is
present when conductor groups are configured, node creation will fail unless a conductor_group is
specified upon node creation.
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How to use
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vice should be aware of. It is not intended as a How-To guide for securing a data center or an OpenStack
deployment.

Image Checksums
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checksums, and those deployment interfaces are for specific use cases which Ironic users leverage,
outside of the general use case capabilities provided by the direct deployment interface.

Note: Use of the node instance_info/image_checksum field is discouraged for integrated
OpenStack Users as usage of the matching Glance Image Service field is also deprecated. That being
said, Ironic retains this feature by popular demand while also enabling also retain simplified opera-
tor interaction. The newer field values supported by Glance are also specifically supported by Ironic
as instance_info/image_os_hash_value for checksum values and instance_info/
image_os_hash_algo field for the checksum algorithm.
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disable_support_for_checksum_ files setting.

REST API: user roles and policy settings
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and responsibilities through the roles. Please see Secure RBAC.
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driver_info unmasked for users with administrative privileges, apply following changes to policy
configuration file:
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as described above.

Multi-tenancy
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affect the next tenant.

Network Interactions
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tity, Compute, and Networking services, so as to provide tenant-network isolation. Additional
documentation on network multi-tenancy is available.

Lingering Effects
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not erased between uses).
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the utility ramdisk used during the cleaning phase. See details in the Firmware security section.

Firmware security
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administrative access to the underlying hardware.
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deleting their instance and allowing the server to be allocated to another user.
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ever, the service does not ship with any code that will validate the integrity of, or make any modifications
to, system or device firmware or firmware settings.
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form the specific actions necessary within that environment to ensure the integrity of each servers
firmware.
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UEFI secure boot mode
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Compatible images
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Enabling with OpenStack Compute
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the user regarding secure boot. If the flavor doesnt contain secure_boot then nova scheduler will not
consider secure boot mode as a placement criteria, hence user may get a secure boot capable machine
that matches with user specified flavors but deployment would not use its secure boot capability. Secure
boot deploy would happen only when it is explicitly specified through flavor.
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Enabling standalone

(continues on next page)
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Other considerations

Internal networks
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Management interface technologies
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protocol is not secure. If IPMI is enabled, in most cases a local OS administrator is able to work in-band
with IPMI settings without specifying any credentials, as this is a DCMI specification requirement.
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Tenant network isolation
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API endpoints for RAM disk use
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Disk Images
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passed through gemu-img. When in doubt, use a raw image which you can verify is in the desirable
and expected state.
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should not be utilized. This check, by default, occurs only through images which transverse through the
conductor.
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along with network traffic to facilitate the transfer. This check is enabled by default on Zed releases and
earlier, but can be disabled using the [conductor]conductor_always_validates_images
configuration option.
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ies all disk images through the conductor. This setting is also available in the node driver_info and
instance_info fields.

Mitigating Factors to disk images
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a System scoped Member, or Project scoped Owner-Member, or a Project scoped Lessee-Admin via
the baremetal :node:update_instance_info policy permission rule. Before the Wallaby
release of OpenStack, this was restricted to admin and baremetal_admin roles and remains
similarly restrictive in the newer Secure RBAC model. »»»> 8491abb92 (Harden all image handling
and conversion code)

Nova returns No valid host was found Error

1374 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.2. Administrators Guide 1375




Ironic Documentation, Release 17.1.1.dev30

1376 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.2. Administrators Guide 1377



Ironic Documentation, Release 17.1.1.dev30

1378 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

nance mode:
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source of the failures, then re-enable it:
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request will result in a No valid host was found error. It is hence sensible to check if Placement is aware
of resource providers (nodes) for the requested resource class with:

(continues on next page)
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ported this provider to placement. Potential explanations include:
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memory_mb and local_gb. Example of valid properties:

(continues on next page)
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ror messages in Ironic conductor log, it means the conductor run into a special error during deployment.
So you can check the log carefully to fix or work around and then try again.
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Patching the Deploy Ramdisk
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youve built your ramdisk). But its also possible to quickly modify an already built ramdisk.

1412 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

Note: On a systemd-based system you can use the systemd-nspawn tool (from the
systemd-container package) to create a lightweight container from the unpacked filesystem tree:

(continues on next page)

5.2. Administrators Guide 1413




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

1414 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

(continues on next page)

5.2. Administrators Guide 1415




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

|

Note: You dont need to modify the kernel (e.g. tinyipa-master.vmlinuz), only the ramdisk
part.

API Errors

Retrieving logs from the deploy ramdisk
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deploy ramdisk when the deployment fails and save it on the local filesystem at /var/log/ironic/
deploy.
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Note: The instance_uuid field is not required for deploying a node when Ironic is configured to be used
in standalone mode. If present it will be appended to the name.

Accessing the log data

When storing in the local filesystem
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Note: When saving the logs to the filesystem, operators may want to enable some form of rotation for
the logs to avoid disk space problems.

When storing in Swift
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The contents of the log file
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DHCP during PXE or iPXE is inconsistent or unreliable
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this issue you should set the switch port that connects to your baremetal nodes as an edge or PortFast
type port. Configured in this way the switch port will move to forwarding mode as soon as the link is
established. An example on how to do that for a Cisco Nexus switch is:

Why does X issue occur when | am using LACP bonding with iPXE?
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this for only the single port which is used for network booting.
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iPXE has stopped responding to LACP messages from the peer port, which occurs as part of the process
of booting a ramdisk and iPXE handing over control to a full operating-system, switches typically begin
a timer to determine how to handle the failure. This is because, depending on the mode of LACP, this
can be interpreted as a switch or network fabric failure.
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unavailable in introspection.
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attempt to navigate the worst-known default hold-down timers to help ensure a deployment does not fail
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due to a short-lived transitory network connectivity failure in the form of a switch port having moved to
a temporary blocking state. Where applicable and possible, many of these patches have been backported
to supported releases, however users of the iISCSI deployment interface will see the least capability for
these sorts of situations to be handled automatically. These patches also require that the switchport has
an eventual fallback to a non-bonded mode. If the port remains in a blocking state, then traffic will be
unable to flow and the deloyment is likely to time out.
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establish the Link Aggregate. This is instead of being treated as if its possibly another switch.
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IPMI errors

Enable IPMI over LAN
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Troubleshooting lanplus interface
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Why are my nodes stuck in a -ing state?
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environment and operating configuration.

What can cause these sorts of failures?
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can use the iostat tool to identify the percentage of CPU time spent waiting on storage devices.
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settings, cause threads to be stuck in a blocking wait state, which is realistically undetectable short the
operating system logging connectivity errors or even lock manager access errors.
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ure, is when an 1s /path/to/nfs command hangs for a period of time. In such cases, the Storage
Administrator should be consulted and network connectivity investigated for errors before trying to
recover to proceed.

The bad news for IO related failures
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Note: Ironics conductor, upon restart, clears reservations for nodes which were previously managed by
the conductor before restart.
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the state of an IO failure, again dependent upon site and server configuration.

File Size !'= Disk Size
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spends in deploying and deploy wadit states.
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ence issues here as the conductor will cache the image to be written which takes place when the
[agent]image_download_source is set to http instead of swift.
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device.

Note: The QCOW?2 image conversion utility does consume quite a bit of memory when converting
images or writing them to the end storage device. This is because the files are not sequential in nature,
and must be re-assembled from an internal block mapping. Internally Ironic limits this to 1GB of RAM.
Operators performing large numbers of deployments may wish to explore the direct deployment
interface in these sorts of cases in order to minimize the conductor becoming a limiting factor due to
memory and network 10.

Why are my nodes stuck in a wait state?
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conductor will time out and the node will eventually move to a failed state. Depending on the
configuration and the circumstances, however, a node can stay in a wait state for a long time or even
never time out. The list of such wait states includes:
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Communication issues between the conductor and the node

1460 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

call back. Examples include wrong ciphers which will make ipmitool get stuck or BMCs in a state
where they accept commands, but dont do the requested task (or only a part of it, like shutting off,
but not starting). It is useful in these cases to see via a ping or the console if and which action the
node is performing. If the node does not seem to react to the requests sent be the conductor, it may
be worthwhile to try the corresponding action out-of-band, e.g. confirm that power on/off commands
work when directly sent to the BMC. The section on /PMI errors. above gives some additional points
to check. In some situations, a BMC reset may be necessary.

Ironic Python Agent stuck
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be helpful to connect to the IPA and inspect its logs, see the trouble shooting guide of the ironic-python-
agent (IPA) on how to do this.

Deployments fail with failed to update MAC address
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ately reply.
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unexpected glitch, and a previous entry is still present in Neutron.
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How did | get here?
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in the Bare Metal service.
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sult in the VIF not being cleaned up from Neutron.
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they are transitory from cleaning, provisioning, rescuing, or even inspection, getting the node to the
available state wil unblock your delete operation, that is unless there is a tenant VIF attahment. In
that case, the vif will need to be removed from with-in the Bare Metal service using the baremetal
node vif detach command.
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How do | resolve this?
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inventory typo, or possibly even a duplicate MAC address exists, which could also produce the same
basic error message.

My test VM image does not deploy mount point does not exist

What is likely occuring

5.2. Administrators Guide 1475




Ironic Documentation, Release 17.1.1.dev30

a Linux OS image
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unexpected internal structure.
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networking and possibly installing user keys. Unfortunately, these images often lack drivers and
firmware required for many different types of physical hardware which makes using them very
problematic. Additionally, images such as Cirros do not have any contents in the root filesystem (i.e. an
empty filesystem), as they are designed for the ramdi sk to write the contents to disk upon boot.
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How do | not encounter this issue?
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of these published cloud images, also support auto-configuration of networking AND population of
user keys.

Issues with autoconfigured TLS

(continues on next page)

1480 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

(continues on next page)

5.2. Administrators Guide 1481




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

1482 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

5.2. Administrators Guide 1483



Ironic Documentation, Release 17.1.1.dev30

(continues on next page)

1484 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

|

Clock skew
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with the timestamp of a log message.

1486 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.2. Administrators Guide 1487



Ironic Documentation, Release 17.1.1.dev30

Since ironic-python-agent is likely operating in UTC, the hardware clock should also be set in UTC.

Note: Microsoft Windows uses local time by default, so a machine that has previously run Windows
will likely have wrong time.

I changed ironic.conf, and now | cant edit my nodes.
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abled interfaces list. The result of this is that the 1ronic—conductor cannot spawn a task using
the composed driver, as a portion of the driver is no longer enabled. This makes it difficult to edit or
update the node if the settings have been changed.
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Example failure

1492 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

How to fix this?
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is encountered.:

Note: There are additional paths one can take to remedy this sort of issue, however we encourage
operators to be mindful of operational consistency when making major configuration changes.
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Im getting Out of Memory errors
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complete failure of the machine. Unfortunately this can cause unpredictable behavior.

How did | get here?
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der, requires a considerable amount of memory to efficently re-assemble and write-out a disk to a
device, or to simply convert the format such as to a raw image.
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ally memory pressure alone from buffers will not cause an out of memory condition, but the multiple
conversions or deployments running at the same time CAN cause extreme memory pressure and risk

the system running out of memory.
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How do | resolve this?

1500 Chapter 5. Administrator Guide



Ironic Documentation, Release 17.1.1.dev30

5.2. Administrators Guide 1501



Ironic Documentation, Release 17.1.1.dev30

parameters.

Ironic says my Image is Invalid
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age service will necessitate uploading a new image as that property cannot be changed in the image
service after creation of an image.
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inherent risk that the image they are attempting to use may have a bad or malicious structure. Image
safety checks are generally performed as the deployment process begins and stages artifacts, however a
late stage check is performed when needed by the ironic-python-agent.

Baremetal Power Sync
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forced on the hardware and if it is set to false the hardware state will be forced on the
database. If this periodic task is enabled, it runs at an interval defined by the conductor.
sync_power_state_interval config option for those nodes which are not in maintenance.

Compute-Baremetal Power Sync
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the nova—-compute process. In case of the compute driver being baremetal driver, this sync will
happen between the databases of the compute and baremetal services. Since the sync happens on the
nova-compute process, the state in the compute database will be forced on the baremetal database
in case of inconsistencies. Hence a node which was put down using the compute service API cannot
be brought up through the baremetal service API since the power sync task will regard the compute
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services knowledge of the power state as the source of truth. In order to get around this disadvantage of

the compute-baremetal power sync, baremetal service does power state change callbacks to the compute
service using external events.

Power State Change Callbacks to the Compute Service
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its database. By conveying all the power state changes to the compute service, the baremetal service
becomes the source of truth thus preventing the compute service from forcing wrong power states on
the physical instance during the compute-baremetal power sync. It also adds the possibility of bringing
up/down a physical instance through the baremetal service API even if it was put down/up through the
compute service APL.
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be able to send notifications to the compute service and it will fall back to the behaviour of the compute
service forcing power states on the baremetal service during the power sync. See nova group for more
details on the available config options.
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Note: The baremetal service sends notifications to the compute service only if the target power state
is power on or power off. Other error and None states will be ignored. In situations where the
power state change is originally coming from the compute service, the notification will still be sent by
the baremetal service and it will be a no-op on the compute service side with a debug log stating the
node is already powering on/off.

Note: Although an exclusive lock is used when sending notifications to the compute service, there can
still be a race condition if the compute-baremetal power sync happens to happen a nano-second before
the power state change event is received from the baremetal service in which case the power state from
compute services database will be forced on the node.
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Setting the Owner and Lessee

(continues on next page)

1514 Chapter 5. Administrator Guide




Ironic Documentation, Release 17.1.1.dev30

(continued from previous page)

|

Configuring the Bare Metal Service Policy
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Ports
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Allocations
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policy rules that allow non-admins to use allocations effectively:

(continues on next page)
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Deployment and Metalsmith
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happens first) and is only shut down before rebooting into the final instance. Depending on the con-
figuration, this mode can save several reboots and is particularly useful for scenarios where nodes are
enrolled, prepared and provisioned within a short period of time.
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Inspection
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the only local storage contents being those in memory. It is suported by pxe, ipxe,
redfish-virtual-media and ilo-virtual-media boot interfaces.

Configuration
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Creating a ramdisk
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Note: The requirement to pass image_source is artificial and will be fixed in a future version of the
Bare Metal service.

Booting an ISO
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