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CHAPTER
ONE

KEYSTONE INSTALLATION TUTORIAL

The OpenStack system consists of several key services that are separately installed. These services work
together depending on your cloud needs and include the Compute, Identity, Networking, Image, Block
Storage, Object Storage, Telemetry, Orchestration, and Database services. You can install any of these
projects separately and configure them stand-alone or as connected entities.

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

1.1 Keystone Installation Tutorial for openSUSE and SUSE Linux
Enterprise

1.1.1 Abstract

This guide will show you how to install OpenStack by using packages on openSUSE Leap 42.2 and
SUSE Linux Enterprise Server 12 - for both SP1 and SP2 - through the Open Build Service Cloud
repository.

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release pack-
ages have been used for testing, and some instructions may not work with final versions. Please help
us make this guide better by reporting any errors you encounter.

1.1.2 Contents
Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are
within the deployment. The Identity service can also integrate with some external user management
systems (such as LDAP).
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Users and services can locate other services by using the service catalog, which is managed by the
Identity service. As the name implies, a service catalog is a collection of available services in an Open-
Stack deployment. Each service can have one or many endpoints and each endpoint can be one of three
types: admin, internal, or public. In a production environment, different endpoint types might reside
on separate networks exposed to different types of users for security reasons. For instance, the public
API network might be visible from the Internet so customers can manage their clouds. The admin API
network might be restricted to operators within the organization that manages cloud infrastructure. The
internal API network might be restricted to the hosts that contain OpenStack services. Also, OpenStack
supports multiple regions for scalability. For simplicity, this guide uses the management network for all
endpoint types and the default RegionOne region. Together, regions, services, and endpoints created
within the Identity service comprise the service catalog for a deployment. Each OpenStack service in
your deployment needs a service entry with corresponding endpoints stored in the Identity service. This
can all be done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

Note: Before you begin, ensure you have the most recent version of python-pyasnl installed.

1. Use the database access client to connect to the database server as the root user:

mysgl —-u root -p

2. Create the keystone database:
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3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

Note: Starting with the Newton release, SUSE OpenStack packages are shipping with the upstream de-
fault configuration files. For example /etc/keystone/keystone.conf, with customizations in /
etc/keystone/keystone.conf.d/010-keystone.conf. While the following instructions
modify the default configuration file, adding a new file in /etc/keystone/keystone.conf.d
achieves the same result.

1. Run the following command to install the packages:

zypper install openstack-keystone apache? apache2-mod_wsgi

2. Editthe /etc/keystone/keystone. conf file and complete the following actions:

* Inthe [database] section, configure database access:

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database]
section.

* Inthe [token] section, configure the Fernet token provider:

1.1. Keystone Installation Tutorial for openSUSE and SUSE Linux Enterprise 3
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[token]

3. Populate the Identity service database:

su —-s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The —-keystone-user and ——keystone-group flags are used to specify the oper-
ating systems user/group that will be used to run keystone. These are provided to allow running
keystone under another operating system user/group. In the example below, we call the user &
group keystone.

keystone—-manage fernet_setup —-keystone-user keystone —--keystone-
—group keystone

keystone-manage credential_setup —-—-keystone-user keystone —-
—keystone—group keystone

5. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommo-
date the Identity v2 API which ran a separate admin-only service commonly on port 35357. With
the removal of the v2 API, keystone can be run on the same port for all interfaces.

keystone—-manage bootstrap —-bootstrap-password ADMIN_PASS
—-bootstrap-admin-url http://controller:5000/v3/
-—-bootstrap-internal-url http://controller:5000/v3/
——bootstrap-public-url http://controller:5000/v3/
——bootstrap-region-id RegionOne

Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/sysconfig/apache? file and configure the APACHE_SERVERNAME option
to reference the controller node:

The APACHE_SERVERNAME entry will need to be added if it does not already exist.

2. Create the /etc/apache2/conf.d/wsgi-keystone.conf file with the following con-
tent:

Listen 5000

<VirtualHost >
WSGIDaemonProcess keystone-public processes=5 threads=1
PEP- DNy | By LN N NP P 1 ot A A3 e sz Aama-—0 [DATID ]
AOoT L K _YDL,UIIC BLUUP I&C_YDL,UJ.I UJ_OPJ_Q TTITTmTe o 9T oL

(continues on next page)
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(continued from previous page)

ErrorLog
CustomLog

<Directory
Require all granted
</Directory>
</VirtualHost>

WSGIProcessGroup keystone-public
WSGIScriptAlias /
WSGIApplicationGroup %{GLOBAL}
WSGIPassAuthorization On
ErrorLogFormat

combined

>

3. Recursively change the ownership of the /et c/keystone directory:

chown —-R keystone:keystone /etc/keystone

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL

terminator.

Finalize the installation

1. Start the Apache HTTP service and configure it to start when the system boots:

systemctl enable apache2.service
systemctl start apache2.service

2. Configure the administrative account by setting the proper environmental variables:

export
export
export
export
export
export
export

admin
ADMIN_PASS
admin
Default
Default
http://controller:5000/v3
3

These values shown here are the default ones created from keystone—-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap com-
mand in keystone-install-configure-obs.
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Create a domain, projects, users, and roles

The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create —--description example

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
——description service

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the mypro ject project:

openstack project create —--domain default
——description myproject

(continues on next page)

6 Chapter 1. Keystone Installation Tutorial




Keystone Documentation, Release 18.1.1.dev16

(continued from previous page)

Note: Do not repeat this step when creating additional users for this project.

¢ Create the myuser user:

openstack user create —--domain default
——password-prompt myuser

¢ Create the myrole role:

openstack role create myrole

* Add the myrole role to the mypro ject project and myuser user:

openstack role add --project myproject —--user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.
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Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

unset OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os—-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name admin --os-username admin token issue

Note: This command uses the password for the admin user.

3. Asthe myuser user created in the previous section, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
-—-os-project—-name myproject —--os-username myuser token issue

(continues on next page)
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(continued from previous page)

[

Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, Open-
Stack supports simple client environment scripts also known as OpenRC files. These scripts typically
contain common options for all clients, but also support unique options. For more information, see the
OpenStack End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information,
see the os-client-config.

export Default

export Default

export admin

export admin

export ADMIN_PASS

export http://controller:5000/v3
export 3

export 2

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo—-openrc file and add the following content:

1.1. Keystone Installation Tutorial for openSUSE and SUSE Linux Enterprise 9
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export Default

export Default

export myproject

export myuser

export DEMO_PASS

export http://controller:5000/v3
export 3

export 2

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.

Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

admin-openrc

2. Request an authentication token:

openstack token issue
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1.2 Keystone Installation Tutorial for Red Hat Enterprise Linux and
CentOS

1.2.1 Abstract

This guide will show you how to install Keystone by using packages available on Red Hat Enterprise
Linux 7 and its derivatives through the RDO repository.

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release pack-
ages have been used for testing, and some instructions may not work with final versions. Please help
us make this guide better by reporting any errors you encounter.

1.2.2 Contents
Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are
within the deployment. The Identity service can also integrate with some external user management
systems (such as LDAP).

Users and services can locate other services by using the service catalog, which is managed by the
Identity service. As the name implies, a service catalog is a collection of available services in an Open-
Stack deployment. Each service can have one or many endpoints and each endpoint can be one of three
types: admin, internal, or public. In a production environment, different endpoint types might reside
on separate networks exposed to different types of users for security reasons. For instance, the public
API network might be visible from the Internet so customers can manage their clouds. The admin API
network might be restricted to operators within the organization that manages cloud infrastructure. The
internal API network might be restricted to the hosts that contain OpenStack services. Also, OpenStack
supports multiple regions for scalability. For simplicity, this guide uses the management network for all
endpoint types and the default RegionOne region. Together, regions, services, and endpoints created
within the Identity service comprise the service catalog for a deployment. Each OpenStack service in
your deployment needs a service entry with corresponding endpoints stored in the Identity service. This
can all be done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
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to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

1. Use the database access client to connect to the database server as the root user:

mysgl —u root -p

2. Create the keystone database:

3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

1. Run the following command to install the packages:

yum install openstack-keystone httpd mod_wsgi
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Note: For RHELS&/Centos8 and above install package python3-mod_wsgi.

2. Editthe /etc/keystone/keystone.conf file and complete the following actions:

* Inthe [database] section, configure database access:

[database]

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database]
section.

Note: The host, controller in this example, must be resolvable.

* Inthe [token] section, configure the Fernet token provider:

[token]

3. Populate the Identity service database:

su —-s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The —-keystone-user and ——keystone-group flags are used to specify the oper-
ating systems user/group that will be used to run keystone. These are provided to allow running
keystone under another operating system user/group. In the example below, we call the user &
group keystone.

keystone—-manage fernet_setup —-keystone-user keystone —--keystone-
—group keystone
keystone-manage credential_setup --keystone-user keystone --—

—keystone-group keystone

5. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommo-
date the Identity v2 API which ran a separate admin-only service commonly on port 35357. With
the removal of the v2 API, keystone can be run on the same port for all interfaces.

1.2. Keystone Installation Tutorial for Red Hat Enterprise Linux and CentOS 13
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keystone-manage bootstrap —--bootstrap-password ADMIN_PASS
—-bootstrap—admin-url http://controller:5000/v3/
—-bootstrap-internal-url http://controller:5000/v3/
—-bootstrap-public-url http://controller:5000/v3/
——bootstrap-region-id RegionOne

Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/httpd/conf/httpd.conf file and configure the ServerName option to
reference the controller node:

ServerName controller

The ServerName entry will need to be added if it does not already exist.

2. Create a link to the /usr/share/keystone/wsgi-keystone.conf file:

In -s /usr/share/keystone/wsgi-keystone.conf /etc/httpd/conf.d/

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL
terminator.

Finalize the installation

1. Start the Apache HTTP service and configure it to start when the system boots:

systemctl enable httpd.service
systemctl start httpd.service

2. Configure the administrative account by setting the proper environmental variables:

export admin

export ADMIN_PASS

export admin

export Default

export Default

export http://controller:5000/v3
export 3

These values shown here are the default ones created from keystone—-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap com-
mand in keystone-install-configure-rdo.
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Create a domain, projects, users, and roles
The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create —--description example

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
——description service

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the mypro ject project:

openstack project create —--domain default
——description myproject

(continues on next page)
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(continued from previous page)

Note: Do not repeat this step when creating additional users for this project.

¢ Create the myuser user:

openstack user create —--domain default
——password-prompt myuser

¢ Create the myrole role:

openstack role create myrole

* Add the myrole role to the mypro ject project and myuser user:

openstack role add --project myproject —--user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.
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Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

unset OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os—-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name admin --os-username admin token issue

Note: This command uses the password for the admin user.

3. Asthe myuser user created in the previous section, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
-—-os-project—-name myproject —--os-username myuser token issue

(continues on next page)
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(continued from previous page)

[

Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, Open-
Stack supports simple client environment scripts also known as OpenRC files. These scripts typically
contain common options for all clients, but also support unique options. For more information, see the
OpenStack End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information,
see the os-client-config.

export Default

export Default

export admin

export admin

export ADMIN_PASS

export http://controller:5000/v3
export 3

export 2

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo—-openrc file and add the following content:
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export
export
export
export
export
export
export
export

Default
Default
myproject
myuser
DEMO_PASS
http://controller:5000/v3
3

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.

Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

admin-openrc

2. Request an authentication token:

openstack token issue

1.2. Keystone Installation Tutorial for Red Hat Enterprise Linux and CentOS
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1.3 Keystone Installation Tutorial for Ubuntu

1.3.1 Abstract

This guide will walk through an installation by using packages available through Canonicals Ubuntu
Cloud archive repository for Ubuntu 16.04 (LTS).

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release pack-
ages have been used for testing, and some instructions may not work with final versions. Please help
us make this guide better by reporting any errors you encounter.

1.3.2 Contents
Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are
within the deployment. The Identity service can also integrate with some external user management
systems (such as LDAP).

Users and services can locate other services by using the service catalog, which is managed by the
Identity service. As the name implies, a service catalog is a collection of available services in an Open-
Stack deployment. Each service can have one or many endpoints and each endpoint can be one of three
types: admin, internal, or public. In a production environment, different endpoint types might reside
on separate networks exposed to different types of users for security reasons. For instance, the public
API network might be visible from the Internet so customers can manage their clouds. The admin API
network might be restricted to operators within the organization that manages cloud infrastructure. The
internal API network might be restricted to the hosts that contain OpenStack services. Also, OpenStack
supports multiple regions for scalability. For simplicity, this guide uses the management network for all
endpoint types and the default RegionOne region. Together, regions, services, and endpoints created
within the Identity service comprise the service catalog for a deployment. Each OpenStack service in
your deployment needs a service entry with corresponding endpoints stored in the Identity service. This
can all be done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
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to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named key-
stone, on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the
Apache HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

1. Use the database access client to connect to the database server as the root user:

mysqgl

2. Create the keystone database:

3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

Note: This guide uses the Apache HTTP server with mod_wsgi to serve Identity service requests
on port 5000. By default, the keystone service still listens on this port. The package handles all of the
Apache configuration for you (including the activation of the mod_wsgi apache2 module and keystone
configuration in Apache).
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1. Run the following command to install the packages:

apt install keystone

2. Edit the /etc/keystone/keystone.conf file and complete the following actions:

* Inthe [database] section, configure database access:

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database]
section.

* In the [token] section, configure the Fernet token provider:

3. Populate the Identity service database:

su -s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The —-keystone-user and ——keystone-group flags are used to specify the oper-
ating systems user/group that will be used to run keystone. These are provided to allow running
keystone under another operating system user/group. In the example below, we call the user &
group keystone.

keystone-manage fernet_setup —--keystone-user keystone —--keystone-
—group keystone

keystone-manage credential_setup —--keystone-user keystone —-
—keystone—group keystone

. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommo-
date the Identity v2 API which ran a separate admin-only service commonly on port 35357. With
the removal of the v2 API, keystone can be run on the same port for all interfaces.

keystone-manage bootstrap —--bootstrap-password ADMIN_PASS
—-bootstrap-admin-url http://controller:5000/v3/
—-bootstrap-internal-url http://controller:5000/v3/
-—-bootstrap-public-url http://controller:5000/v3/
——bootstrap-region-id RegionOne
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Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/apache2/apache?2. conf file and configure the ServerName option to ref-
erence the controller node:

ServerName controller

The ServerName entry will need to be added if it does not already exist.

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL
terminator.

Finalize the installation

1. Restart the Apache service:

service apache2 restart

2. Configure the administrative account by setting the proper environmental variables:

export admin

export ADMIN_PASS

export admin

export Default

export Default

export http://controller:5000/v3
export 3

These values shown here are the default ones created from keystone—-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap com-
mand in keystone-install-configure-ubuntu.

Create a domain, projects, users, and roles
The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create —--description example

(continues on next page)
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(continued from previous page)

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
——description service

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the mypro ject project:

openstack project create --domain default
—-—description myproject

Note: Do not repeat this step when creating additional users for this project.

e Create the myuser user:

openstack user create —--domain default
——-password-prompt myuser

(continues on next page)
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(continued from previous page)

Create the myrole role:

openstack role create myrole

* Add the myrole role to the myproject project and myuser user:

openstack role add —--project myproject —--user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.

Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

unset OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name admin —--os-username admin token issue

(continues on next page)
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(continued from previous page)

Note: This command uses the password for the admin user.

3. Asthe myuser user created in the previous, request an authentication token:

openstack —--os—auth-url http://controller:5000/v3
—-—os-project-domain-name Default --os-user-domain-name Default
—-—os—-project-name myproject —--os-username myuser token issue
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Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, Open-
Stack supports simple client environment scripts also known as OpenRC files. These scripts typically
contain common options for all clients, but also support unique options. For more information, see the
OpenStack End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information,
see the os-client-config.

export Default

export Default

export admin

export admin

export ADMIN_PASS

export http://controller:5000/v3
export 3

export 2

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo—-openrc file and add the following content:

export Default

export Default

export myproject

export myuser

export DEMO_PASS

export http://controller:5000/v3
export 3

export 2

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.
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Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

admin-openrc

2. Request an authentication token:

openstack token issue
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CHAPTER
TWO

GETTING STARTED

2.1 Keystone Architecture

Much of the design assumes that in most deployments auth backends will be shims in front of existing
user systems.

2.1.1 Services

Keystone is organized as a group of internal services exposed on one or many endpoints. Many of these
services are used in a combined fashion by the frontend. For example, an authenticate call will validate
user/project credentials with the Identity service and, upon success, create and return a token with the
Token service.

Identity

The Identity service provides auth credential validation and data about users and groups. In the basic
case, this data is managed by the Identity service, allowing it to also handle all CRUD operations asso-
ciated with this data. In more complex cases, the data is instead managed by an authoritative backend
service. An example of this would be when the Identity service acts as a frontend for LDAP. In that case
the LDAP server is the source of truth and the role of the Identity service is to relay that information
accurately.

Users

Users represent an individual API consumer. A user itself must be owned by a specific domain, and
hence all user names are not globally unique, but only unique to their domain.

Groups

Groups are a container representing a collection of users. A group itself must be owned by a specific
domain, and hence all group names are not globally unique, but only unique to their domain.
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Resource

The Resource service provides data about projects and domains.

Projects

Projects represent the base unit of ownership in OpenStack, in that all resources in OpenStack
should be owned by a specific project. A project itself must be owned by a specific domain, and hence
all project names are not globally unique, but unique to their domain. If the domain for a project is not
specified, then it is added to the default domain.

Domains

Domains are a high-level container for projects, users and groups. Each is owned by exactly one do-
main. Each domain defines a namespace where an API-visible name attribute exists. Keystone provides
a default domain, aptly named Default.

In the Identity v3 API, the uniqueness of attributes is as follows:
* Domain Name. Globally unique across all domains.
* Role Name. Unique within the owning domain.
* User Name. Unique within the owning domain.
* Project Name. Unique within the owning domain.
* Group Name. Unique within the owning domain.

Due to their container architecture, domains may be used as a way to delegate management of OpenStack
resources. A user in a domain may still access resources in another domain, if an appropriate assignment
is granted.

Assignment

The Assignment service provides data about roles and role assignments.

Roles

Roles dictate the level of authorization the end user can obtain. Roles can be granted at either the
domain or project level. A role can be assigned at the individual user or group level. Role names are
unique within the owning domain.
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Role Assignments

A 3-tuple that has a Role, a Resource and an Identity.

Token

The Token service validates and manages tokens used for authenticating requests once a users credentials
have already been verified.

Catalog

The Catalog service provides an endpoint registry used for endpoint discovery.

2.1.2 Application Construction

Keystone is an HTTP front-end to several services. Since the Rocky release Keystone uses the Flask-
RESTful library to provide a REST API interface to these services.

Keystone defines functions related to Flask-RESTful in keystone.server. flask.common.
Keystone creates API resources which inherit from class keystone.server. flask.common.
ResourceBase and exposes methods for each supported HTTP methods GET, PUT , POST, PATCH
and DELETE. For example, the User resource will look like:

class UserResource

def get (self None

def post (self

class UserChangePasswordResource

def post(self

Routes for each API resource are defined by classes which inherit from keystone. server. flask.
common . APIBase. For example, the UserAPI will look like:

class UserAPI

(continues on next page)
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(continued from previous page)

The methods _add_resources () or _add_mapped_resources () in keystone.server.
flask.common.APIBase bind the resources with the APIs. Within each API, one or more man-
agers are loaded (for example, see keystone.catalog.core.Manager), which are thin wrapper
classes which load the appropriate service driver based on the keystone configuration.

* Assignment

— keystone.

— keystone.

— keystone.

¢ Authentication

— keystone.
— keystone.

— keystone.

* Catalog

— keystone.

— keystone.

— keystone.

¢ Credentials

— keystone.

» Federation

— keystone.

* Identity

— keystone.

— keystone.

e Limits

keystone.

keystone.

keystone.

api.
api.
api.
api.

api.

api.
api.

api.

api.

api.

api

api.

api.

api.

api.

api.

role _assignments
role_inferences
roles

o0s_inherit

system

auth
ec2tokens

s3tokens

endpoints

os_ep_filter

.regions

services

credentials

os_federation

groups

users
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— keystone.

- keystone.

Oauthl

— keystone.

Policy

— keystone.

Resource

— keystone.

— keystone.

Revoke

— keystone.

Trust

— keystone.

api.registered_limits

api.limits

api.os_oauthl

api.policy

api.domains
api

.projects

api.os_revoke

api.trusts

2.1.3 Service Backends

Each of the services can be configured to use a backend to allow keystone to fit a variety of environments
and needs. The backend for each service is defined in the keystone.conf file with the key driver under
a group associated with each service.

A general class exists under each backend to provide an abstract base class for any implementations,
identifying the expected service implementations. The abstract base classes are stored in the services
backends directory as base . py. The corresponding drivers for the services are:

keystone

keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.
keystone.

keystone.

.assignment.backends.base.AssignmentDriverBase
assignment.role _backends.base.RoleDriverBase
auth.plugins.base.AuthMethodHandler
catalog.backends.base.CatalogDriverBase
credential.backends.base.CredentialDriverBase
endpoint_policy.backends.base.EndpointPolicyDriverBase
federation.backends.base.FederationDriverBase
identity.backends.base.IdentityDriverBase
identity.mapping backends.base.MappingDriverBase
identity.shadow _backends.base.ShadowUsersDriverBase
oauthl.backends.base.OauthlDriverBase
policy.backends.base.PolicyDriverBase
resource.backends.base.ResourceDriverBase
resource.confiqg _backends.base.DomainConfigDriverBase

revoke.backends.base.RevokeDriverBase

2.1. Keystone Architecture
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* keystone.token.providers.base.Provider
* keystone.trust.backends.base.TrustDriverBase

If you implement a backend driver for one of the keystone services, youre expected to subclass from
these classes.

Templated Backend

Largely designed for a common use case around service catalogs in the keystone project, a templated
backend is a catalog backend that simply expands pre-configured templates to provide catalog data.

Example paste.deploy config (uses $ instead of % to avoid ConfigParsers interpolation)

2.1.4 Data Model

Keystone was designed from the ground up to be amenable to multiple styles of backends. As such,
many of the methods and data types will happily accept more data than they know what to do with and
pass them on to a backend.

There are a few main data types:
» User: has account credentials, is associated with one or more projects or domains
* Group: a collection of users, is associated with one or more projects or domains
* Project: unit of ownership in OpenStack, contains one or more users
* Domain: unit of ownership in OpenStack, contains users, groups and projects
* Role: a first-class piece of metadata associated with many user-project pairs.
» Token: identifying credential associated with a user or user and project
» Extras: bucket of key-value metadata associated with a user-project pair.
* Rule: describes a set of requirements for performing an action.

While the general data model allows a many-to-many relationship between users and groups to projects
and domains; the actual backend implementations take varying levels of advantage of that functionality.
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2.1.5 Approach to CRUD

While it is expected that any real deployment at a large company will manage their users and groups in
their existing user systems, a variety of CRUD operations are provided for the sake of development and
testing.

CRUD is treated as an extension or additional feature to the core feature set, in that a backend is not
required to support it. It is expected that backends for services that dont support the CRUD operations
will raise a keystone.exception.NotImplemented.

2.1.6 Approach to Authorization (Policy)
Various components in the system require that different actions are allowed based on whether the user
is authorized to perform that action.
For the purposes of keystone there are only a couple levels of authorization being checked for:
* Require that the performing user is considered an admin.
* Require that the performing user matches the user being referenced.

Other systems wishing to use the policy engine will require additional styles of checks and will possibly
write completely custom backends. By default, keystone leverages policy enforcement that is maintained
in oslo.policy.

Rules

Given a list of matches to check for, simply verify that the credentials contain the matches. For example:

1

Credentials are generally built from the user metadata in the extras part of the Identity API. So, adding
arole to the user just means adding the role to the user metadata.

Capability RBAC

(Not yet implemented.)

Another approach to authorization can be action-based, with a mapping of roles to which capabilities
are allowed for that role. For example:

(continues on next page)
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(continued from previous page)

In the backend this would look up the policy for action:nova:add_network and then do what is effectively
a Simple Match style match against the credentials.

2.1.7 Approach to Authentication
Keystone provides several authentication plugins that inherit from keystone.auth.plugins.
base. The following is a list of available plugins.

s keystone.auth.plugins.external.Base

* keystone.auth.plugins.mapped.Mapped

* keystone.auth.plugins.oauthl.OAuth

* keystone.auth.plugins.password.Password

* keystone.auth.plugins.token.Token

* keystone.auth.plugins.totp.TOTP

In the most basic plugin password, two pieces of information are required to authenticate with key-
stone, a bit of Resource information and a bit of Identity.

Take the following call POST data for instance:

The user (ID of Oca8f6) is attempting to retrieve a token that is scoped to project (ID of 263fd9).

To perform the same call with names instead of IDs, we now need to supply information about the
domain. This is because usernames are only unique within a given domain, but user IDs are supposed to
be unique across the deployment. Thus, the auth request looks like the following:
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For both the user and the project portion, we must supply either a domain ID or a domain name, in order
to properly determine the correct user and project.

Alternatively, if we wanted to represent this as environment variables for a command line, it would be:

$ export 1789d1
$ export acme

$ export userA

$ export secretsecret

$ export project-x

Note that the project the user is attempting to access must be in the same domain as the user.

What is Scope?

Scope is an overloaded term.

In reference to authenticating, as seen above, scope refers to the portion of the POST data that dictates
what Resource (project, domain, or system) the user wants to access.

In reference to tokens, scope refers to the effectiveness of a token, i.e.: a project-scoped token is only
useful on the project it was initially granted for. A domain-scoped token may be used to perform domain-
related function. A system-scoped token is only useful for interacting with APIs that affect the entire
deployment.

In reference to users, groups, and projects, scope often refers to the domain that the entity is owned by.
i.e.: a user in domain X is scoped to domain X.
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2.2 Mapping of policy target to API

The following table shows the target in the policy.json file for each APIL.

Target API

identity:get_region GET /v3/regions/{region_id}
identity:list_regions GET /v3/regions
identity:create_region POST /v3/regions

identity:update_region

PATCH /v3/regions/{region_id}

identity:delete_region

DELETE /v3/regions/{region_id}

identity:get_service

GET /v3/services/{service_id}

identity:list_services

GET /v3/services

identity:create_service

POST /v3/services

identity:update_service

PATCH /v3/services/{service__id}

identity:delete_service

DELETE /v3/services/{service__id}

identity:get_endpoint

GET /v3/endpoints/{endpoint_id}

identity:list_endpoints

GET /v3/endpoints

identity:create_endpoint

POST /v3/endpoints

identity:update_endpoint

PATCH /v3/endpoints/{endpoint_id}

identity:delete_endpoint

DELETE /v3/endpoints/{endpoint_id}

identity:get_registered_limit

GET /v3/registered_limits/{registered_limit_id}

identity:list_registered_limits

GET /v3/registered_limits

identity:create_registered_limits

POST /v3/registered_limits

identity:update_registered_limit

PATCH /v3/registered_limits/{registered_limit_id}

identity:delete_registered_limit

DELETE /v3/registered_limits/{registered_limit_id}

identity:get_limit

GET /v3/limits/{limit_id}

identity:list_limits

GET /v3/limits

identity:create_limits

POST /v3/limits

identity:update_limit

PATCH /v3/limits/{limit_id}

identity:delete_limit

DELETE /v3/limits/{limit_id}

identity:get_limit_model

GET /v3/limits/model HEAD /v3/limits/model

identity:get_domain

GET /v3/domains/{domain_id}

identity:list_domains

GET /v3/domains

identity:create_domain

POST /v3/domains

identity:update_domain

PATCH /v3/domains/{domain_id}

identity:delete_domain

DELETE /v3/domains/{domain_id}

identity:get_project

GET /v3/projects/{project_id}

identity:list_projects GET /v3/projects
identity:list_user_projects GET /v3/users/{user_id}/projects
identity:create_project POST /v3/projects

identity:update_project

PATCH /v3/projects/{project_id}

identity:delete_project

DELETE /v3/projects/{project_id}

identity:get_project_tag

GET /v3/projects/{project_id}/tags/{tag_name} HEAD ,

identity:list_project_tags

GET /v3/projects/{project_id}/tags HEAD /v3/projects/|

identity:create_project_tag

PUT /v3/projects/{project_id}/tags/{tag_name}

identity:update_project_tags

PUT /v3/projects/{project_id}/tags

identity:delete_project_tag

DELETE /v3/projects/{project_id }/tags/{tag_name}

identity:delete_project_tags

DELETE /v3/projects/{project_id}/tags
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Table 1 — continued from pr

Target API

identity:get_user GET /v3/users/{user_id}
identity:list_users GET /v3/users
identity:create_user POST /v3/users

identity:update_user

PATCH /v3/users/{user_id}

identity:delete_user

DELETE /v3/users/{user_id}

identity:get_group

GET /v3/groups/{group_id}

identity:list_groups GET /v3/groups
identity:list_groups_for_user GET /v3/users/{user_id}/groups
identity:create_group POST /v3/groups

identity:update_group

PATCH /v3/groups/{ group_id}

identity:delete_group

DELETE /v3/groups/{ group_id}

identity:list_users_in_group

GET /v3/groups/{group_id}/users

identity:remove_user_from_group

DELETE /v3/groups/{group_id}/users/{user_id}

identity:check_user_in_group

GET /v3/groups/{group_id}/users/{user_id}

identity:add_user_to_group

PUT /v3/groups/{group_id}/users/{user_id}

identity:get_credential

GET /v3/credentials/{credential_id}

identity:list_credentials

GET /v3/credentials

identity:create_credential

POST /v3/credentials

identity:update_credential

PATCH /v3/credentials/{credential_id}

identity:delete_credential

DELETE /v3/credentials/{credential_id}

identity:ec2_get_credential

GET /v3/users/{user_id }/credentials/OS-EC2/{credentia

identity:ec2_list_credentials

GET /v3/users/{user_id}/credentials/OS-EC2

identity:ec2_create_credential

POST /v3/users/{user_id }/credentials/OS-EC2

identity:ec2_delete_credential

DELETE /v3/users/{user_id}/credentials/OS-EC2/{cred

identity:get_role

GET /v3/roles/{role_id}

identity:list_roles

GET /v3/roles

identity:create_role

POST /v3/roles

identity:update_role

PATCH /v3/roles/{role_id}

identity:delete_role

DELETE /v3/roles/{role_id}

identity:get_domain_role

GET /v3/roles/{role_id} where role.domain_id is not nul

identity:list_domain_roles

GET /v3/roles?domain_id where role.domain_id is not n

identity:create_domain_role

POST /v3/roles where role.domain_id is not null

identity:update_domain_role

PATCH /v3/roles/{role_id} where role.domain_id is not

identity:delete_domain_role

DELETE /v3/roles/{role_id} where role.domain_id is nc

identity:get_implied_role

GET /v3/roles/{prior_role_id}/implies/{implied_role_id

identity:list_implied_roles

GET /v3/roles/{prior_role_id}/implies

identity:create_implied_role

PUT /v3/roles/{prior_role_id}/implies/{implied_role_id

identity:delete_implied_role

DELETE /v3/roles/{prior_role_id}/implies/{implied_ro]

identity:list_role_inference_rules

GET /v3/role_inferences

identity:check_implied_role

HEAD /v3/roles/{prior_role_id }/implies/{implied_role_

identity:check_grant

GET grant_resources

identity:list_grants

GET grant_collections

identity:create_grant

PUT grant_resources

identity:revoke_grant

DELETE grant_resources

identity:list_system_grants_for_user

GET /v3/system/users/{user_id}/roles

identity:check_system_grant_for_user

GET /v3/system/users/{user_id}/roles/{role_id}

identity:create_system_grant_for_user

PUT /v3/system/users/{user_id }/roles/{role_id}

2.2. Mapping of policy target to API
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Table 1 — continued from pr

Target

API

identity:revoke_system_grant_for_user

DELETE /v3/system/users/{user_id }/roles/{role_id}

identity:list_system_grants_for_group

GET /v3/system/groups/{group_id}/roles

identity:check_system_grant_for_group

GET /v3/system/groups/{group_id}/roles/{role_id}

identity:create_system_grant_for_group

PUT /v3/system/groups/{group_id }/roles/{role_id}

identity:revoke_system_grant_for_group

DELETE /v3/system/groups/{group_id}/roles/{role_id}

identity:list_role_assignments

GET /v3/role_assignments

identity:list_role_assignments_for_tree

GET /v3/role_assignments?include_subtree

identity:get_policy

GET /v3/policy/{policy_id}

identity:list_policies

GET /v3/policy

identity:create_policy

POST /v3/policy

identity:update_policy

PATCH /v3/policy/{policy_id}

identity:delete_policy

DELETE /v3/policy/{policy_id}

identity:check_token HEAD /v3/auth/tokens
identity:validate_token GET /v3/auth/tokens
identity:revocation_list GET /v3/auth/tokens/OS-PKl/revoked
identity:revoke_token DELETE /v3/auth/tokens

identity:create_trust

POST /v3/OS-TRUST/trusts

identity:list_trusts

GET /v3/0S-TRUST/trusts

identity:list_trusts_for_trustor

GET /v3/0OS-TRUST/trusts?trustor_user_id={trustor_us

identity:list_trusts_for_trustee

GET /v3/0OS-TRUST/trusts ?trustee_user_id={trustee_us

identity:list_roles_for_trust

GET /v3/0OS-TRUST/trusts/{trust_id }/roles

identity:get_role_for_trust

GET /v3/0OS-TRUST/trusts/{trust_id}/roles/{role_id}

identity:delete_trust

DELETE /v3/OS-TRUST/trusts/{trust_id }

identity:get_trust

GET /v3/OS-TRUST/trusts/{trust_id}

identity:create_consumer

POST /v3/0S-OAUTH]1/consumers

identity:get_consumer

GET /v3/0S-OAUTH1/consumers/{consumer_id}

identity:list_consumers

GET /v3/0S-OAUTH1/consumers

identity:delete_consumer

DELETE /v3/0S-OAUTH1/consumers/{consumer_id}

identity:update_consumer

PATCH /v3/0S-OAUTH1/consumers/{consumer_id}

identity:authorize_request_token

PUT /v3/0OS-OAUTH1/authorize/{request_token_id}

identity:list_access_token_roles

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens/{.

identity:get_access_token_role

GET /v3/users/{user_id }/OS-OAUTH 1/access_tokens/{.

identity:list_access_tokens

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens

identity:get_access_token

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens/{:

identity:delete_access_token

DELETE /v3/users/{user_id }/OS-OAUTH1/access_toke

identity:list_projects_for_endpoint

GET /v3/0S-EP-FILTER/endpoints/{endpoint_id}/proje

identity:add_endpoint_to_project

PUT /v3/OS-EP-FILTER/projects/{ project_id }/endpoint

identity:check_endpoint_in_project

GET /v3/0S-EP-FILTER/projects/{project_id }/endpoint

identity:list_endpoints_for_project

GET /v3/0S-EP-FILTER/projects/{project_id }/endpoint

identity:remove_endpoint_from_project

DELETE /v3/0OS-EP-FILTER/projects/{project_id }/end|

identity:create_endpoint_group

POST /v3/OS-EP-FILTER/endpoint_groups

identity:list_endpoint_groups

GET /v3/0S-EP-FILTER/endpoint_groups

identity:get_endpoint_group

GET /v3/0OS-EP-FILTER/endpoint_groups/{endpoint_gi

identity:update_endpoint_group

PATCH /v3/OS-EP-FILTER/endpoint_groups/{endpoint

identity:delete_endpoint_group

DELETE /v3/0OS-EP-FILTER/endpoint_groups/{endpoi

identity:list_projects_associated_with_endpoint_group

GET /v3/0S-EP-FILTER/endpoint_groups/{endpoint_gi

identity:list_endpoints_associated_with_endpoint_group

GET /v3/0S-EP-FILTER/endpoint_groups/{endpoint_gi
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Table 1 — continued from pr

Target API

identity:get_endpoint_group_in_project GET /v3/0S-EP-FILTER/endpoint_groups/{endpoint_gi
identity:list_endpoint_groups_for_project GET /v3/0S-EP-FILTER/projects/{project_id }/endpoint
identity:add_endpoint_group_to_project PUT /v3/OS-EP-FILTER/endpoint_groups/{endpoint_gt
identity:remove_endpoint_group_from_project DELETE /v3/OS-EP-FILTER/endpoint_groups/{endpoi
identity:create_identity_provider PUT /v3/OS-FEDERATION/identity_providers/{idp_id’
identity:list_identity_providers GET /v3/OS-FEDERATION/identity_providers
identity:get_identity_provider GET /v3/OS-FEDERATION/identity_providers/{idp_id
identity:update_identity_provider PATCH /v3/0OS-FEDERATION/identity_providers/{idp_
identity:delete_identity_provider DELETE /v3/0OS-FEDERATION/identity_providers/{id|
identity:create_protocol PUT /v3/OS-FEDERATION/identity_providers/{idp_id’
identity:update_protocol PATCH /v3/OS-FEDERATION/identity_providers/{idp_
identity:get_protocol GET /v3/0OS-FEDERATION/identity_providers/{idp_id
identity:list_protocols GET /v3/0OS-FEDERATION/identity_providers/{idp_id
identity:delete_protocol DELETE /v3/0OS-FEDERATION/identity_providers/{id|
identity:create_mapping PUT /v3/OS-FEDERATION/mappings/{ mapping_id}
identity:get_mapping GET /v3/OS-FEDERATION/mappings/{ mapping_id}
identity:list_mappings GET /v3/0S-FEDERATION/mappings
identity:delete_mapping DELETE /v3/0OS-FEDERATION/mappings/{ mapping_i
identity:update_mapping PATCH /v3/OS-FEDERATION/mappings/{ mapping_id
identity:create_service_provider PUT /v3/OS-FEDERATION/service_providers/{sp_id}
identity:list_service_providers GET /v3/0S-FEDERATION/service_providers
identity:get_service_provider GET /v3/OS-FEDERATION/service_providers/{sp_id}
identity:update_service_provider PATCH /v3/OS-FEDERATIONY/service_providers/{sp_i
identity:delete_service_provider DELETE /v3/0OS-FEDERATION/service_providers/{sp_
identity:get_auth_catalog GET /v3/auth/catalog

identity:get_auth_projects GET /v3/auth/projects

identity:get_auth_domains GET /v3/auth/domains

identity:get_auth_system GET /v3/auth/system

identity:list_projects_for_user GET /v3/0OS-FEDERATION/projects
identity:list_domains_for_user GET /v3/0S-FEDERATION/domains
identity:list_revoke_events GET /v3/0S-REVOKE/events
identity:create_policy_association_for_endpoint PUT /v3/policies/{policy_id }/OS-ENDPOINT-POLICY
identity:check_policy_association_for_endpoint GET /v3/policies/{policy_id}/OS-ENDPOINT-POLICY
identity:delete_policy_association_for_endpoint DELETE /v3/policies/{policy_id }/OS-ENDPOINT-POL
identity:create_policy_association_for_service PUT /v3/policies/{policy_id }/OS-ENDPOINT-POLICY
identity:check_policy_association_for_service GET /v3/policies/{policy_id}/OS-ENDPOINT-POLICY
identity:delete_policy_association_for_service DELETE /v3/policies/{policy_id }/OS-ENDPOINT-POL
identity:create_policy_association_for_region_and_service | PUT /v3/policies/{policy_id }/OS-ENDPOINT-POLICY
identity:check_policy_association_for_region_and_service | GET /v3/policies/{policy_id}/OS-ENDPOINT-POLICY
identity:delete_policy_association_for_region_and_service | DELETE /v3/policies/{policy_id}/OS-ENDPOINT-POL
identity:get_policy_for_endpoint GET /v3/endpoints/{endpoint_id }/OS-ENDPOINT-POL
identity:list_endpoints_for_policy GET /v3/policies/{policy_id }/OS-ENDPOINT-POLICY
identity:create_domain_config PUT /v3/domains/{domain_id}/config
identity:get_domain_config GET /v3/domains/{domain_id}/config GET /v3/domain:
identity:get_security_compliance_domain_config GET /v3/domains/{domain_id}/config/security_complia
identity:update_domain_config PATCH /v3/domains/{domain_id}/config PATCH /v3/do
identity:delete_domain_config DELETE /v3/domains/{domain_id}/config DELETE /v
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Table 1 — continued from pr

Target

API

identity:get_domain_config_default

GET /v3/domains/config/default GET /v3/domains/confi

identity:get_application_credential

GET /v3/users/{user_id}/application_credentials/{applic

identity:list_application_credentials

GET /v3/users/{user_id}/application_credentials

identity:create_application_credential

POST /v3/users/{user_id}/application_credential

identity:delete_application_credential

DELETE /v3/users/{user_id}/application_credential/{ap

identity:get_access_rule

GET /v3/users/{user_id }/access_rules/{access_rule_id}

identity:list_access_rules

GET /v3/users/{user_id}/access_rules

identity:delete_access_rule

DELETE /v3/users/{user_id}/access_rules/{access_rule

grant_resources are:

* /v3/projects/{project_id}/users/{user_id}/roles/{role_id}

* /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

¢ /v3/domains/{domain_id}/users/{user_id}/roles/{role_id}

* /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

grant_collections are:
* /v3/projects/{project_id}/users/{user_id}/roles
* /v3/projects/{project_id}/groups/{group_id}/roles

e /v3/domains/{domain_id}/users/{user_id }/roles

* /v3/domains/{domain_id}/groups/{group_id}/roles

2.3 Getting Involved

/v3/OS-INHERIT/domains/{domain_id }/users/{user_id}/roles/{role_id}/inherited_to_projects
/v3/OS-INHERIT/domains/{domain_id }/groups/{ group_id}/roles/{role_id}/inherited_to_projects
/v3/OS-INHERIT/projects/{project_id }/users/{user_id}/roles/{role_id}/inherited_to_projects
/v3/OS-INHERIT/projects/{project_id}/groups/{ group_id}/roles/{role_id}/inherited_to_projects

/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/inherited_to_projects
/v3/OS-INHERIT/domains/{domain_id }/users/{user_id}/roles/inherited_to_projects

The OpenStack community is a very friendly group and there are places online to join in with the
community. Feel free to ask questions. This document points you to some of the places where you can

communicate with people.
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2.3.1 How to Join the Community

Our community welcomes all people interested in open source cloud computing, and there are no for-
mal membership requirements. The best way to join the community is to talk with others online or
at a meetup and offer contributions through Launchpad, the wiki, or blogs. We welcome all types of
contributions, from feature designs to documentation to testing to deployment scripts.

#openstack-keystone on Freenode IRC Network

You can find Keystone folks in irc://freenode.net/#openstack-keystone. This is usually the best place
to ask questions and find your way around. IRC stands for Internet Relay Chat and it is a way to chat
online in real time. You can also ask a question and come back to the log files to read the answer later.
Logs for the #openstack IRC channels are stored at http://eavesdrop.openstack.org/irclogs/.

For more information regarding OpenStack IRC channels please visit the OpenStack IRC Wiki.

Keystone on Launchpad
Launchpad is a code hosting that OpenStack is using to track bugs, feature work, and releases of Open-
Stack. Like other OpenStack projects, Keystone source code is hosted on opendev.org

» Keystone Project Page on Launchpad

» Keystone Source Repository

Within launchpad, we use bugs to report issues as well as to track feature work. If you are looking for
a place to get started contributing to keystone, please look at any bugs for Keystone that are tagged as
low-hanging-fruit.

OpenStack Blog

The OpenStack blog includes a weekly newsletter that aggregates OpenStack news from around the
internet, as well as providing inside information on upcoming events and posts from OpenStack contrib-
utors.

OpenStack Blog

See also: Planet OpenStack, an aggregation of blogs about OpenStack from around the internet, com-
bined into a web site and RSS feed. If youd like to contribute with your blog posts, there are instructions
for adding your blog.

Twitter

Because all the cool kids do it: @openstack. Also follow the #openstack tag for relevant tweets.
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CHAPTER
THREE

CODE DOCUMENTATION

3.1 keystone

3.1.1 keystone package
Subpackages

keystone.api package
Submodules
keystone.api.auth module

class keystone.api.auth.AuthAPI (blueprint_url_prefix="", api_url_prefix=",
default_mediatype="application/json’, decora-

tors=None, errors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.auth.AuthProj]
resources = []

class keystone.api.auth.AuthCatalogResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get ()
Get service catalog for token.

GET/HEAD /v3/auth/catalog
methods = {'GET'}

class keystone.api.auth.AuthDomainsResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'domains'

get ()
Get possible domain scopes for token.

GET/HEAD /v3/auth/domains GET/HEAD /v3/OS-FEDERATION/domains
member_key = 'domain'

methods = {'GET'}
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class keystone.api.auth.AuthFederationAPTI (blueprint_url_prefix=",
api_url_prefix=", de-
Sfault_mediatype="application/json’,
decorators=None, errors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.auth.AuthFede
resources = []

class keystone.api.auth.AuthFederationSaml2ECPResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get ()
methods = {'GET', 'POST'}

post ()
Exchange a scoped token for an ECP assertion.

POST /v3/auth/OS-FEDERATION/saml2/ecp

class keystone.api.auth.AuthFederationSaml2Resource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get ()
methods = {'GET', 'POST'}

post ()
Exchange a scoped token for a SAML assertion.

POST /v3/auth/OS-FEDERATION/saml2

class keystone.api.auth.AuthFederationWebSSOIDPsResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get (idp_id, protocol_id)
methods = {'GET', 'POST'}
post (idp_id, protocol_id)

class keystone.api.auth.AuthFederationWebSSOResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get (protocol_id)
methods = {'GET', 'POST'}
post (protocol_id)

class keystone.api.auth.AuthProjectsResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'projects'

get ()
Get possible project scopes for token.

GET/HEAD /v3/auth/projects GET/HEAD /v3/OS-FEDERATION/projects

member_key = 'project'
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methods = {'GET'}

class keystone.api.auth.AuthSystemResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get ()
Get possible system scopes for token.

GET/HEAD /v3/auth/system
methods = {'GET'}

class keystone.api.auth.AuthTokenOSPKIResource
Bases: flask_restful.Resource

get ()
Deprecated; get revoked token list.

GET/HEAD /v3/auth/tokens/OS-PKI/revoked
methods = {'GET'}

class keystone.api.auth.AuthTokenResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

delete ()
Revoke a token.

DELETE /v3/auth/tokens

get ()
Validate a token.

HEAD/GET /v3/auth/tokens
methods = {'DELETE', 'GET', 'POST'}

post ()
Issue a token.

POST /v3/auth/tokens

keystone.api.credentials module

class keystone.api.credentials.CredentialAPI (blueprint_url_prefix="",

api_url_prefix=", de-
Sfault_mediatype="application/json’,
decorators=None, er-
rors=None)

Bases: keystone.server. flask.common.APIBase
resource_mapping = []
resources = [<class 'keystone.api.credentials.CredentialResource'>]

class keystone.api.credentials.CredentialResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'credentials'

delete (credential_id)
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get (credential_id=None)

member_key = 'credential'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}
patch (credential_id)

post ()

keystone.api.discovery module

class keystone.api.discovery.DiscoveryAPI
Bases: object

static instantiate_and_register_to_app (flask_app)

class keystone.api.discovery.MimeTypes
Bases: object

JSON = 'application/json'

JSON_HOME = 'application/json-home'
keystone.api.discovery.get_version_v3 ()
keystone.api.discovery.get_versions ()

keystone.api.discovery.v3_mime_type_best_match ()

keystone.api.domains module

class keystone.api.domains.DefaultConfigGroupResource
Bases: flask_restful.Resource

get (group=None)
Get default domain group config.

GET/HEAD /v3/domains/config/{ group }/default
methods = {'GET'}

class keystone.api.domains.DefaultConfigOptionResource
Bases: flask_restful.Resource

get (group=None, option=None)
Get default domain group option config.

GET/HEAD /v3/domains/config/{ group}/{option }/default
methods = {'GET'}

class keystone.api.domains.DefaultConfigResource
Bases: flask_restful.Resource

get ()
Get default domain config.

GET/HEAD /v3/domains/config/default
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methods = {'GET'}

class keystone.api.domains.DomainAPI (blueprint_url_prefix="",
api_url_prefix=", de-
fault_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server.flask.common.APIBase

CONFIG_GROUP = 'https://docs.openstack.org/api/openstack-identity/3/param/cc
CONFIG_OPTION = 'https://docs.openstack.org/api/openstack-identity/3/param/c
resource_mapping = [resource_map (resource=<class 'keystone.api.domains.Domai
resources = [<class 'keystone.api.domains.DomainResource'>]

class keystone.api.domains.DomainConfigBase
Bases: keystone.server. flask.common.ResourceBase

delete (domain_id=None, group=None, option=None)
Delete domain config.

DELETE /v3/domains/{domain_id}/config DELETE /v3/domains/{domain_id}/config/{ group}
DELETE /v3/domains/{domain_id}/config/{ group}/{option}

get (domain_id=None, group=None, option=None)
Check if config option exists.

GET/HEAD /v3/domains/{domain_id}/config GET/HEAD
/v3/domains/{domain_id}/config/{group} GET/HEAD /v3/domains/{domain_id }/config/{group}/{option}

member_key = 'config'
methods = {'DELETE', 'GET', 'PATCH'}

patch (domain_id=None, group=None, option=None)
Update domain config option.

PATCH /v3/domains/{domain_id}/config PATCH /v3/domains/{domain_id}/config/{ group}
PATCH /v3/domains/{domain_id}/config/{group}/{option}

class keystone.api.domains.DomainConfigGroupResource
Bases: keystone.api.domains.DomainConfigBase

Provides config group routing functionality.
This class leans on DomainConfigBase to provide the following APIs:

GET/HEAD /v3/domains/{domain_id}/config/{group} PATCH
/v3/domains/{domain_id}/config/{group} DELETE /v3/domains/{domain_id}/config/{ group}

methods = {'DELETE', 'GET', 'PATCH'}

class keystone.api.domains.DomainConfigOptionResource
Bases: keystone.api.domains.DomainConfigBase

Provides config option routing functionality.
This class leans on DomainConfigBase to provide the following APIs:

GET/HEAD /v3/domains/{domain_id}/config/{ group}/{option}
PATCH /v3/domains/{domain_id}/config/{group}/{option} DELETE
/v3/domains/{domain_id}/config/{group}/{option}
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methods = {'DELETE', 'GET', 'PATCH'}

class keystone.api.domains.DomainConfigResource
Bases: keystone.api.domains.DomainConfigBase

Provides config routing functionality.
This class leans on DomainConfigBase to provide the following APIs:

GET/HEAD  /v3/domains/{domain_id}/config =~ PATCH /v3/domains/{domain_id}/config
DELETE /v3/domains/{domain_id}/config

methods = {'DELETE', 'GET', 'PATCH', 'PUT'}

put (domain_id)
Create domain config.

PUT /v3/domains/{domain_id}/config

class keystone.api.domains.DomainGroupListResource
Bases: flask_restful.Resource

get (domain_id=None, group_id=None)
List all domain grats for a specific group.

GET/HEAD /v3/domains/{domain_id}/groups/{ group_id}/roles
methods = {'GET'}

class keystone.api.domains.DomainGroupResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'grants'

delete (domain_id=None, group_id=None, role_id=None)
Revoke a role from a group on a domain.

DELETE /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

get (domain_id=None, group_id=None, role_id=None)
Check if a group has a specific role on a domain.

GET/HEAD /v3/domains/{domain_id }/groups/{ group_id}/roles/{role_id}
member_key = 'grant'
methods = {'DELETE', 'GET', 'PUT'}

put (domain_id=None, group_id=None, role_id=None)
Grant a role to a group on a domain.

PUT /v3/domains/{domain_id }/groups/{group_id}/roles/{role_id}

class keystone.api.domains.DomainResource
Bases: keystone.server.flask.common.ResourceBase

collection_key = 'domains'

delete (domain_id)
Delete domain.

DELETE /v3/domains/{domain_id}
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get (domain_id=None)
Get domain or list domains.

GET/HEAD /v3/domains GET/HEAD /v3/domains/{domain_id }
get_member_ from_driver
member_key = 'domain'
methods = {'DELETE', 'GET', 'PATCH', 'POST'}

patch (domain_id)
Update domain.

PATCH /v3/domains/{domain_id}

post ()
Create domain.

POST /v3/domains

class keystone.api.domains.DomainUserListResource
Bases: flask_restful.Resource

get (domain_id=None, user_id=None)
Get user grant.

GET/HEAD /v3/domains/{domain_id }/users/{user_id}/roles
methods = {'GET'}

class keystone.api.domains.DomainUserResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'grants'

delete (domain_id=None, user_id=None, role_id=None)
Revoke a role from user on a domain.

DELETE /v3/domains/{domain_id }/users/{user_id}/roles/{role_id}

get (domain_id=None, user_id=None, role_id=None)
Check if a user has a specific role on the domain.

GET/HEAD /v3/domains/{domain_id }/users/{user_id}/roles/{role_id}
member_key = 'grant'
methods = {'DELETE', 'GET', 'PUT'}

put (domain_id=None, user_id=None, role_id=None)
Create a role to a user on a domain.

PUT /v3/domains/{domain_id }/users/{user_id }/roles/{role_id}
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keystone.api.ec2tokens module

class keystone.api.ec2tokens.EC2TokensAPI (blueprint_url_prefix=",
api_url_prefix=", de-
Sfault_mediatype="application/json’,
decorators=None, errors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.ec2tokens.EC2
resources = []

class keystone.api.ec2tokens.EC2TokensResource
Bases: keystone.api._shared.EC2_S3_Resource.ResourceBase

methods = {'GET', 'POST'}

post ()
Authenticate ec2 token.

POST /v3/ec2tokens

keystone.api.endpoints module

class keystone.api.endpoints.EndpointAPTI (blueprint_url_prefix=",
api_url_prefix=", de-
fault_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.endpoints.End
resources = [<class 'keystone.api.endpoints.EndpointResource'>]

class keystone.api.endpoints.EndpointPolicyEndpointResource
Bases: flask_restful.Resource

get (endpoint_id)
methods = {'GET'}

class keystone.api.endpoints.EndpointResource
Bases: keystone.server.flask.common.ResourceBase

collection_key = 'endpoints'

delete (endpoint_id)

get (endpoint_id=None)

get_member_ from_driver

member_key = 'endpoint'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}
patch (endpoint_id)

post ()
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keystone.api.groups module

class keystone.api.groups.GroupAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.groups.GroupU
resources = [<class 'keystone.api.groups.GroupsResource'>]

class keystone.api.groups.GroupUsersResource
Bases: keystone.server. flask.common.ResourceBase

get (group_id)
Get list of users in group.

GET/HEAD /groups/{group_id}/users
methods = {'GET'}

class keystone.api.groups.GroupsResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'groups'

delete (group_id)
Delete group.

DELETE /groups/{group_id}
get (group_id=None)
get_member_ from_driver
member_key = 'group'
methods = {'DELETE', 'GET', 'PATCH', 'POST'}

patch (group_id)
Update group.

PATCH /groups/{group_id}

post ()
Create group.

POST /groups

class keystone.api.groups.UserGroupCRUDResource
Bases: flask_restful.Resource

delete (group_id, user_id)
Remove user from group.

DELETE /groups/{ group_id}/users/{user_id}

get (group_id, user_id)
Check if a user is in a group.

GET/HEAD /groups/{ group_id}/users/{user_id}

methods = {'DELETE', 'GET', 'PUT'}
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put (group_id, user_id)
Add user to group.

PUT /groups/{group_id}/users/{user_id}

keystone.api.limits module

class keystone.api.limits.LimitModelResource
Bases: flask_restful.Resource

get ()
methods = {'GET'}

>

class keystone.api.limits.LimitsAPTI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.limits.LimitM
resources = [<class 'keystone.api.limits.LimitsResource'>]

class keystone.api.limits.LimitsResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'limits'

delete (limit_id)

get (limit_id=None)

get_member_ from_driver
json_home_resource_status = 'experimental'
member_key = 'limit'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}
patch (limit_id)

post ()

keystone.api.os_ep_filter module

class keystone.api.os_ep_filter.EPFilterAPI (blueprint_url_prefix="",

api_url_prefix=", de-
fault_mediatype="application/json’,
decorators=None, er-
rors=None)

Bases: keystone.server.flask.common.APIBase
resource_mapping = [resource_map (resource=<class 'keystone.api.os_ep_filter.
resources = [<class 'keystone.api.os_ep_ filter.EndpointGroupsResource'>]

class keystone.api.os_ep_filter.EPFilterEndpointProjectsResource
Bases: flask_restful.Resource
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get (endpoint_id)

Return a list of projects associated with the endpoint.

methods = {'GET'}

class keystone.api.os_ep_filter

.EPFilterGroupsProjectsResource

Bases: keystone.server. flask.common.ResourceBase

collection_key =

'project_endpoint_groups'

delete (endpoint_group_id, project_id)

get (endpoint_group_id, project_id)
member_key =

methods = {'DELETE', 'GET',
put (endpoint_group_id, project_id)

class keystone.api.os_ep_filter
Bases: flask_restful.Resource
get (project_id)
methods = {'GET'}

class keystone.api.os_ep_filter
Bases: flask_restful.Resource
delete (project_id, endpoint_id)
get (project_id, endpoint_id)
methods = {'DELETE', 'GET',
put (project_id, endpoint_id)

class keystone.api.os_ep_filter
Bases: flask_restful.Resource
get (endpoint_group_id)
methods = {'GET'}

class keystone.api.os_ep_filter
Bases: flask _restful.Resource
get (endpoint_group_id)
methods = {'GET'}

class keystone.api.os_ep_filter
Bases: flask_restful.Resource
get (project_id)
methods = {'GET'}

class keystone.api.os_ep_filter
Bases: keystone.server.flask.

api_prefix =

collection_key =

'project_endpoint_group'

'"PUT' }

.EPFilterProjectEndpointsListResource

.EPFilterProjectsEndpointsResource

'"PUT' }

.EndpointFilterEPGroupsEndpoints

.EndpointFilterEPGroupsProjects

.EndpointFilterProjectEndpointGroupsListResource

.EndpointGroupsResource
common.ResourceBase

' /OS-EP-FILTER'

'endpoint_groups'
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delete (endpoint_group_id)

get (endpoint_group_id=None)

json_home_parameter_rel_func (*, extension_version="1.0’, parameter_name)
json_home_resource_rel_func (¥, extension_version="1.0’, resource_name)
member_key = 'endpoint_group'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}

patch (endpoint_group_id)

post ()

keystone.api.os_federation module

class keystone.api.os_federation.IDPProtocolsCRUDResource
Bases: keystone.api.os_federation._TIdentityProvidersProtocolsResourceBase

delete (idp_id, protocol_id)
Delete a protocol from an IDP.

DELETE /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}

get (idp_id, protocol_id)
Get protocols for an IDP.

HEAD/GET /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}
methods = {'DELETE', 'GET', 'PATCH', 'PUT'}

patch (idp_id, protocol_id)
Update protocol for an IDP.

PATCH /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}

put (idp_id, protocol_id)
Create protocol for an IDP.

PUT /OS-Federation/identity_providers/{idp_id }/protocols/{protocol_id}

class keystone.api.os_federation.IDPProtocolsListResource
Bases: keystone.api.os_federation._TIdentityProvidersProtocolsResourceBase

get (idp_id)
List protocols for an IDP.

HEAD/GET /OS-FEDERATION/identity_providers/{idp_id }/protocols
methods = {'GET'}

class keystone.api.os_federation.IdentityProvidersResource
Bases: keystone.api.os_federation._ResourceBase

api_prefix = '/OS-FEDERATION'
collection_key = 'identity providers'
delete (idp_id)

get (idp_id=None)
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member_key = 'identity provider'

methods = {'DELETE', 'GET', 'PATCH', 'PUT'}
patch (idp_id)

put (idp_id)

Create an idp resource for federated authentication.
PUT /OS-FEDERATION/identity_providers/{idp_id}

class keystone.api.os_federation.MappingResource
Bases: keystone.api.os_federation._ResourceBase

api_prefix = '/OS-FEDERATION'
collection_key = 'mappings'

delete (mapping_id)
Delete a mapping.

DELETE /OS-FEDERATION/mappings/{mapping_id}
get (mapping_id=None)
member_key = 'mapping'
methods = {'DELETE', 'GET', 'PATCH', 'PUT'}

patch (mapping_id)
Update a mapping.
PATCH /OS-FEDERATION/mappings/{ mapping_id}

put (mapping_id)
Create a mapping.

PUT /OS-FEDERATION/mappings/{ mapping_id}

class keystone.api.os_federation.OSFederationAPI (blueprint_url_prefix="",
api_url_prefix=", de-
Sfault_mediatype="application/json’,
decorators=None, er-

rors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.os_federation
resources = []

class keystone.api.os_federation.OSFederationAuthResource
Bases: flask_restful.Resource

get (idp_id, protocol_id)
Authenticate from dedicated uri endpoint.

GET/HEAD /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}/auth
methods = {'GET', 'POST'}

post (idp_id, protocol_id)
Authenticate from dedicated uri endpoint.

POST /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}/auth
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class keystone.api.os_federation.OSFederationIdentityProvidersAPI (blueprint_url_prefix-

api_url_prefix=",
de-
fault_mediatype="ap
dec-
o-
ra-
tors=None,
er-
rors=None)

Bases: keystone.server.flask.common.APIBase

resource_mapping = []

resources = [<class 'keystone.api.os_federation.IdentityProvidersResource'>]

class keystone.api.os_federation.OSFederationIdentityProvidersProtocolsAPI (bluepri

api_url
de-
Sfault_m
dec-
0-
ra-
tors=N
er-
rors=N
Bases: keystone.server.flask.common.APIBase
resource_mapping = [resource_map (resource=<class 'keystone.api.os_federation
resources = []
class keystone.api.os_federation.OSFederationMappingsAPI (blueprint_url_prefix=",
api_url_prefix=",
de-
Sfault_mediatype="application/jsor
decora-
tors=None,
er-
rors=None)
Bases: keystone.server.flask.common.APIBase
resource_mapping = []
resources = [<class 'keystone.api.os_federation.MappingResource'>]

class keystone.api.os_federation.OSFederationServiceProvidersAPI (blueprint_url_prefix=
api_url_prefix=",
de-
Sfault_mediatype="app
dec-
o-
ra-
tors=None,
er-

rors=None)
Bases: keystone.server.flask.common.APIBase
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resource_mapping = []
resources = [<class 'keystone.api.os_federation.ServiceProvidersResource'>]

class keystone.api.os_federation.SAML2MetadataResource
Bases: flask_restful.Resource

get ()
Get SAML2 metadata.

GET/HEAD /OS-FEDERATION/saml2/metadata
methods = {'GET'}

class keystone.api.os_federation.ServiceProvidersResource
Bases: keystone.api.os_federation._ResourceBase

api_prefix = '/OS-FEDERATION'
collection_key = 'service_providers'
delete (sp_id)

Delete a service provider.

DELETE /OS-FEDERATION/service_providers/{sp_id}
get (sp_id=None)
member_key = 'service_provider'
methods = {'DELETE', 'GET', 'PATCH', 'PUT'}

patch (sp_id)
Update a service provider.

PATCH /OS-FEDERATION/service_providers/{sp_id}

put (sp_id)
Create a service provider.

PUT /OS-FEDERATION/service_providers/{sp_id}

keystone.api.os_inherit module

class keystone.api.os_inherit.OSInheritAPI (blueprint_url_prefix=",

api_url_prefix="", de-
fault_mediatype="application/json’,
decorators=None, er-
rors=None)

Bases: keystone.server. flask.common.APIBase
resource_mapping = [resource_map (resource=<class 'keystone.api.os_inherit.OS
resources = []

class keystone.api.os_inherit.OSInheritDomainGroupRolesListResource
Bases: flask_restful.Resource

get (domain_id, group_id)
List roles (inherited) for a group on a domain.
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GET/HEAD /OS-INHERIT/domains/{domain_id}/groups/{group_id}
/roles/inherited_to_projects

methods = {'GET'}

class keystone.api.os_inherit.OSInheritDomainGroupRolesResource
Bases: flask_restful.Resource

delete (domain_id, group_id, role_id)
Revoke an inherited grant for a group on a domain.

DELETE /OS-INHERIT/domains/{domain_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

get (domain_id, group_id, role_id)
Check for an inherited grant for a group on a domain.

GET/HEAD /OS-INHERIT/domains/{domain_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

methods = {'DELETE', 'GET', 'PUT'}

put (domain_id, group_id, role_id)
Create an inherited grant for a group on a domain.

PUT /OS-INHERIT/domains/{domain_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

class keystone.api.os_inherit.OSInheritDomainUserRolesListResource
Bases: flask_restful.Resource

get (domain_id, user_id)
List roles (inherited) for a user on a domain.

GET/HEAD /OS-INHERIT/domains/{domain_id}/users/{user_id}
/roles/inherited_to_projects

methods = {'GET'}

class keystone.api.os_inherit.OSInheritDomainUserRolesResource
Bases: flask_restful.Resource

delete (domain_id, user_id, role_id)
Revoke a grant from a user on a domain.

DELETE /OS-INHERIT/domains/{domain_id}/users/{user_id}/roles
/{role_id}/inherited_to_projects

get (domain_id, user_id, role_id)
Check for an inherited grant for a user on a domain.

GET/HEAD /OS-INHERIT/domains/{domain_id}/users/{user_id}/roles
/{role_id}/inherited_to_projects

methods = {'DELETE', 'GET', 'PUT'}

put (domain_id, user_id, role_id)
Create an inherited grant for a user on a domain.

PUT /OS-INHERIT/domains/{domain_id}/users/{user_id}/roles/{role_id}
/inherited_to_projects
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class keystone.api.os_inherit.OSInheritProjectGroupResource
Bases: flask_restful.Resource

delete (project_id, group_id, role_id)
Revoke an inherited grant for a group on a project.

DELETE /OS-INHERIT/projects/{project_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

get (project_id, group_id, role_id)
Check for an inherited grant for a group on a project.

GET/HEAD /OS-INHERIT/projects/{project_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

methods = {'DELETE', 'GET', 'PUT'}

put (project_id, group_id, role_id)
Create an inherited grant for a group on a project.

PUT /OS-INHERIT/projects/{project_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

class keystone.api.os_inherit.OSInheritProjectUserResource
Bases: flask_restful.Resource

delete (project_id, user_id, role_id)
Revoke an inherited grant for a user on a project.

DELETE /OS-INHERIT/projects/{project_id}/users/{user_id}
/roles/{role_id}/inherited_to_projects

get (project_id, user_id, role_id)
Check for an inherited grant for a user on a project.

GET/HEAD /OS-INHERIT/projects/{project_id}/users/{user_id}
/roles/{role_id}/inherited_to_projects

methods = {'DELETE', 'GET', 'PUT'}

put (project_id, user_id, role_id)
Create an inherited grant for a user on a project.

PUT /OS-INHERIT/projects/{project_id}/users/{user_id}
/roles/{role_id}/inherited_to_projects

keystone.api.os_oauth1 module

class keystone.api.os_ocauthl.AccessTokenResource
Bases: keystone.api.os_ocauthl._OAuthlResourceBase

methods = {'GET', 'POST'}
post ()

class keystone.api.os_ocauthl.AuthorizeResource
Bases: keystone.api.os_oauthl._OAuthlResourceBase

methods = {'GET', 'PUT'}
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put (request_token_id)

class keystone.api.os_oauthl.ConsumerResource
Bases: keystone.server. flask.common.ResourceBase

api_prefix = '/OS-OAUTH1'

collection_key = 'consumers'

delete (consumer_id)

get (consumer_id=None)

json_home_parameter_rel_func (* extension_version="1.0’, parameter_name)
json_home_resource_rel_func (¥, extension_version="1.0’, resource_name)
member_key = 'consumer'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}

patch (consumer_id)

post ()

class keystone.api.os_oauthl.OSAuthlAPI (blueprint_url_prefix="",
api_url_prefix=", de-
fault_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.os_oauthl.Reg
resources = [<class 'keystone.api.os_oauthl.ConsumerResource'>]

class keystone.api.os_oauthl.RequestTokenResource
Bases: keystone.api.os_oauthl._OAuthlResourceBase

methods = {'GET', 'POST'}

post ()

keystone.api.os_revoke module

class keystone.api.os_revoke.OSRevokeAPI (blueprint_url_prefix=",
api_url_prefix=", de-
SJault_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.os_revoke.OSR
resources = []

class keystone.api.os_revoke.OSRevokeResource
Bases: flask_restful.Resource

get ()
methods = {'GET'}
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keystone.api.os_simple_cert module

class keystone.api.os_simple_cert.SimpleCertAPI (blueprint_url_prefix="",
api_url_prefix=",  de-
fault_mediatype="application/json’,
decorators=None, er-

rors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.os_simple_cer
resources = []

class keystone.api.os_simple_cert.SimpleCertCAResource
Bases: flask_restful.Resource

get ()
methods = {'GET'}

class keystone.api.os_simple_cert.SimpleCertListResource
Bases: flask_restful.Resource

get ()
methods = {'GET'}

keystone.api.policy module

class keystone.api.policy.EndpointPolicyAssociations
Bases: flask _restful.Resource

delete (policy_id, endpoint_id)

get (policy_id, endpoint_id)

methods = {'DELETE', 'GET', 'PUT'}
put (policy_id, endpoint_id)

class keystone.api.policy.EndpointPolicyResource
Bases: flask_restful.Resource

get (policy_id)
methods = {'GET'}

’

class keystone.api.policy.PolicyAPI (blueprint_url_prefix=", api_url_prefix=",
default_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.policy.Endpoi
resources = [<class 'keystone.api.policy.PolicyResource'>]

class keystone.api.policy.PolicyResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'policies'

3.1. keystone 63



Keystone Documentation, Release 18.1.1.dev16

delete (policy_id)

get (policy_id=None)

member_key = 'policy'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}
patch (policy_id)

post ()

class keystone.api.policy.ServicePolicyAssociations
Bases: flask_restful.Resource

delete (policy_id, service_id)

get (policy_id, service_id)

methods = {'DELETE', 'GET', 'PUT'}
put (policy_id, service_id)

class keystone.api.policy.ServiceRegionPolicyAssociations
Bases: flask _restful.Resource

delete (policy_id, service_id, region_id)
get (policy_id, service_id, region_id)
methods = {'DELETE', 'GET', 'PUT'}

put (policy_id, service_id, region_id)

keystone.api.projects module

class keystone.api.projects.ProjectAPI (blueprint_url_prefix="",
api_url_prefix=", de-
fault_mediatype="application/json’,
decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.projects.Proj
resources = [<class 'keystone.api.projects.ProjectResource'>]

class keystone.api.projects.ProjectGroupGrantResource
Bases: keystone.api.projects._ProjectGrantResourceBase

delete (project_id, group_id, role_id)
Delete grant of role for group on project.

DELETE /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

get (project_id, group_id, role_id)
Check grant for project, group, role.

GET/HEAD /v3/projects/{project_id/groups/{group_id}/roles/{role_id}

methods = {'DELETE', 'GET', 'PUT'}

64 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

put (project_id, group_id, role_id)
Grant role for group on project.

PUT /v3/projects/{project_id}/groups/{ group_id}/roles/{role_id}

class keystone.api.projects.ProjectGroupListGrantResource
Bases: keystone.api.projects._ProjectGrantResourceBase

get (project_id, group_id)
List grants for group on project.

GET/HEAD /v3/projects/{project_id}/groups/{ group_id}
methods = {'GET'}

class keystone.api.projects.ProjectResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'projects'

delete (project_id)
Delete project.

DELETE /v3/projects/{project_id}

get (project_id=None)
Get project or list projects.

GET/HEAD /v3/projects GET/HEAD /v3/projects/{ project_id}
get_member_ from_driver
member_key = 'project'
methods = {'DELETE', 'GET', 'PATCH', 'POST'}

patch (project_id)
Update project.

PATCH /v3/projects/{project_id}

post ()
Create project.

POST /v3/projects

class keystone.api.projects.ProjectTagResource
Bases: keystone.api.projects._ProjectTagResourceBase

delete (project_id, value)
Delete a single tag from a project.

/v3/projects/{project_id}/tags/{value}

get (project_id, value)
Get information for a single tag associated with a given project.

GET /v3/projects/{project_id}/tags/{value}
methods = {'DELETE', 'GET', 'PUT'}

put (project_id, value)
Add a single tag to a project.
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PUT /v3/projects/{project_id}/tags/{value}

class keystone.api.projects.ProjectTagsResource
Bases: keystone.api.projects._ProjectTagResourceBase

delete (project_id)
Delete all tags associated with a given project.

DELETE /v3/projects/{project_id }/tags

get (project_id)
List tags associated with a given project.

GET /v3/projects/{project_id}/tags
methods = {'DELETE', 'GET', 'PUT'}

put (project_id)
Update all tags associated with a given project.

PUT /v3/projects/{project_id }/tags

class keystone.api.projects.ProjectUserGrantResource
Bases: keystone.api.projects._ProjectGrantResourceBase

delete (project_id, user_id, role_id)
Delete grant of role for user on project.

DELETE /v3/projects/{project_id}/users/{user_id}/roles/{role_id}

get (project_id, user_id, role_id)
Check grant for project, user, role.

GET/HEAD /v3/projects/{project_id/users/{user_id}/roles/{role_id}
methods = {'DELETE', 'GET', 'PUT'}

put (project_id, user_id, role_id)
Grant role for user on project.

PUT /v3/projects/{project_id }/users/{user_id}/roles/{role_id}

class keystone.api.projects.ProjectUserListGrantResource
Bases: keystone.api.projects._ProjectGrantResourceBase

get (project_id, user_id)
List grants for user on project.

GET/HEAD /v3/projects/{project_id }/users/{user_id}

methods = {'GET'}
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keystone.api.regions module

class keystone.api.regions.RegionAPI (blueprint_url_prefix="",
api_url_prefix=", de-
fault_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server.flask.common.APIBase

resource_mapping = []
resources = [<class 'keystone.api.regions.RegionResource'>]

class keystone.api.regions.RegionResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'regions'

delete (region_id)

get (region_id=None)

member_key = 'region'

methods = {'DELETE', 'GET', 'PATCH', 'POST', 'PUT'}
patch (region_id)

post ()

put (region_id)

keystone.api.registered_limits module

class keystone.api.registered_limits.RegisteredLimitResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'registered_limits'

delete (registered_limit_id)

get (registered_limit_id=None)
json_home_resource_status = 'experimental'
member_key = 'registered limit'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}
patch (registered_limit_id)

post ()

class keystone.api.registered_limits.RegisteredLimitsAPTI (blueprint_url_prefix=",
api_url_prefix=",
de-
SJault_mediatype="application/jsor
decora-
tors=None,
er-

rors=None)
Bases: keystone.server. flask.common.APIBase
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resource_mapping = []

resources = [<class 'keystone.api.registered_limits.RegisteredLimitResource'

keystone.api.role_assignments module

class keystone.api.role_assignments.RoleAssignmentsAPI (blueprint_url_prefix=",
api_url_prefix=",
de-
fault_mediatype="application/json’,
decora-
tors=None,

errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.role_assignme
resources = []

class keystone.api.role_assignments.RoleAssignmentsResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'role_assignments'

get ()
List all role assignments.

GET/HEAD /v3/role_assignments
member_key = 'role_assignment'

methods = {'GET'}

keystone.api.role_inferences module

class keystone.api.role_inferences.RoleInferencesAPI (blueprint_url_prefix="",

api_url_prefix=",
de-
Sfault_mediatype="application/json’,
decora-
tors=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.role_inferenc

resources = []

class keystone.api.role_inferences.RoleInferencesResource
Bases: flask_restful.Resource

get ()
List role inference rules.

GET/HEAD /v3/role_inferences

methods = {'GET'}
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keystone.api.roles module

class keystone.api.roles.RoleAPI (blueprint_url_prefix=", api_url_prefix=",
default_mediatype="application/json’, decora-

tors=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.roles.RolelImg
resources = [<class 'keystone.api.roles.RoleResource'>]

class keystone.api.roles.RoleImplicationListResource
Bases: flask_restful.Resource

get (prior_role_id)
List Implied Roles.

GET/HEAD /v3/roles/{prior_role_id}/implies
methods = {'GET'}

class keystone.api.roles.RoleImplicationResource
Bases: flask_restful.Resource

delete (prior_role_id, implied_role_id)
Delete implied role.

DELETE /v3/roles/{prior_role_id}/implies/{implied_role_id}

get (prior_role_id, implied_role_id)
Get implied role.

GET/HEAD /v3/roles/{prior_role_id}/implies/{implied_role_id}
head (prior_role_id, implied_role_id=None)
methods = {'DELETE', 'GET', 'HEAD', 'PUT'}

put (prior_role_id, implied_role_id)
Create implied role.

PUT /v3/roles/{prior_role_id}/implies/{implied_role_id}

class keystone.api.roles.RoleResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'roles'

delete (role_id)
Delete role.

DELETE /v3/roles/{role_id}

get (role_id=None)
Get role or list roles.

GET/HEAD /v3/roles GET/HEAD /v3/roles/{role_id}
get_member_ from_driver
member_key = 'role'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}
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patch (role_id)
Update role.

PATCH /v3/roles/{role_id}

post ()
Create role.

POST /v3/roles

keystone.api.s3tokens module

class keystone.api.s3tokens.S3Api (blueprint_url_prefix=", api_url_prefix=", de-
fault_mediatype="application/json’, decora-

tors=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.s3tokens.S3Re
resources = []

class keystone.api.s3tokens.S3Resource
Bases: keystone.api._shared.EC2_S3_Resource.ResourceBase

methods = {'GET', 'POST'}

post ()
Authenticate s3token.

POST /v3/s3tokens

keystone.api.services module

class keystone.api.services.ServiceAPI (blueprint_url_prefix=",
api_url_prefix="", de-
fault_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = []
resources = [<class 'keystone.api.services.ServicesResource'>]

class keystone.api.services.ServicesResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'services'

delete (service_id)

get (service_id=None)

member_key = 'service'

methods = {'DELETE', 'GET', 'PATCH', 'POST'}
patch (service_id)

post ()
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keystone.api.system module

>

class keystone.api.system.SystemAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.system.Systen
resources = []

class keystone.api.system.SystemGroupsRolesListResource
Bases: flask_restful.Resource

get (group_id)
List all system grants for a specific group.

GET/HEAD /system/groups/{ group_id}/roles
methods = {'GET'}

class keystone.api.system.SystemGroupsRolestResource
Bases: flask_restful.Resource

delete (group_id, role_id)
Revoke a role from the group on the system.

DELETE /system/groups/{ group_id}/roles/{role_id}

get (group_id, role_id)
Check if a group has a specific role on the system.

GET/HEAD /system/groups/{ group_id}/roles/{role_id}
methods = {'DELETE', 'GET', 'PUT'}

put (group_id, role_id)
Grant a role to a group on the system.

PUT /system/groups/{ group_id }/roles/{role_id}

class keystone.api.system.SystemUsersListResource
Bases: flask_restful.Resource

get (user_id)
List all system grants for a specific user.

GET/HEAD /system/users/{user_id }/roles
methods = {'GET'}

class keystone.api.system.SystemUsersResource
Bases: flask_restful.Resource

delete (user_id, role_id)
Revoke a role from user on the system.

DELETE /system/users/{user_id }/roles/{role_id}

get (user_id, role_id)
Check if a user has a specific role on the system.

GET/HEAD /system/users/{user_id}/roles/{role_id}
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methods = {'DELETE', 'GET', 'PUT'}

put (user_id, role_id)
Grant a role to a user on the system.

PUT /system/users/{user_id }/roles/{role_id}

keystone.api.trusts module

class keystone.api.trusts.RoleForTrustResource
Bases: flask _restful.Resource

get (trust_id, role_id)
Get a role that has been assigned to a trust.

methods = {'GET'}
property oslo_context

class keystone.api.trusts.RolesForTrustListResource
Bases: flask_restful.Resource

get (trust_id)
methods = {'GET'}
property oslo_context

class keystone.api.trusts.TrustAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.trusts.RolesF
resources = [<class 'keystone.api.trusts.TrustResource'>]

class keystone.api.trusts.TrustResource
Bases: keystone.server. flask.common.ResourceBase

api_prefix = '/OS-TRUST'
collection_key = 'trusts'
delete (trust_id)

get (trust_id=None)
Dispatch for GET/HEAD or LIST trusts.

json_home_parameter_rel_ func (*, extension_version="1.0’, parameter_name)
json_home_resource_rel_func (¥, extension_version="1.0’, resource_name)
member_ key = 'trust'

methods = {'DELETE', 'GET', 'POST'}

post ()
Create a new trust.

The User creating the trust must be the trustor.
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keystone.api.users module

class keystone.api.users.OAuthlAccessTokenCRUDResource
Bases: keystone.api.users._OAuthlResourceBase

delete (user_id, access_token_id)
Delete specific access token.

DELETE /v3/users/{user_id }/OS-OAUTH1/access_tokens/{access_token_id}

get (user_id, access_token_id)
Get specific access token.

GET/HEAD /v3/users/{user_id }/OS-OAUTH1/access_tokens/{access_token_id}
methods = {'DELETE', 'GET'}

class keystone.api.users.OAuthlAccessTokenRoleListResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'roles'

get (user_id, access_token_id)
List roles for a user access token.

GET/HEAD /v3/users/{user_id}/OS-OAUTH1/access_tokens/ {access_token_id}/roles
member_key = 'role'

methods = {'GET'}

class keystone.api.users.OAuthlAccessTokenRoleResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'roles'

get (user_id, access_token_id, role_id)
Get role for access token.

GET/HEAD /v3/users/{user_id}/OS-OAUTH1/access_tokens/
{access_token_id}/roles/{role_id}

member_key = 'role'
methods = {'GET'}

class keystone.api.users.OAuthlListAccessTokensResource
Bases: keystone.api.users._OAuthlResourceBase

get (user_id)
List OAuthl Access Tokens for user.

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens
methods = {'GET'}

class keystone.api.users.UserAPI (blueprint_url_prefix=", api_url_prefix=",
default_mediatype="application/json’, decora-

tors=None, errors=None)
Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map (resource=<class 'keystone.api.users.UserCha
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resources = [<class 'keystone.api.users.UserResource'>]

class keystone.api.users.UserAccessRuleGetDeleteResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'access_rules'

delete (user_id, access_rule_id)
Delete access rule resource.

DELETE /v3/users/{user_id}/access_rules/{access_rule_id}

get (user_id, access_rule_id)
Get access rule resource.

GET/HEAD /v3/users/{user_id}/access_rules/{access_rule_id}
member_key = 'access_rule'
methods = {'DELETE', 'GET'}

class keystone.api.users.UserAccessRulelListResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'access_rules'

get (user_id)
List access rules for user.

GET/HEAD /v3/users/{user_id}/access_rules
member_key = 'access_rule'
methods = {'GET'}

class keystone.api.users.UserAppCredGetDeleteResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'application_credentials'

delete (user_id, application_credential_id)
Delete application credential resource.

DELETE /v3/users/{user_id}/application_credentials/ {application_credential_id}

get (user_id, application_credential_id)
Get application credential resource.

GET/HEAD /v3/users/{user_id}/application_credentials/ {application_credential_id}
member_key = 'application_credential'
methods = {'DELETE', 'GET'}

class keystone.api.users.UserAppCredListCreateResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'application_credentials'

get (user_id)
List application credentials for user.

GET/HEAD /v3/users/{user_id}/application_credentials

member_key = 'application_credential'
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methods = {'GET', 'POST'}

post (user_id)
Create application credential.

POST /v3/users/{user_id}/application_credentials

class keystone.api.users.UserChangePasswordResource
Bases: keystone.server. flask.common.ResourceBase

get (user_id)
methods = {'GET', 'POST'}
post (user_id)

class keystone.api.users.UserGroupsResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'groups'

get (user_id)
Get groups for a user.

GET/HEAD /v3/users/{user_id}/groups
get_member_ from_driver
member_key = 'group'
methods = {'GET'}

class keystone.api.users.UserOSEC2CredentialsResourceGetDelete
Bases: keystone.api.users._UserOSEC2CredBaseResource

delete (user_id, credential_id)
Delete a specific EC2 credential.

DELETE /users/{user_id}/credentials/OS-EC2/{credential_id}

get (user_id, credential_id)
Get a specific EC2 credential.

GET/HEAD /users/{user_id}/credentials/OS-EC2/{credential_id}
methods = {'DELETE', 'GET'}

class keystone.api.users.UserOSEC2CredentialsResourcelistCreate
Bases: keystone.api.users._UserOSEC2CredBaseResource

get (user_id)
List EC2 Credentials for user.

GET/HEAD /v3/users/{user_id }/credentials/OS-EC2
methods = {'GET', 'POST'}

post (user_id)
Create EC2 Credential for user.

POST /v3/users/{user_id}/credentials/OS-EC2

class keystone.api.users.UserProjectsResource
Bases: keystone.server. flask.common.ResourceBase
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collection_key = 'projects'
get (user_id)

get_member_ from_driver
member_key = 'project'
methods = {'GET'}

class keystone.api.users.UserResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'users'

delete (user_id)
Delete a user.

DELETE /v3/users/{user_id}

get (user_id=None)
Get a user resource or list users.

GET/HEAD /v3/users GET/HEAD /v3/users/{user_id}
get_member_ from_driver
member_key = 'user'
methods = {'DELETE', 'GET', 'PATCH', 'POST'}

patch (user_id)
Update a user.

PATCH /v3/users/{user_id}

post ()
Create a user.

POST /v3/users

Module contents

keystone.application_credential package

Subpackages
keystone.application_credential.backends package
Submodules
keystone.application_credential.backends.base module

class keystone.application_credential.backends.base.ApplicationCredentialDriverB
Bases: object

abstract authenticate (application_credential_id, secret)
Validate an application credential.
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Parameters
* application_credential_id (str) Application Credential ID
* secret (str) Secret

Raises AssertionError Ifid or secret is invalid.

abstract create_application_credential (application_credential, roles)
Create a new application credential.

Parameters
* application_credential (dict) Application Credential data
* roles (1ist) A listof roles that apply to the application_credential.
Returns a new application credential

abstract delete_ access_rule (access_rule_id)
Delete one access rule.

Parameters access_rule_id (str) Access Rule ID

abstract delete _access rules_ for user (user_id)
Delete all access rules for user.

This is called when the user itself is deleted.
Parameters user id (str) User ID

abstract delete_application_credential (application_credential_id)
Delete a single application credential.

Parameters application_credential_id (str) ID of the application
credential to delete.

abstract delete_application_credentials_for_ user (user_id)
Delete all application credentials for a user.

Parameters user_id ID of a user to whose application credentials should be
deleted.

abstract delete_application_credentials_for_ user_on_project (user_id,

project_id)
Delete all application credentials for a user on a given project.

Parameters

* user_id (str) ID of a user to whose application credentials should be
deleted.

* project_id (str) ID of a project on which to filter application creden-
tials.

abstract get_access_rule (access_rule_id)
Get an access rule by its ID.

Parameters access_rule_id (str) Access Rule ID

abstract get_application_credential (application_credential_id)
Get an application credential by the credential id.
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Parameters application_credential_id (str) Application Credential
ID

abstract list_access_rules_ for user (user_id)
List the access rules that a user has created.

Access rules are only created as attributes of application credentials, they cannot be created
independently.

Parameters user_id (str) User ID

abstract list_application_credentials_for_user (user_id, hints)
List application credentials for a user.

Parameters
e user_id(str) UserID

* hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

keystone.application_credential.backends.sql module

class keystone.application_credential.backends.sql.AccessRuleModel (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin
application_credential
attributes = ['external_id', 'user_id', 'service', 'path', 'method']

external id
id

method
path
service
user_id

class keystone.application_credential.backends.sqgl.ApplicationCredential
Bases: keystone.application credential.backends.base.

ApplicationCredentialDriverBase

authenticate (application_credential_id, secret)
Validate an application credential.

Parameters
* application_credential_id (str) Application Credential ID
* secret (str) Secret

Raises AssertionError Ifid or secret is invalid.

create_application_credential (application_credential, roles, ac-

o . cess_rules=None)
Create a new application credential.
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Parameters
* application_credential (dict) Application Credential data
* roles (1ist) A list of roles that apply to the application_credential.
Returns a new application credential

delete_access_rule (access_rule_id)
Delete one access rule.

Parameters access_rule_id (str) Access Rule ID

delete_access_rules_for user (user_id)
Delete all access rules for user.

This is called when the user itself is deleted.
Parameters user_ id (str) User ID

delete_application_credential (application_credential_id)
Delete a single application credential.

Parameters application_credential_id (str) ID of the application
credential to delete.

delete_application_credentials_for_ user (user_id)
Delete all application credentials for a user.

Parameters user_id ID of a user to whose application credentials should be
deleted.

delete_application_credentials_for user_on_project (user_id,
project_id)
Delete all application credentials for a user on a given project.

Parameters

* user_id (str) ID of a user to whose application credentials should be
deleted.

* project_id (str) ID of a project on which to filter application creden-
tials.

get_access_rule (access_rule_id)
Get an access rule by its ID.

Parameters access_rule_id (str) Access Rule ID

get_application_credential (application_credential_id)
Get an application credential by the credential id.

Parameters application_credential_id (str) Application Credential
ID

list_access_rules_for user (user_id, hints)
List the access rules that a user has created.

Access rules are only created as attributes of application credentials, they cannot be created
independently.

Parameters user_ id (str) User ID
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list_application_credentials_for_ user (user_id, hints)
List application credentials for a user.

Parameters
e user_id (str) UserID

* hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

class keystone.application_credential.backends.sqgl.ApplicationCredentialAccessRu

Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

access rule id
application_credential_id

attributes = ['application_credential_id', 'access_rule_id']

class keystone.application_credential.backends.sqgl.ApplicationCredentialModel (*a

**}
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

access_rules
attributes = ['internal_id', 'id', 'name', 'secret_hash', 'description', 'us
description
expires_at
id
internal id
name
project_id
roles
secret_hash
system
unrestricted

user_ id

class keystone.application_credential.backends.sqgl.ApplicationCredentialRoleMode

Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

application_credential_id
attributes = ['application_credential_id', 'role_id']

role_ id
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Module contents
Submodules
keystone.application_credential.core module

Main entry point into the Application Credential service.

class keystone.application_credential.core.Manager
Bases: keystone.common.manager.Manager

Default pivot point for the Application Credential backend.

See keystone.common.manager.Manager for more details on how this dynamically calls
the backend.

authenticate (application_credential_id, secret)
Authenticate with an application credential.

Parameters
* application_credential_id (str) Application Credential ID
* secret (str) Application Credential secret

create_application_credential (application_credential, initiator=None)
Create a new application credential.

Parameters
* application_credential (dict) Application Credential data
* initiator CADF initiator

Returns a new application credential

delete_access_rule (access_rule_id, initiator=None)
Delete an access rule.

Parameters
e str access_rule_id: Access Rule ID
e injitiator CADF initiator

Raises keystone.exception.AccessRuleNotFound If the access rule
doesnt exist.

delete_application_credential (application_credential_id, initiator=None)
Delete an application credential.

Parameters
* application_credential_id (str) Application Credential ID
e initiator CADF initiator

Raises keystone.exception.ApplicationCredentialNotFound
If the application credential doesnt exist.

driver_ namespace = 'keystone.application_credential'
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get_access_rule (access_rule_id)
Get access rule details.

Parameters access_rule_id (str) Access Rule ID
Returns an access rule

get_application_credential (application_credential_id)
Get application credential details.

Parameters application_credential_id (str) Application Credential
ID

Returns an application credential

list_access_rules_for user (user_id, hints=None)
List access rules for user.

Parameters user_id (str) User ID
Returns a list of access rules

list_application_credentials (user_id, hints=None)
List application credentials for a user.

Parameters
e user_id (str) UserID
* hints (dict) Properties to filter on

Returns a list of application credentials

keystone.application_credential.schema module
Module contents

keystone.assignment package

Subpackages

keystone.assignment.backends package
Submodules
keystone.assignment.backends.base module

class keystone.assignment.backends.base.AssignmentDriverBase
Bases: object

abstract add_role_to_user_and_project (user_id, project_id, role_id)
Add a role to a user within given project.

Raises keystone.exception.Conflict Ifaduplicate role assignment ex-
ists.
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abstract check_grant_role_id (role_id, user_id=None, group_id=None,
domain_id=None, project_id=None, inher-

ited_to_projects=False)
Check an assignment/grant role id.

Raises keystone.exception.RoleAssignmentNotFound If the role
assignment doesnt exist.

Returns None or raises an exception if grant not found

abstract check_system grant (role_id, actor_id, target_id, inherited)
Check if a user or group has a specific role on the system.

Parameters
* role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* inherited aboolean denoting if the assignment is inherited or not

abstract create_grant (role_id, user_id=None, group_id=None, do-
main_id=None, project_id=None, inher-

ited_to_projects=False)
Create a new assignment/grant.

If the assignment is to a domain, then optionally it may be specified as inherited to owned
projects (this requires the OS-INHERIT extension to be enabled).

abstract create_system_grant (role_id, actor_id, target_id, assignment_type,

inherited)
Grant a user or group a role on the system.

Parameters
* role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* assignment_type astring describing the relationship of the assignment
* inherited aboolean denoting if the assignment is inherited or not

abstract delete_domain_assignments (domain_id)
Delete all assignments for a domain.

abstract delete_grant (role_id, user_id=None, group_id=None, do-
main_id=None, project_id=None, inher-

ited_to_projects=False)
Delete assignments/grants.

Raises keystone.exception.RoleAssignmentNotFound If the role
assignment doesnt exist.

abstract delete_group_assignments (group_id)
Delete all assignments for a group.

Raises keystone.exception.RoleNotFound If the role doesnt exist.
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abstract delete_project_assignments (project_id)
Delete all assignments for a project.

Raises keystone.exception.ProjectNotFound If the project doesnt
exist.

abstract delete_role_assignments (role_id)
Delete all assignments for a role.

abstract delete_system_grant (role_id, actor_id, target_id, inherited)
Remove a system assignment from a user or group.

Parameters
* role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* inherited aboolean denoting if the assignment is inherited or not

abstract delete_user_assignments (user_id)
Delete all assignments for a user.

Raises keystone.exception.RoleNotFound If the role doesnt exist.

abstract list_grant_role_ids (user_id=None, group_id=None, do-
main_id=None, project_id=None, inher-

ited_to_projects=False)
List role ids for assignments/grants.

abstract list_role_assignments (1ole_id=None, user_id=None,
group_ids=None, domain_id=None,
project_ids=None, inher-

ited_to_projects=None)
Return a list of role assignments for actors on targets.

Available parameters represent values in which the returned role assignments attributes need
to be filtered on.

abstract list_system_grants (actor_id, target_id, assignment_type)
Return a list of all system assignments for a specific entity.

Parameters
* actor_id the unique ID of the actor
* target_id the unique ID of the target
* assignment_type the type of assignment to return

abstract list_system_grants_by role (role_id)
Return a list of system assignments associated to a role.

Parameters role_id the unique ID of the role to grant to the user

abstract remove_role_ from user_and_project (user_id, project_id,

o ) role_id)
Remove a role from a user within given project.

Raises keystone.exception.RoleNotFound If the role doesnt exist.
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keystone.assignment.backends.sql module

class keystone.assignment.backends.sqgl.Assignment
Bases: keystone.assignment .backends.base.AssignmentDriverBase

add_role_ to_user_and_project (user_id, project_id, role_id)
Add arole to a user within given project.

Raises keystone.exception.Conflict Ifaduplicate role assignment ex-
ists.

check_grant_role_id (rwle_id, user_id=None, group_id=None, domain_id=None,

project_id=None, inherited_to_projects=False)
Check an assignment/grant role id.

Raises keystone.exception.RoleAssignmentNotFound If the role
assignment doesnt exist.

Returns None or raises an exception if grant not found

check_system_grant (role_id, actor_id, target_id, inherited)
Check if a user or group has a specific role on the system.

Parameters
* role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* inherited aboolean denoting if the assignment is inherited or not

create_grant (role_id, user_id=None, group_id=None, domain_id=None,

project_id=None, inherited_to_projects=False)
Create a new assignment/grant.

If the assignment is to a domain, then optionally it may be specified as inherited to owned
projects (this requires the OS-INHERIT extension to be enabled).

create_system_grant (wle_id, actor_id, target_id, assignment_type, inherited )
Grant a user or group a role on the system.

Parameters
* role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* assignment_type astring describing the relationship of the assignment
* inherited aboolean denoting if the assignment is inherited or not
classmethod default_role_driver ()

delete_domain_assignments (domain_id)
Delete all assignments for a domain.

delete_grant (role_id, user_id=None, group_id=None, domain_id=None,

project_id=None, inherited_to_projects=False)
Delete assignments/grants.
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Raises keystone.exception.RoleAssignmentNotFound If the role
assignment doesnt exist.

delete_ group_assignments (group_id)
Delete all assignments for a group.

Raises keystone.exception.RoleNotFound If the role doesnt exist.

delete_project_assignments (project_id)
Delete all assignments for a project.

Raises keystone.exception.ProjectNotFound If the project doesnt
exist.

delete_role_assignments (role_id)
Delete all assignments for a role.

delete_system_grant (role_id, actor_id, target_id, inherited)
Remove a system assignment from a user or group.

Parameters
* role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* inherited aboolean denoting if the assignment is inherited or not

delete_user_assignments (user_id)
Delete all assignments for a user.

Raises keystone.exception.RoleNotFound If the role doesnt exist.

list_grant_role_ids (user_id=None, group_id=None, domain_id=None,

project_id=None, inherited_to_projects=False)
List role ids for assignments/grants.

list_role_assignments (role_id=None, user_id=None, group_ids=None,
domain_id=None, project_ids=None, inher-

ited_to_projects=None)
Return a list of role assignments for actors on targets.

Available parameters represent values in which the returned role assignments attributes need
to be filtered on.

list_system grants (actor_id, target_id, assignment_type)
Return a list of all system assignments for a specific entity.

Parameters
* actor_id the unique ID of the actor
* target_id the unique ID of the target
* assignment_type the type of assignment to return

list_system grants_by role (role_id)
Return a list of system assignments associated to a role.

Parameters role_id the unique ID of the role to grant to the user
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remove_role from_user_ and_project (user_id, project_id, role_id)
Remove a role from a user within given project.

Raises keystone.exception.RoleNotFound If the role doesnt exist.

class keystone.assignment.backends.sqgl.AssignmentType
Bases: object

GROUP_DOMAIN = 'GroupDomain'
GROUP_PROJECT = 'GroupProject'
USER_DOMAIN = 'UserDomain'
USER_PROJECT = 'UserProject'

classmethod calculate_type (user_id, group_id, project_id, domain_id)

class keystone.assignment.backends.sgl.RoleAssignment (*args,
**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

actor id

attributes = ['type', 'actor_id', 'target_id', 'role_id', 'inherited']
inherited

role id

target_id

to_dict ()
Override parent method with a simpler implementation.

RoleAssignment doesnt have non-indexed extra attributes, so the parent implementation is

not applicable.
type
class keystone.assignment.backends.sgl.SystemRoleAssignment (*args,
**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin

actor id

attributes = ['type', 'actor_id', 'target_id', 'role_id', 'inherited']
inherited

role id

target_id

to_dict ()
Override parent method with a simpler implementation.

RoleAssignment doesnt have non-indexed extra attributes, so the parent implementation is
not applicable.

type
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Module contents
keystone.assignment.role_backends package
Submodules
keystone.assignment.role_backends.base module

class keystone.assignment.role_backends.base.RoleDriverBase
Bases: object

abstract create_implied_role (prior_role_id, implied_role_id)
Create a role inference rule.

Raises keystone.exception.RoleNotFound: If the role doesnt exist.

abstract create_ role (role_id, role)
Create a new role.

Raises keystone.exception.Conflict If aduplicate role exists.

abstract delete_implied_role (prior_role_id, implied_role_id)
Delete a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied
role doesnt exist.

abstract delete_role (role_id)
Delete an existing role.

Raises keystone.exception.RoleNotFound If the role doesnt exist.

abstract get_implied role (prior_role_id, implied_role_id)
Get a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied
role doesnt exist.

abstract get_role (role_id)
Get a role by ID.

Returns role_ref
Raises keystone.exception.RoleNotFound If the role doesnt exist.

abstract list_implied roles (prior_role_id)
List roles implied from the prior role ID.

abstract list role inference rules ()
List all the rules used to imply one role from another.

abstract list_roles (hints)
List roles in the system.

Parameters hints filter hints which the driver should implement if at all possi-
ble.

Returns a list of role_refs or an empty list.
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abstract list_roles_ from ids (role_ids)
List roles for the provided list of ids.

Parameters role ids list of ids
Returns a list of role_refs.

This method is used internally by the assignment manager to bulk read a set of roles given
their ids.

abstract update_role (role_id, role)
Update an existing role.

Raises
* keystone.exception.RoleNotFound If the role doesnt exist.

* keystone.exception.Conflict If aduplicate role exists.

keystone.assignment.role_backends.resource_options module

keystone.assignment.role_backends.resource_options.register_role_options ()

keystone.assignment.role_backends.sql module

class keystone.assignment.role_backends.sgl.Role
Bases: keystone.assignment.role backends.base.RoleDriverBase

create_implied_role (prior_role_id, implied_role_id)
Create a role inference rule.

Raises keystone.exception.RoleNotFound: If the role doesnt exist.

create_role (role_id, role)
Create a new role.

Raises keystone.exception.Conflict If aduplicate role exists.

delete_implied_role (prior_role_id, implied_role_id)
Delete a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied
role doesnt exist.

delete_role (role_id)
Delete an existing role.

Raises keystone.exception.RoleNotFound If the role doesnt exist.

get_implied_role (prior_role_id, implied_role_id)
Get a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied
role doesnt exist.

get_role (role_id)
Get a role by ID.

Returns role_ref
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Raises keystone.exception.RoleNotFound If the role doesnt exist.

list_implied_roles (prior_role_id)
List roles implied from the prior role ID.

list_role_inference_rules ()
List all the rules used to imply one role from another.

list_roles (hints)
List roles in the system.

Parameters hints filter hints which the driver should implement if at all possi-
ble.

Returns a list of role_refs or an empty list.

list _roles_from_ ids (ids)
List roles for the provided list of ids.

Parameters role_ ids list of ids
Returns a list of role_refs.

This method is used internally by the assignment manager to bulk read a set of roles given
their ids.

update_role (1le_id, role)
Update an existing role.

Raises
* keystone.exception.RoleNotFound If the role doesnt exist.

* keystone.exception.Conflict If aduplicate role exists.

keystone.assignment.role_backends.sql_model module

class keystone.assignment.role_backends.sgl_model.ImpliedRoleTable (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin
attributes = ['prior_role_id', 'implied_role_id']

classmethod from_dict (dictionary)
Return a model instance from a dictionary.

implied_role_id
prior_role_id

to_dict ()
Return a dictionary with models attributes.

overrides the to_dict function from the base class to avoid having an extra field.

class keystone.assignment.role_backends.sgl_model.RoleOption (option_id,
op-

tion_value)
Bases: sglalchemy.ext.declarative.api.Base
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option_id
option_value
role id

class keystone.assignment.role_backends.sgl_model.RoleTable (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixinWithExtras

attributes = ['id', 'name', 'domain_id', 'description']

description

domain_id

extra

classmethod from_ dict (role_dict)

id

name

resource_options_registry = <keystone.common.resource_options.core.ResourceC

to_dict (include_extra_dict=False)
Return the models attributes as a dictionary.

If include_extra_dict is True, extra attributes are literally included in the resulting dictionary
twice, for backwards-compatibility with a broken implementation.

Module contents
Submodules
keystone.assignment.core module

Main entry point into the Assignment service.

class keystone.assignment.core.Manager (*args, **kwargs)
Bases: keystone.common.manager.Manager

Default pivot point for the Assignment backend.

See keystone.common.manager.Manager for more details on how this dynamically calls
the backend.

add_implied_roles (role_refs)
Expand out implied roles.

The role_refs passed in have had all inheritance and group assignments expanded out. We
now need to look at the role_id in each ref and see if it is a prior role for some implied roles.
If it is, then we need to duplicate that ref, one for each implied role. We store the prior role
in the indirect dict that is part of such a duplicated ref, so that a caller can determine where
the assignment came from.

add_role_to_user_and_project (user_id, project_id, role_id)
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check_system _grant_for_group (group_id, role_id)
Check if a group has a specific role on the system.

Parameters
* group_id the ID of the group in the assignment
* role_id the ID of the system role in the assignment

Raises keystone.exception.RoleAssignmentNotFound if the group
doesnt have a role assignment matching the role_id on the system

check_system_grant_for_ user (user_id, role_id)
Check if a user has a specific role on the system.

Parameters
* user_id the ID of the user in the assignment
* role_id the ID of the system role in the assignment

Raises keystone.exception.RoleAssignmentNotFound if the user
doesnt have a role assignment matching the role_id on the system

create_grant (role_id, user_id=None, group_id=None, domain_id=None,
project_id=None, inherited_to_projects=False, initiator=None)

create_system_grant_for_group (group_id, role_id)
Grant a group a role on the system.

Parameters
* group_id the ID of the group
* role_id the ID of the role to grant on the system

create_system_grant_for_user (user_id, role_id)
Grant a user a role on the system.

Parameters
e user_id the ID of the user
* role_id the ID of the role to grant on the system

delete_grant (role_id, user_id=None, group_id=None, domain_id=None,
project_id=None, inherited_to_projects=False, initiator=None)

delete_group_assignments (group_id)

delete_system_grant_for_group (group_id, role_id)
Remove a system grant from a group.

Parameters
* group_id the ID of the group
* role_id the ID of the role to remove from the group on the system

Raises keystone.exception.RoleAssignmentNotFound if the group
doesnt have a role assignment with role_id on the system

delete_system_grant_for_user (user_id, role_id)
Remove a system grant from a user.
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Parameters
e user_id the ID of the user
* role_id the ID of the role to remove from the user on the system

Raises keystone.exception.RoleAssignmentNotFound if the user
doesnt have a role assignment with role_id on the system

delete_user_assignments (user_id)
driver_namespace = 'keystone.assignment'

get_grant (role_id, user_id=None, group_id=None, domain_id=None,
project_id=None, inherited_to_projects=False)

get_roles_for_groups (group_ids, project_id=None, domain_id=None)
Get a list of roles for this group on domain and/or project.

get_roles_for_trustor and_project (trustor_id, project_id)
Get the roles associated with a trustor within given project.

This includes roles directly assigned to the trustor on the project, as well as those by virtue
of group membership or inheritance, but it doesnt include the domain roles.

Returns a list of role ids.

Raises keystone.exception.ProjectNotFound If the project doesnt
exist.

get_roles_for_user_and_ domain (user_id, domain_id)
Get the roles associated with a user within given domain.

Returns a list of role ids.

Raises keystone.exception.DomainNotFound If the domain doesnt
exist.

get_roles_for_user_and_project (user_id, project_id)
Get the roles associated with a user within given project.

This includes roles directly assigned to the user on the project, as well as those by virtue of
group membership or inheritance.

Returns a list of role ids.

Raises keystone.exception.ProjectNotFound If the project doesnt
exist.

list_all_ system grants ()
Return a list of all system grants.

list_domains_for_groups (group_ids)
list_domains_for_user (user_id)

list_grants (user_id=None, group_id=None, domain_id=None, project_id=None, in-
herited_to_projects=False)

list_projects_for_groups (group_ids)

list_projects_for_ user (user_id)
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list_role_assignments (role_id=None, user_id=None, group_id=None, sys-

tem=None, domain_id=None, project_id=None, in-
clude_subtree=False, inherited=None, effective=None,
include_names="False, source_from_group_ids=None,

strip_domain_roles=True)
List role assignments, honoring effective mode and provided filters.

Returns a list of role assignments, where their attributes match the provided filters (role_id,
user_id, group_id, domain_id, project_id and inherited). If include_subtree is True, then
assignments on all descendants of the project specified by project_id are also included. The
inherited filter defaults to None, meaning to get both non-inherited and inherited role assign-
ments.

If effective mode is specified, this means that rather than simply return the assignments that
match the filters, any group or inheritance assignments will be expanded. Group assignments
will become assignments for all the users in that group, and inherited assignments will be
shown on the projects below the assignment point. Think of effective mode as being the list
of assignments that actually affect a user, for example the roles that would be placed in a
token.

If include_names is set to true the entities names are returned in addition to their ids.

source_from_group_ids is a list of group IDs and, if specified, then only those assignments
that are derived from membership of these groups are considered, and any such assignments
will not be expanded into their user membership assignments. This is different to a group
filter of the resulting list, instead being a restriction on which assignments should be con-
sidered before expansion of inheritance. This option is only used internally (i.e. it is not
exposed at the API level) and is only supported in effective mode (since in regular mode
there is no difference between this and a group filter, other than it is a list of groups).

In effective mode, any domain specific roles are usually stripped from the returned assign-
ments (since such roles are not placed in tokens). This stripping can be disabled by speci-
fying strip_domain_roles=False, which is useful for internal calls like trusts which need to
examine the full set of roles.

list_system_grants_for_ group (group_id)

Return a list of roles the group has on the system.
Parameters group_id the ID of the group

Returns a list of role assignments the group has system-wide

list_system grants_for_user (user_id)

Return a list of roles the user has on the system.
Parameters user_id the ID of the user

Returns a list of role assignments the user has system-wide

list_user_ ids_for_project (project_id)

remove_role from_user_ and_project (user_id, project_id, role_id)

class keystone.assignment.core.RoleManager

Bases: keystone.common.manager.Manager
Default pivot point for the Role backend.

create_implied_role (prior_role_id, implied_role_id)
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create_role (role_id, role, initiator=None)
delete_implied_role (prior_role_id, implied_role_id)
delete_role (role_id, initiator=None)
driver_namespace = 'keystone.role'
get_role (role_id)

get_unique_role_by_ name (role_name, hints=None)
list roles (hints=None)

update_role (1ole_id, role, initiator=None)

keystone.assignment.schema module

Module contents

keystone.auth package

Subpackages

keystone.auth.plugins package

Submodules

keystone.auth.plugins.application_credential module

class keystone.auth.plugins.application_credential.ApplicationCredential

Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Authenticate an application.

keystone.auth.plugins.base module

class keystone.auth.plugins.base.AuthHandlerResponse (sfatus, re-
sponse_body,

response_data)
Bases: tuple

response_body
Alias for field number 1

response_data
Alias for field number 2

status
Alias for field number O

3.1. keystone 95



Keystone Documentation, Release 18.1.1.dev16

class keystone.auth.plugins.base.AuthMethodHandler
Bases: keystone.common.provider_api.ProviderAPIMixin, object

Abstract base class for an authentication plugin.

abstract authenticate (auth_payload)
Authenticate user and return an authentication context.

Parameters auth_payload (dict) the payload content of the authentication
request for a given method

If successful, plugin must set user_1id in response_data. method_name is used to
convey any additional authentication methods in case authentication is for re-scoping. For
example, if the authentication is for re-scoping, plugin must append the previous method
names into method_names; NOTE: This behavior is exclusive to the re-scope type action.
Heres an example of response_data on successful authentication:

Plugins are invoked in the order in which they are specified in the methods attribute of the
identity object. For example, custom-plugin is invoked before password, which
is invoked before t oken in the following authentication request:

Returns AuthHandlerResponse with status set to True if auth was successful. If
status is False and this is a multi-step auth, the response_body can be in
a form of a dict for the next step in authentication.
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Raises keystone.exception.Unauthorized for authentication failure

keystone.auth.plugins.core module

class keystone.auth.plugins.core.AppCredInfo
Bases: keystone.auth.plugins.core.BaseUserInfo

class keystone.auth.plugins.core.BaseUserInfo
Bases: keystone.common.provider_api.ProviderAPIMixin, object

classmethod create (auth_payload, method_name)

class keystone.auth.plugins.core.TOTPUserInfo
Bases: keystone.auth.plugins.core.BaseUserInfo

class keystone.auth.plugins.core.UserAuthInfo
Bases: keystone.auth.plugins.core.BaseUserInfo

keystone.auth.plugins.core.construct_method_map_ from config()
Determine authentication method types for deployment.

Returns a dictionary containing the methods and their indexes

keystone.auth.plugins.core.convert_integer_ to_method_list (method_int)
Convert an integer to a list of methods.

Parameters method_int an integer representing methods
Returns a corresponding list of methods

keystone.auth.plugins.core.convert_method_ list_to_integer (methods)
Convert the method type(s) to an integer.

Parameters methods a list of method names

Returns an integer representing the methods

keystone.auth.plugins.external module

Keystone External Authentication Plugins.

class keystone.auth.plugins.external .Base
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Use REMOTE_USER to look up the user in the identity backend.

The user_id from the actual user from the REMOTE_USER env variable is placed in the
response_data.

class keystone.auth.plugins.external.DefaultDomain
Bases: keystone.auth.plugins.external.Base

class keystone.auth.plugins.external.Domain
Bases: keystone.auth.plugins.external.Base

class keystone.auth.plugins.external .KerberosDomain
Bases: keystone.auth.plugins.external.Domain
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Allows kerberos as a method.

keystone.auth.plugins.mapped module

class keystone.auth.plugins.mapped.Mapped
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Authenticate mapped user and set an authentication context.

Parameters auth_payload the content of the authentication for a given
method

In addition to user_id in response_data, this plugin sets group_ids,
OS-FEDERATION:identity_provider and OS-FEDERATION:protocol

keystone.auth.plugins.mapped.apply_mapping filter (identity_provider,
protocol, asser-
tion, resource_api,
federation_api,
identity_api)

keystone.auth.plugins.mapped.extract_assertion_data()

keystone.auth.plugins.mapped.get_user_ unique_id_and_display_ name (mapped_properties)
Setup federated username.

Function covers all the cases for properly setting user id, a primary identifier for identity objects.
Initial version of the mapping engine assumed user is identified by name and his 1d is built from
the name. We, however need to be able to accept local rules that identify user by either id or
name/domain.

The following use-cases are covered:
1) If neither user_name nor user_id is set raise exception.Unauthorized
2) If user_id is set and user_name not, set user_name equal to user_id

3) If user_id is not set and user_name is, set user_id as url safe version of user_name.

Parameters mapped_properties Properties issued by a RuleProcessor.
Type dictionary

Raises keystone.exception.Unauthorized If neither user_name nor
user_id is set.

Returns tuple with user identification

Return type tuple

keystone.auth.plugins.mapped.handle_scoped_token (foken, federation_api,
identity_api)

keystone.auth.plugins.mapped.handle_unscoped_token (auth_payload,
resource_api,
federation_api,
identity_api, assign-
ment_api, role_api)
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keystone.auth.plugins.oauth1 module

class keystone.auth.plugins.oauthl.OAuth
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Turn a signed request with an access key into a keystone token.

keystone.auth.plugins.password module

class keystone.auth.plugins.password.Password
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Try to authenticate against the identity backend.

keystone.auth.plugins.token module

class keystone.auth.plugins.token.Token
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Authenticate user and return an authentication context.

Parameters auth_payload (dict) the payload content of the authentication
request for a given method

If successful, plugin must set user_id in response_data. method_name is used to
convey any additional authentication methods in case authentication is for re-scoping. For
example, if the authentication is for re-scoping, plugin must append the previous method
names into met hod_names; NOTE: This behavior is exclusive to the re-scope type action.
Heres an example of response_data on successful authentication:

Plugins are invoked in the order in which they are specified in the methods attribute of the
identity object. For example, custom-plugin is invoked before password, which
is invoked before t oken in the following authentication request:

(continues on next page)
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(continued from previous page)

Returns AuthHandlerResponse with status set to True if auth was successful. If
status is False and this is a multi-step auth, the response_body can be in
a form of a dict for the next step in authentication.

Raises keystone.exception.Unauthorized for authentication failure

keystone.auth.plugins.token.token_authenticate (foken)

keystone.auth.plugins.totp module

Time-based One-time Password Algorithm (TOTP) auth plugin.
TOTP is an algorithm that computes a one-time password from a shared secret key and the current time.

TOTP is an implementation of a hash-based message authentication code (HMAC). It combines a secret
key with the current timestamp using a cryptographic hash function to generate a one-time password.
The timestamp typically increases in 30-second intervals, so passwords generated close together in time
from the same secret key will be equal.

class keystone.auth.plugins.totp.TOTP
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Try to authenticate using TOTP.

Module contents

Submodules

keystone.auth.core module

class keystone.auth.core.AuthContext
Bases: dict

Retrofitting auth_context to reconcile identity attributes.
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The identity attributes must not have conflicting values among the auth plug-ins. The only excep-
tion is expires_at, which is set to its earliest value.

IDENTITY_ATTRIBUTES = frozenset ({'access_token_id', 'domain_id', 'expires_at

update (E=None, **F)
Override update to prevent conflicting values.

class keystone.auth.core.AuthInfo (auth=None)
Bases: keystone.common.provider _api.ProviderAPIMixin,object

Encapsulation of auth request.
static create (auth=None, scope_only=False)

get_method_data (method)
Get the auth method payload.

Returns auth method payload

get_method names ()
Return the identity method names.

Returns list of auth method names

get_scope ()
Get scope information.

Verify and return the scoping information.

Returns (domain_id, project_id, trust_ref, unscoped, system). If scope to a
project, (None, project_id, None, None, None) will be returned. If scoped to a
domain, (domain_id, None, None, None, None) will be returned. If scoped to
a trust, (None, project_id, trust_ref, None, None), Will be returned, where the
project_id comes from the trust definition. If unscoped, (None, None, None,
unscoped, None) will be returned. If system_scoped, (None, None, None,
None, all) will be returned.

set_scope (domain_id=None, project_id=None, trust=None, unscoped=None, sys-

tem=None)
Set scope information.

class keystone.auth.core.UserMFARulesValidator
Bases: keystone.common.provider_api.ProviderAPIMixin, object

Helper object that can validate the MFA Rules.

classmethod check_auth_methods_against_rules (user_id, auth_methods)
Validate the MFA rules against the successful auth methods.

Parameters
e user_id (str) The users ID (uuid).
* auth_methods (set) List of methods that were used for auth

Returns Boolean, True means rules match and auth may proceed, False means
rules do not match.

keystone.auth.core.get_auth_method (method_name)

keystone.auth.core.load_auth_method (method)
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keystone.auth.core.load_auth_methods ()

keystone.auth.schema module

keystone.auth.schema.validate_issue_ token_auth (auth=None)

Module contents

keystone.catalog package

Subpackages
keystone.catalog.backends package
Submodules
keystone.catalog.backends.base module

class keystone.catalog.backends.base.CatalogDriverBase
Bases: keystone.common.provider_api.ProviderAPIMixin, object

Interface description for the Catalog driver.

abstract add_endpoint_group_to_project (endpoint_group_id, project_id)
Add an endpoint group to project association.

Parameters
* endpoint_group_id (string) identity of endpoint to associate
* project_id (string) identity of project to associate

Raises keystone.exception.Conflict If the endpoint group was al-
ready added to the project.

Returns None.

abstract add_endpoint_to_project (endpoint_id, project_id)
Create an endpoint to project association.

Parameters

* endpoint_id (string) identity of endpoint to associate

* project_id (string) identity of the project to be associated with
Raises keystone.exception.Conflict: If the endpoint was already added to project.
Returns None.

abstract check_endpoint_in_project (endpoint_id, project_id)
Check if an endpoint is associated with a project.

Parameters

* endpoint_id (string) identity of endpoint to check
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* project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in
the project.

Returns None.

abstract create_endpoint (endpoint_id, endpoint_ref)
Create a new endpoint for a service.

Raises
* keystone.exception.Conflict If aduplicate endpoint exists.

* keystone.exception.ServiceNotFound If the service doesnt ex-
ist.

abstract create_endpoint_group (endpoint_group)
Create an endpoint group.

Parameters endpoint_group (dictionary) endpoint group to create
Raises keystone.exception.Conflict: If a duplicate endpoint group already exists.
Returns an endpoint group representation.

abstract create_region (region_ref)
Create a new region.

Raises
* keystone.exception.Conflict If the region already exists.

* keystone.exception.RegionNotFound If the parent region is in-
valid.

abstract create_service (service_id, service_ref)
Create a new service.

Raises keystone.exception.Conflict If aduplicate service exists.

abstract delete_association_by_endpoint (endpoint_id)
Remove all the endpoints to project association with endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns None

abstract delete_association_by_project (project_id)
Remove all the endpoints to project association with project.

Parameters project_id (string) identity of the project to check
Returns None

abstract delete_endpoint (endpoint_id)
Delete an endpoint for a service.

Raises keystone.exception.EndpointNotFound If the endpoint
doesnt exist.

abstract delete_endpoint_group (endpoint_group_id)
Delete an endpoint group.
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Parameters endpoint_group_id (string) identity of endpoint group to
delete

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns None.

abstract delete_endpoint_group_association_by_project (project_id)
Remove endpoint group to project associations.

Parameters project_id (string) identity of the project to check
Returns None

abstract delete_region (region_id)
Delete an existing region.

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

abstract delete_ service (service_id)
Delete an existing service.

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

abstract get_catalog (user_id, project_id)
Retrieve and format the current service catalog.

Example:

Returns A nested dict representing the service catalog or an empty dict.
Raises keystone.exception.NotFound If the endpoint doesnt exist.
abstract get_endpoint (endpoint_id)
Get endpoint by id.
Returns endpoint_ref dict

Raises keystone.exception.EndpointNotFound If the endpoint
doesnt exist.

abstract get_endpoint_group (endpoint_group_id)
Get an endpoint group.
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Parameters endpoint_group_id (string) identity of endpoint group to
retrieve

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns an endpoint group representation.

abstract get_endpoint_group_in_project (endpoint_group_id, project_id)
Get endpoint group to project association.

Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
* project_id(string) identity of project to associate

Raises keystone.exception.NotFound If the endpoint group to the
project association was not found.

Returns a project endpoint group representation.

abstract get_region (region_id)
Get region by id.

Returns region_ref dict

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

abstract get_service (service_id)
Get service by id.

Returns service ref dict

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

get_v3_catalog (user_id, project_id)
Retrieve and format the current V3 service catalog.

Example:
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Returns A list representing the service catalog or an empty list
Raises keystone.exception.NotFound If the endpoint doesnt exist.
abstract list_endpoint_groups (hints)
List all endpoint groups.
Returns None.

abstract list_endpoint_groups_for_ project (project_id)
List all endpoint group to project associations for a project.

Parameters project_id (string) identity of project to associate
Returns None.

abstract list_endpoints (hints)
List all endpoints.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of endpoint_refs or an empty list.

abstract list_endpoints_for_ project (project_id)
List all endpoints associated with a project.

Parameters project_id (string) identity of the project to check
Returns a list of identity endpoint ids or an empty list.

abstract list_projects_associated_with_endpoint_group (endpoint_group_id)
List all projects associated with endpoint group.

Parameters endpoint_group_id (string) identity of endpoint to asso-
ciate

Returns None.

abstract list_projects_for_ endpoint (endpoint_id)
List all projects associated with an endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns a list of projects or an empty list.

abstract list_regions (hints)
List all regions.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of region_refs or an empty list.

abstract list_services (hints)
List all services.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of service_refs or an empty list.
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abstract remove_endpoint_from_project (endpoint_id, project_id)
Remove an endpoint to project association.

Parameters
* endpoint_id (string) identity of endpoint to remove
* project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in
the project.

Returns None.

abstract remove_endpoint_group_from_project (endpoint_group_id,
project_id)

Remove an endpoint to project association.
Parameters
* endpoint_group_id (string) identity of endpoint to associate
* project_id (string) identity of project to associate

Raises keystone.exception.NotFound If endpoint group project associ-
ation was not found.

Returns None.
abstract update_endpoint (endpoint_id, endpoint_ref)
Get endpoint by id.

Returns endpoint_ref dict

Raises
* keystone.exception.EndpointNotFound If the endpoint doesnt
exist.
* keystone.exception.ServiceNotFound Ifthe service doesnt ex-
ist.
abstract update_endpoint_group (endpoint_group_id, endpoint_group)
Update an endpoint group.
Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
* endpoint_group (dictionary) A full or partial endpoint_group

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns an endpoint group representation.

abstract update_region (region_id, region_ref)
Update region by id.
Returns region_ref dict

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.
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abstract update_service (service_id, service_ref)
Update service by id.

Returns service ref dict

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

keystone.catalog.backends.sql module

class keystone.catalog.backends.sgl.Catalog
Bases: keystone.catalog.backends.base.CatalogDriverBase

add_endpoint_group_to_project (endpoint_group_id, project_id)
Add an endpoint group to project association.

Parameters
* endpoint_group_id (string) identity of endpoint to associate
* project_id (string) identity of project to associate

Raises keystone.exception.Conflict If the endpoint group was al-
ready added to the project.

Returns None.

add_endpoint_to_project (endpoint_id, project_id)
Create an endpoint to project association.

Parameters

* endpoint_id (string) identity of endpoint to associate

* project_id (string) identity of the project to be associated with
Raises keystone.exception.Conflict: If the endpoint was already added to project.
Returns None.

check_endpoint_in_project (endpoint_id, project_id)
Check if an endpoint is associated with a project.

Parameters
* endpoint_id (string) identity of endpoint to check
* project_id(string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in
the project.

Returns None.

create_endpoint (endpoint_id, endpoint)
Create a new endpoint for a service.

Raises

* keystone.exception.Conflict If aduplicate endpoint exists.
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* keystone.exception.ServiceNotFound Ifthe service doesnt ex-
ist.

create_endpoint_group (endpoint_group_id, endpoint_group)
Create an endpoint group.

Parameters endpoint_group (dictionary) endpoint group to create
Raises keystone.exception.Conflict: If a duplicate endpoint group already exists.
Returns an endpoint group representation.

create_region (region_ref)
Create a new region.

Raises
* keystone.exception.Conflict If the region already exists.

* keystone.exception.RegionNotFound If the parent region is in-
valid.

create_service (service_id, service_ref')
Create a new service.

Raises keystone.exception.Conflict If aduplicate service exists.

delete_association_by_endpoint (endpoint_id)
Remove all the endpoints to project association with endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns None

delete_association_by_project (project_id)
Remove all the endpoints to project association with project.

Parameters project_id (string) identity of the project to check
Returns None

delete_endpoint (endpoint_id)
Delete an endpoint for a service.

Raises keystone.exception.EndpointNotFound If the endpoint
doesnt exist.

delete_endpoint_group (endpoint_group_id)
Delete an endpoint group.

Parameters endpoint_group_id (string) identity of endpoint group to
delete

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns None.

delete_endpoint_group_association_by_ project (project_id)
Remove endpoint group to project associations.

Parameters project_id (string) identity of the project to check

Returns None
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delete_region (region_id)
Delete an existing region.

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

delete_ service (service_id)
Delete an existing service.

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

get_catalog (user_id, project_id)
Retrieve and format the V2 service catalog.

Parameters

* user_id Theid of the user who has been authenticated for creating service
catalog.

* project_id The id of the project. project_id will be None in the case this
being called to create a catalog to go in a domain scoped token. In this case,
any endpoint that requires a project_id as part of their URL will be skipped
(as would a whole service if, as a consequence, it has no valid endpoints).

Returns A nested dict representing the service catalog or an empty dict.

get_endpoint (endpoint_id)
Get endpoint by id.

Returns endpoint_ref dict

Raises keystone.exception.EndpointNotFound If the endpoint
doesnt exist.

get_endpoint_group (endpoint_group_id)
Get an endpoint group.

Parameters endpoint_group_id (string) identity of endpoint group to
retrieve

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns an endpoint group representation.

get_endpoint_group_in_project (endpoint_group_id, project_id)
Get endpoint group to project association.

Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
* project_id (string) identity of project to associate

Raises keystone.exception.NotFound If the endpoint group to the
project association was not found.

Returns a project endpoint group representation.

get_region (region_id)
Get region by id.
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Returns region_ref dict

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

get_service (service_id)
Get service by id.

Returns service_ref dict

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

get_v3_catalog (user_id, project_id)
Retrieve and format the current V3 service catalog.

Parameters

* user_id Theid of the user who has been authenticated for creating service
catalog.

* project_id The id of the project. project_id will be None in the case
this being called to create a catalog to go in a domain scoped token. In this
case, any endpoint that requires a project_id as part of their URL will be
skipped.

Returns A list representing the service catalog or an empty list

list_endpoint_groups (hints)
List all endpoint groups.

Returns None.

list_endpoint_groups_for_project (project_id)
List all endpoint group to project associations for a project.

Parameters project_id (string) identity of project to associate
Returns None.

list_endpoints (hints)
List all endpoints.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of endpoint_refs or an empty list.

list_endpoints_for_project (project_id)
List all endpoints associated with a project.

Parameters project_id (string) identity of the project to check
Returns a list of identity endpoint ids or an empty list.

list_projects_associated_with_endpoint_group (endpoint_group_id)
List all projects associated with endpoint group.

Parameters endpoint_group_id (string) identity of endpoint to asso-
ciate

Returns None.
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list_projects_for_ endpoint (endpoint_id)
List all projects associated with an endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns a list of projects or an empty list.

list_regions (hints)
List all regions.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of region_refs or an empty list.

list_services (hints)
List all services.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of service_refs or an empty list.

remove_endpoint_from project (endpoint_id, project_id)
Remove an endpoint to project association.

Parameters
* endpoint_id (string) identity of endpoint to remove
* project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in
the project.

Returns None.

remove_endpoint_group_from project (endpoint_group_id, project_id)
Remove an endpoint to project association.

Parameters
* endpoint_group_id (string) identity of endpoint to associate
* project_id (string) identity of project to associate

Raises keystone.exception.NotFound If endpoint group project associ-
ation was not found.

Returns None.

update_endpoint (endpoint_id, endpoint_ref’)
Get endpoint by id.

Returns endpoint_ref dict
Raises

* keystone.exception.EndpointNotFound If the endpoint doesnt
exist.

* keystone.exception.ServiceNotFound If the service doesnt ex-
ist.
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update_endpoint_group (endpoint_group_id, endpoint_group)
Update an endpoint group.

Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
* endpoint_group (dictionary) A full or partial endpoint_group

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns an endpoint group representation.

update_region (region_id, region_ref )
Update region by id.

Returns region_ref dict

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

update_service (service_id, service_ref)
Update service by id.

Returns service ref dict

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

class keystone.catalog.backends.sqgl.Endpoint (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixinWithExtras

attributes = ['id', 'interface', 'region_id', 'service_id', 'url', 'legacy_e
enabled
extra

classmethod from_dict (endpoint_dict)
Override from_dict to set enabled if missing.

id

interface
legacy_endpoint_id
region_id
service_id

url

class keystone.catalog.backends.sql.EndpointGroup (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

Endpoint Groups table.
attributes = ['id', 'name', 'description', 'filters']
description
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filters

id

mutable_attributes = frozenset ({'description', 'filters', 'name'})
name

class keystone.catalog.backends.sqgl.ProjectEndpoint (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

project-endpoint relationship table.

attributes = ['endpoint_id', 'project_id']
endpoint_id

project_id

class keystone.catalog.backends.sqgl.ProjectEndpointGroupMembership (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sqgl.
core.ModelDictMixin
Project to Endpoint group relationship table.
attributes = ['endpoint_group_id', 'project_id']
endpoint_group_id
project_id
class keystone.catalog.backends.sqgl.Region (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixinWithExtras

attributes = ['id', 'description', 'parent_region_id']
description

endpoints

extra

id

parent_region_id

class keystone.catalog.backends.sqgl.Service (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sqgl.
core.ModelDictMixinWithExtras

attributes = ['id', 'type', 'enabled']
enabled

endpoints

extra

id

type
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keystone.catalog.backends.templated module

class keystone.catalog.backends.templated.Catalog (femplates=None)
Bases: keystone.catalog.backends.base.CatalogDriverBase

A backend that generates endpoints for the Catalog based on templates.
It is usually configured via config entries that look like:
catalog. SREGION.$SERVICE.$key = $value

and is stored in a similar looking hierarchy. Where a value can contain values to be interpolated
by standard python string interpolation that look like (the % is replaced by a $):

http://localhost:\protect\T 1\textdollar(public_port)s/

When expanding the template it will pass in a dict made up of the conf instance plus a few addi-
tional key-values, notably project_id and user_id.

It does not care what the keys and values are but it is worth noting that keystone_compat will
expect certain keys to be there so that it can munge them into the output format keystone expects.
These keys are:

name - the name of the service, most likely repeated for all services of the same
type, across regions.

adminURL - the url of the admin endpoint
publicURL - the url of the public endpoint
internal URL - the url of the internal endpoint

add_endpoint_group_to_project (endpoint_group_id, project_id)
Add an endpoint group to project association.

Parameters
* endpoint_group_id (string) identity of endpoint to associate
* project_id (string) identity of project to associate

Raises keystone.exception.Conflict If the endpoint group was al-
ready added to the project.

Returns None.

add_endpoint_to_project (endpoint_id, project_id)
Create an endpoint to project association.

Parameters

* endpoint_id (string) identity of endpoint to associate

* project_id (string) identity of the project to be associated with
Raises keystone.exception.Conflict: If the endpoint was already added to project.
Returns None.

check_endpoint_in_project (endpoint_id, project_id)
Check if an endpoint is associated with a project.

Parameters
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* endpoint_id (string) identity of endpoint to check
* project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in
the project.

Returns None.

create_endpoint (endpoint_id, endpoint_ref)
Create a new endpoint for a service.

Raises
* keystone.exception.Conflict If aduplicate endpoint exists.

* keystone.exception.ServiceNotFound If the service doesnt ex-
ist.

create_endpoint_group (endpoint_group)
Create an endpoint group.

Parameters endpoint_group (dictionary) endpoint group to create
Raises keystone.exception.Conflict: If a duplicate endpoint group already exists.
Returns an endpoint group representation.

create_region (region_ref)
Create a new region.

Raises
* keystone.exception.Conflict If the region already exists.

* keystone.exception.RegionNotFound If the parent region is in-
valid.

create_service (service_id, service_ref )
Create a new service.

Raises keystone.exception.Conflict If aduplicate service exists.

delete_association_by_endpoint (endpoint_id)
Remove all the endpoints to project association with endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns None

delete_association_by_ project (project_id)
Remove all the endpoints to project association with project.

Parameters project_id (string) identity of the project to check
Returns None

delete_endpoint (endpoint_id)
Delete an endpoint for a service.

Raises keystone.exception.EndpointNotFound If the endpoint
doesnt exist.
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delete_endpoint_group (endpoint_group_id)
Delete an endpoint group.

Parameters endpoint_group_id (string) identity of endpoint group to
delete

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns None.

delete_endpoint_group_association_by_project (project_id)
Remove endpoint group to project associations.

Parameters project_id (string) identity of the project to check
Returns None

delete_region (region_id)
Delete an existing region.

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

delete_service (service_id)
Delete an existing service.

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

get_catalog (user_id, project_id)
Retrieve and format the V2 service catalog.

Parameters

* user_id The id of the user who has been authenticated for creating service
catalog.

* project_id The id of the project. project_id will be None in the case
this being called to create a catalog to go in a domain scoped token. In this
case, any endpoint that requires a project_id as part of their URL will be
skipped.

Returns A nested dict representing the service catalog or an empty dict.

get_endpoint (endpoint_id)
Get endpoint by id.

Returns endpoint_ref dict

Raises keystone.exception.EndpointNotFound If the endpoint
doesnt exist.

get_endpoint_group (endpoint_group_id)
Get an endpoint group.

Parameters endpoint_group_id (string) identity of endpoint group to
retrieve

Raises keystone.exception.NotFound If the endpoint group was not
found.
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Returns an endpoint group representation.

get_endpoint_group_in_project (endpoint_group_id, project_id)
Get endpoint group to project association.

Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
* project_id (string) identity of project to associate

Raises keystone.exception.NotFound If the endpoint group to the
project association was not found.

Returns a project endpoint group representation.

get_region (region_id)
Get region by id.

Returns region_ref dict

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

get_service (service_id)
Get service by id.

Returns service_ref dict

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

get_v3_catalog (user_id, project_id)
Retrieve and format the current V3 service catalog.

This implementation builds the V3 catalog from the V2 catalog.
Parameters

* user_id Theid of the user who has been authenticated for creating service
catalog.

* project_id The id of the project. project_id will be None in the case
this being called to create a catalog to go in a domain scoped token. In this
case, any endpoint that requires a project_id as part of their URL will be
skipped.

Returns A list representing the service catalog or an empty list

list_endpoint_groups (hints)
List all endpoint groups.

Returns None.

list_endpoint_groups_for_ project (project_id)
List all endpoint group to project associations for a project.

Parameters project_id (string) identity of project to associate
Returns None.

list_endpoints (hints)
List all endpoints.
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Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of endpoint_refs or an empty list.

list_endpoints_for_project (project_id)
List all endpoints associated with a project.

Parameters project_id (string) identity of the project to check
Returns a list of identity endpoint ids or an empty list.

list_projects_associated_with_endpoint_group (endpoint_group_id)
List all projects associated with endpoint group.

Parameters endpoint_group_id (string) identity of endpoint to asso-
ciate

Returns None.

list_projects_for_endpoint (endpoint_id)
List all projects associated with an endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns a list of projects or an empty list.

list_regions (hints)
List all regions.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of region_refs or an empty list.

list_services (hints)
List all services.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list of service_refs or an empty list.

remove_endpoint_from project (endpoint_id, project_id)
Remove an endpoint to project association.

Parameters
* endpoint_id (string) identity of endpoint to remove
* project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in
the project.

Returns None.

remove_endpoint_group_from project (endpoint_group_id, project_id)
Remove an endpoint to project association.

Parameters

* endpoint_group_id (string) identity of endpoint to associate
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* project_id (string) identity of project to associate

Raises keystone.exception.NotFound If endpoint group project associ-
ation was not found.

Returns None.

update_endpoint (endpoint_id, endpoint_ref’)
Get endpoint by id.

Returns endpoint_ref dict

Raises

* keystone.exception.EndpointNotFound If the endpoint doesnt
exist.

* keystone.exception.ServiceNotFound If the service doesnt ex-
ist.

update_endpoint_group (endpoint_group_id, endpoint_group)
Update an endpoint group.

Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
* endpoint_group (dictionary) A full or partial endpoint_group

Raises keystone.exception.NotFound If the endpoint group was not
found.

Returns an endpoint group representation.

update_region (region_id, region_ref')
Update region by id.

Returns region_ref dict

Raises keystone.exception.RegionNotFound If the region doesnt ex-
ist.

update_service (service_id, service_ref)
Update service by id.

Returns service_ref dict

Raises keystone.exception.ServiceNotFound If the service doesnt
exist.

keystone.catalog.backends.templated.parse_templates (femplate_lines)
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Module contents
Submodules
keystone.catalog.core module

Main entry point into the Catalog service.

class keystone.catalog.core.Manager
Bases: keystone.common.manager.Manager

Default pivot point for the Catalog backend.

See keystone.common.manager.Manager for more details on how this dynamically calls
the backend.

add_endpoint_group_to_project (endpoint_group_id, project_id)
add_endpoint_to_project (endpoint_id, project_id)
create_endpoint (endpoint_id, endpoint_ref, initiator=None)
create_region (region_ref, initiator=None)

create_service (service_id, service_ref, initiator=None)
delete_association_by_endpoint (endpoint_id)
delete_association_by_project (project_id)
delete_endpoint (endpoint_id, initiator=None)
delete_endpoint_group_association_by_ project (project_id)
delete_region (region_id, initiator=None)

delete_service (service_id, initiator=None)

driver_ namespace = 'keystone.catalog'

get_endpoint (endpoint_id)

get_endpoint_groups_for_ project (project_id)
get_endpoints_filtered by endpoint_group (endpoint_group_id)
get_region (region_id)

get_service (service_id)

get_v3_catalog (user_id, project_id)

list_endpoints (hints=None)

list_endpoints_for_project (project_id)
List all endpoints associated with a project.

Parameters project_id (string) project identifier to check
Returns a list of endpoint ids or an empty list.
list_regions (hints=None)

list_services (hints=None)
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remove_endpoint_from_project (endpoint_id, project_id)
remove_endpoint_group_from project (endpoint_group_id, project_id)
update_endpoint (endpoint_id, endpoint_ref, initiator=None)
update_region (region_id, region_ref, initiator=None)

update_service (service_id, service_ref, initiator=None)

keystone.catalog.schema module
Module contents

keystone.cmd package

Subpackages

keystone.cmd.doctor package
Submodules
keystone.cmd.doctor.caching module

keystone.cmd.doctor.caching.symptom_caching disabled()
keystone.conf [cache] enabled is not enabled.

Caching greatly improves the performance of keystone, and it is highly recommended that you
enable it.

keystone.cmd.doctor.caching.symptom_caching enabled_without_a_backend ()
Caching is not completely configured.

Although caching is enabled in keystone.conf [cache ] enabled, the default backend is still set to the
no-op backend. Instead, configure keystone to point to a real caching backend like memcached.

keystone.cmd.doctor.caching.symptom connection_to_memcached ()
Memcached isnt reachable.

Caching is enabled and the keystone.conf [cache] backend option is configured but one or more
Memcached servers are not reachable or marked as dead. Please ensure keystone.conf [cache]
memcache_servers is configured properly.

keystone.cmd.doctor.credential module

keystone.cmd.doctor.credential.symptom keys_in_credential_ fernet_key_repository (
Credential key repository is empty.

After configuring keystone to use the Fernet credential provider, you should use keystone-manage
credential_setup to initially populate your key repository with keys, and periodically rotate your
keys with keystone-manage credential_rotate.
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keystone.cmd.doctor.credential.symptom unique_key_ repositories|()
Key repositories for encryption should be unique.

Even though credentials are encrypted using the same mechanism as Fernet tokens, they should
have key repository locations that are independent of one another. Using the same repository to
encrypt credentials and tokens can be considered a security vulnerability because ciphertext from
the keys used to encrypt credentials is exposed as the token ID. Sharing a key repository can also
lead to premature key removal during key rotation. This could result in indecipherable credentials,
rendering them completely useless, or early token invalidation because the key that was used to
encrypt the entity has been deleted.

Ensure keystone.conf [credential] key_repository and keystone.conf [fernet_tokens]
key_repository are not pointing to the same location.

keystone.cmd.doctor.credential.symptom usability of_ credential_fernet_key_ reposi
Credential key repository is not setup correctly.

The credential Fernet key repository is expected to be readable by the user running keystone, but
not world-readable, because it contains security sensitive secrets.

keystone.cmd.doctor.database module

keystone.cmd.doctor.database.symptom database_ connection_is_not_SQLite ()
SQLite is not recommended for production deployments.

SQLite does not enforce type checking and has limited support for migrations, making it unsuit-
able for use in keystone. Please change your keystone.conf [database] connection value to point
to a supported database driver, such as MySQL.

keystone.cmd.doctor.debug module

keystone.cmd.doctor.debug.symptom_debug_mode_is_enabled()
Debug mode should be set to False.

Debug mode can be used to get more information back when trying to isolate a problem, but it is
not recommended to be enabled when running a production environment.

Ensure keystone.conf debug is set to False

keystone.cmd.doctor.federation module

keystone.cmd.doctor.federation.symptom comma_in_ SAML_private_key file_path ()
[saml] certfile should not contain a comma ().

Because a comma is part of the API between keystone and the external xmlsecl binary which
utilizes the key, keystone cannot include a comma in the path to the private key file.

keystone.cmd.doctor.federation.symptom comma_in_SAML_public_certificate_path/()
[saml] certfile should not contain a comma ().

Because a comma is part of the API between keystone and the external xmlsecl binary which
utilizes the certificate, keystone cannot include a comma in the path to the public certificate file.

3.1. keystone 123



Keystone Documentation, Release 18.1.1.dev16

keystone.cmd.doctor.ldap module

keystone.cmd.doctor.ldap.symptom LDAP_file_based domain_specific_configs ()
Domain specific driver directory is invalid or contains invalid files.

If keystone.conf [identity] domain_specific_drivers_enabled is set to true, then support is en-
abled for individual domains to have their own identity drivers. The configurations for these
can either be stored in a config file or in the database. The case we handle in this symp-
tom is when they are stored in config files, which is indicated by keystone.conf [identity] do-
main_configurations_from_database being set to false.

keystone.cmd.doctor.ldap.symptom_ LDAP_file_based domain_specific_configs_formatt
LDAP domain specific configuration files are not formatted correctly.

If keystone.conf [identity] domain_specific_drivers_enabled is set to true, then support is en-
abled for individual domains to have their own identity drivers. The configurations for these
can either be stored in a config file or in the database. The case we handle in this symp-
tom is when they are stored in config files, which is indicated by keystone.conf [identity]
domain_configurations_from_database being set to false. The config files located in the di-
rectory specified by keystone.conf [identity] domain_config_dir should be in the form of key-
stone.<domain_name>.conf and their contents should look something like this:

[ldap] url = ldap://Idapservice.thecustomer.com query_scope = sub

user_tree_dn = ou=Users,dc=openstack,dc=org  user_objectclass =  MyOrgPerson
user_id_attribute = uid

keystone.cmd.doctor.ldap.symptom_ LDAP_group_members_are_ids_disabled()
[ldap] group_members_are_ids is not enabled.

Because youve set keystone.conf [ldap] group_objectclass = posixGroup, we would have also ex-
pected you to enable set keystone.conf [ldap] group_members_are_ids because we suspect youre
using Open Directory, which would contain user IDs in a posixGroup rather than LDAP DN, as
other object classes typically would.

keystone.cmd.doctor.ldap.symptom LDAP_user_enabled_emulation_dn_ignored/()
[ldap] user_enabled_emulation_dn is being ignored.

There is no reason to set this value unless keystone.conf [ldap] user_enabled_emulation is also
enabled.

keystone.cmd.doctor.ldap.symptom_ LDAP_user_enabled_emulation_use_group_config_ig
[ldap] user_enabled_emulation_use_group_config is being ignored.

There is no reason to set this value unless keystone.conf [ldap] user_enabled_emulation is also
enabled.
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keystone.cmd.doctor.security_compliance module

keystone.cmd.doctor.security_compliance.symptom invalid password regular_express
Invalid password regular expression.

The password regular expression is invalid and users will not be able to make password changes
until this has been corrected.

Ensure [security_compliance] password_regex is a valid regular expression.

keystone.cmd.doctor.security_compliance.symptom minimum password_ age_greater_tha
Minimum password age should be less than the password expires days.

If the minimum password age is greater than or equal to the password expires days, then users
would not be able to change their passwords before they expire.

Ensure [security_compliance] minimum_password_age is less than the [security_compliance]
password_expires_days.

keystone.cmd.doctor.security_compliance.symptom password regular_ expression_desc
Password regular expression description is not set.

The password regular expression is set, but the description is not. Thus, if a user fails the password
regular expression, they will not receive a message to explain why their requested password was
insufficient.

Ensure [security_compliance] password_regex_description is set with a description of your pass-
word regular expression in a language for humans.

keystone.cmd.doctor.tokens module

keystone.cmd.doctor.tokens.symptom_unreasonable_max_token_size ()
keystone.conf [DEFAULT] max_token_size should be adjusted.

This option is intended to protect keystone from unreasonably sized tokens, where reasonable
is mostly dependent on the keystone.conf [token] provider that youre using. If youre using one
of the following token providers, then you should set keystone.conf [DEFAULT| max_token_size
accordingly:

e For Fernet, set keystone.conf [DEFAULT] max_token_size = 255, because Fernet tokens
should never exceed this length in most deployments. However, if you are also using key-
stone.conf [identity] driver = ldap, Fernet tokens may not be built using an efficient packing
method, depending on the IDs returned from LDAP, resulting in longer Fernet tokens (adjust
your max_token_size accordingly).

keystone.cmd.doctor.tokens_fernet module

keystone.cmd.doctor.tokens_fernet.symptom_keys_in_ Fernet_key repository ()
Fernet key repository is empty.

After configuring keystone to use the Fernet token provider, you should use keystone-manage
fernet_setup to initially populate your key repository with keys, and periodically rotate your keys
with keystone-manage fernet_rotate.
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keystone.cmd.doctor.tokens_fernet.symptom usability_ of Fernet_key repository ()
Fernet key repository is not setup correctly.

The Fernet key repository is expected to be readable by the user running keystone, but not world-
readable, because it contains security-sensitive secrets.

Module contents

keystone.cmd.doctor.diagnose ()
Report diagnosis for any symptoms we find.

Returns true when any symptoms are found, false otherwise.

keystone.cmd.doctor.gather_symptoms ()
Gather all of the objects in this module that are named symptom_*.

Submodules
keystone.cmd.bootstrap module

class keystone.cmd.bootstrap.Bootstrapper
Bases: object

bootstrap ()

keystone.cmd.cli module

class keystone.cmd.cli.BaseApp
Bases: object

classmethod add_argument_parser (subparsers)
name = None

class keystone.cmd.cli.BasePermissionsSetup
Bases: keystone.cmd.cli.BaseApp

Common user/group setup for file permissions.
classmethod add_argument_parser (subparsers)

static get_user group ()

classmethod initialize_fernet_repository (keystone_user_id, key-
stone_group_id, con-

fig_group=None)
classmethod rotate_fernet_repository (keystone_user_id, key-
stone_group_id, con-

fig_group=None)
class keystone.cmd.cli.BootStrap
Bases: keystone.cmd.cli.BaseApp

Perform the basic bootstrap process.
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classmethod add_argument_parser (subparsers)

do_bootstrap ()
Perform the bootstrap actions.

Create bootstrap user, project, and role so that CMS, humans, or scripts can continue to
perform initial setup (domains, projects, services, endpoints, etc) of Keystone when standing
up a new deployment.

classmethod main ()
name = 'bootstrap'

class keystone.cmd.cli.CreateJWSKeyPair
Bases: keystone.cmd.cli.BasePermissionsSetup

Create a key pair for signing and validating JWS tokens.

This command creates a public and private key pair to use for signing and validating JWS token
signatures. The key pair is written to the directory where the command is invoked.

classmethod add_argument_parser (subparsers)
classmethod main ()
name = 'create_jws_keypair'

class keystone.cmd.cli.CredentialMigrate
Bases: keystone.cmd.cli.BasePermissionsSetup

Provides the ability to encrypt credentials using a new primary key.

This assumes that there is already a credential key repository in place and that the database back-
end has been upgraded to at least the Newton schema. If the credential repository doesnt exist yet,
you can use keystone—-manage credential_setup to create one.

classmethod main ()
migrate_credentials ()
name = 'credential migrate'

class keystone.cmd.cli.CredentialRotate
Bases: keystone.cmd.cli.BasePermissionsSetup

Rotate Fernet encryption keys for credential encryption.
This assumes you have already run keystone-manage credential_setup.

A new primary key is placed into rotation only if all credentials are encrypted with the current
primary key. If any credentials are encrypted with a secondary key the rotation will abort. This
protects against removing a key that is still required to decrypt credentials. Once a key is removed
from the repository, it is impossible to recover the original data without restoring from a backup
external to keystone (more on backups below). To make sure all credentials are encrypted with
the latest primary key, please see the keystone-manage credential_migrate command. Since the
maximum number of keys in the credential repository is 3, once all credentials are encrypted with
the latest primary key we can safely introduce a new primary key. All credentials will still be
decryptable since they are all encrypted with the only secondary key in the repository.

It is imperitive to understand the importance of backing up keys used to encrypt credentials. In
the event keys are overrotated, applying a key repository from backup can help recover otherwise
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useless credentials. Persisting snapshots of the key repository in secure and encrypted source
control, or a dedicated key management system are good examples of encryption key backups.

The keystone-manage credential_rotate and keystone-manage credential_migrate commands are
intended to be done in sequence. After performing a rotation, a migration must be done before
performing another rotation. This ensures we dont over-rotate encryption keys.

classmethod main ()
name = 'credential rotate'
validate_ primary_ key ()

class keystone.cmd.cli.CredentialSetup
Bases: keystone.cmd.cli.BasePermissionsSetup

Setup a Fernet key repository for credential encryption.

The purpose of this command is very similar to keystone-manage fernet_setup only the keys in-
cluded in this repository are for encrypting and decrypting credential secrets instead of token
payloads. Keys can be rotated using keystone-manage credential_rotate.

classmethod main ()
name = 'credential_ setup'

class keystone.cmd.cli.DbSync
Bases: keystone.cmd.cli.BaseApp

Sync the database.

classmethod add_argument_parser (subparsers)
classmethod check_db_sync_status ()
static main ()

name = 'db_sync'

class keystone.cmd.cli.DbVersion
Bases: keystone.cmd.cli.BaseApp

Print the current migration version of the database.
classmethod add_argument_parser (subparsers)
static main ()

name = 'db version'

class keystone.cmd.cli.Doctor
Bases: keystone.cmd.cli.BaseApp

Diagnose common problems with keystone deployments.
classmethod add_argument_parser (subparsers)
static main ()

name = 'doctor'

class keystone.cmd.cli.DomainConfigUpload
Bases: keystone.cmd.cli.BaseApp

Upload the domain specific configuration files to the database.

128 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

classmethod add_argument_parser (subparsers)
static main ()
name = 'domain_config_upload’

class keystone.cmd.cli.DomainConfigUploadFiles (domain_config_finder=<function

_domain_config_finder>)
Bases: object

load backends ()

read_domain_configs_from files()
Read configs from file(s) and load into database.

The command line parameters have already been parsed and the CONF command option
will have been set. It is either set to the name of an explicit domain, or its None to indicate
that we want all domain config files.

run ()

valid_options ()
Validate the options, returning True if they are indeed valid.

It would be nice to use the argparse automated checking for this validation, but the only way
I can see doing that is to make the default (i.e. if no optional parameters are specified) to
upload all configuration files - and that sounds too dangerous as a default. So we use it in a
slightly unconventional way, where all parameters are optional, but you must specify at least
one.

class keystone.cmd.cli.FernetRotate
Bases: keystone.cmd.cli.BasePermissionsSetup

Rotate Fernet encryption keys.
This assumes you have already run keystone-manage fernet_setup.

A new primary key is placed into rotation, which is used for new tokens. The old primary key is
demoted to secondary, which can then still be used for validating tokens. Excess secondary keys
(beyond [fernet_tokens] max_active_keys) are revoked. Revoked keys are permanently deleted.
A new staged key will be created and used to validate tokens. The next time key rotation takes
place, the staged key will be put into rotation as the primary key.

Rotating keys too frequently, or with [fernet_tokens] max_active_keys set too low, will cause
tokens to become invalid prior to their expiration.

classmethod main ()
name = 'fernet_rotate'

class keystone.cmd.cli.FernetSetup
Bases: keystone.cmd.cli.BasePermissionsSetup

Setup key repositories for Fernet tokens and auth receipts.

This also creates a primary key used for both creating and validating Fernet tokens and auth
receipts. To improve security, you should rotate your keys (using keystone-manage fernet_rotate,
for example).

classmethod main ()

name = 'fernet_setup'
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class keystone.cmd.cli.MappingEngineTester

Bases: keystone.cmd.cli.BaseApp

Execute mapping engine locally.

classmethod add_argument_parser (subparsers)
classmethod main ()

name = 'mapping_engine'

normalize assertion|()

normalize_ rules ()

read_assertion (path)

read_rules (path)

class keystone.cmd.cli.MappingPopulate

Bases: keystone.cmd.cli.BaseApp
Pre-populate entries from domain-specific backends.

Running this command is not required. It should only be run right after the LDAP was configured,
when many new users were added, or when mapping_purge is run.

This command will take a while to run. It is perfectly fine for it to run more than several minutes.
classmethod add_argument_parser (subparsers)
classmethod load backends ()

classmethod main ()
Process entries for id_mapping_api.

name = 'mapping populate'’

class keystone.cmd.cli.MappingPurge

Bases: keystone.cmd.cli.BaseApp

Purge the mapping table.

classmethod add_argument_parser (subparsers)
static main ()

name = 'mapping_ purge'

class keystone.cmd.cli.ReceiptRotate

Bases: keystone.cmd.cli.BasePermissionsSetup
Rotate auth receipts encryption keys.
This assumes you have already run keystone-manage receipt_setup.

A new primary key is placed into rotation, which is used for new receipts. The old primary key is
demoted to secondary, which can then still be used for validating receipts. Excess secondary keys
(beyond [receipt] max_active_keys) are revoked. Revoked keys are permanently deleted. A new
staged key will be created and used to validate receipts. The next time key rotation takes place,
the staged key will be put into rotation as the primary key.

Rotating keys too frequently, or with [receipt] max_active_keys set too low, will cause receipts to
become invalid prior to their expiration.
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classmethod main ()
name = 'receipt_rotate'

class keystone.cmd.cli.ReceiptSetup
Bases: keystone.cmd.cli.BasePermissionsSetup

Setup a key repository for auth receipts.

This also creates a primary key used for both creating and validating receipts. To improve security,
you should rotate your keys (using keystone-manage receipt_rotate, for example).

classmethod main ()
name = 'receipt_setup'’

class keystone.cmd.cli.SamlIdentityProviderMetadata
Bases: keystone.cmd.cli.BaseApp

Generate Identity Provider metadata.
static main ()
name = 'saml_idp_metadata'

class keystone.cmd.cli.TokenRotate
Bases: keystone.cmd.cli.BasePermissionsSetup

Rotate token encryption keys.
This assumes you have already run keystone-manage token_setup.

A new primary key is placed into rotation, which is used for new tokens. The old primary key is
demoted to secondary, which can then still be used for validating tokens. Excess secondary keys
(beyond [token] max_active_keys) are revoked. Revoked keys are permanently deleted. A new
staged key will be created and used to validate tokens. The next time key rotation takes place, the
staged key will be put into rotation as the primary key.

Rotating keys too frequently, or with [token] max_active_keys set too low, will cause tokens to
become invalid prior to their expiration.

classmethod main ()
name = 'token_rotate'

class keystone.cmd.cli.TokenSetup
Bases: keystone.cmd.cli.BasePermissionsSetup

Setup a key repository for tokens.

This also creates a primary key used for both creating and validating tokens. To improve security,
you should rotate your keys (using keystone-manage token_rotate, for example).

classmethod main ()
name = 'token_setup'

class keystone.cmd.cli.TrustFlush
Bases: keystone.cmd.cli.BaseApp

Flush expired and non-expired soft deleted trusts from the backend.

classmethod add_argument_parser (subparsers)
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classmethod main ()

name = 'trust_flush'
keystone.cmd.cli.add_ command_parsers (subparsers)
keystone.cmd.cli.assert_not_extension (extension)

keystone.cmd.cli.main (argv=None, developer_config_file=None)
Main entry point into the keystone-manage CLI utility.

Parameters

* argv (1ist) Arguments supplied via the command line using the sys stan-
dard library.

* developer_config_file (string) The location of a configuration
file normally found in development environments.

keystone.cmd.manage module

keystone.cmd.manage.main ()

keystone.cmd.status module

class keystone.cmd.status.Checks
Bases: oslo_upgradecheck.upgradecheck.UpgradeCommands

Programmable upgrade checks.

Each method here should be a programmable check that helps check for things that might cause
issues for deployers in the upgrade process. A good example of an upgrade check would be to
ensure all roles defined in policies actually exist within the roles backend.

check default_roles_are immutable ()
check_trust_policies_are_not_empty ()

keystone.cmd.status.main ()

Module contents

keystone.common package

Subpackages

keystone.common.cache package

Submodules

keystone.common.cache.core module

Keystone Caching Layer Implementation.
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class keystone.common.cache.core.DistributedInvalidationStrategy (region_manager)
Bases: dogpile.cache.region.RegionInvalidationStrategy

invalidate (hard=None)
Region invalidation.

CacheRegion propagated call. The default invalidation system works by setting a current
timestamp (using t ime . time () ) to consider all older timestamps effectively invalidated.

is_hard_invalidated (timestamp)
Check timestamp to determine if it was hard invalidated.

Returns Boolean. True if timestamp is older than the last region invalidation
time and region is invalidated in hard mode.

is_invalidated (timestamp)
Check timestamp to determine if it was invalidated.

Returns Boolean. True if t imestamp is older than the last region invalidation
time.

is_soft_invalidated (timestamp)
Check timestamp to determine if it was soft invalidated.

Returns Boolean. True if t imestamp is older than the last region invalidation
time and region is invalidated in soft mode.

was_hard invalidated()
Indicate the region was invalidated in hard mode.

Returns Boolean. True if region was invalidated in hard mode.

was_soft invalidated()
Indicate the region was invalidated in soft mode.

Returns Boolean. True if region was invalidated in soft mode.

class keystone.common.cache.core.RegionInvalidationManager (invalidation_region,
re-

gion_name)
Bases: object

REGION_KEY PREFIX = '<<<region>>>:'

invalidate_region ()

is_region_key (key)

property region_id
keystone.common.cache.core.configure_cache (region=None)
keystone.common.cache.core.configure_invalidation_region ()

keystone.common.cache.core.create_region (name)
Create a dopile region.

Wraps oslo_cache.core.create_region. This is used to ensure that the Region is properly patched
and allows us to more easily specify a region name.

Parameters name (str) The region name

Returns The new region.
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Return type dogpile.cache.region.CacheRegion

keystone.common.cache.core.get_memoization_decorator (group, expira-
tion_group=None,
region=None)

keystone.common.cache.core.key _mangler_factory (invalidation_manager,
orig_key_mangler)

Module contents

keystone.common.policies package

Submodules

keystone.common.policies.access_rule module

keystone.common.policies.access_rule.list_rules ()

keystone.common.policies.access_token module

keystone.common.policies.access_token.list_rules ()

keystone.common.policies.application_credential module

keystone.common.policies.application_credential.list_rules()

keystone.common.policies.auth module

keystone.common.policies.auth.list_rules()

keystone.common.policies.base module

keystone.common.policies.base.list_rules()

keystone.common.policies.consumer module

keystone.common.policies.consumer.list_rules()
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keystone.common.policies.credential module

keystone.common.policies.credential.list_rules ()

keystone.common.policies.domain module

keystone.common.policies.domain.list_rules ()

keystone.common.policies.domain_config module

keystone.common.policies.domain_config.list_rules ()

keystone.common.policies.ec2_credential module

keystone.common.policies.ec2_credential.list_rules()

keystone.common.policies.endpoint module

keystone.common.policies.endpoint.list_rules()

keystone.common.policies.endpoint_group module

keystone.common.policies.endpoint_group.list_rules ()

keystone.common.policies.grant module

keystone.common.policies.grant.list_operations (paths, methods)

keystone.common.policies.grant.list_rules ()

keystone.common.policies.group module

keystone.common.policies.group.list_rules ()

keystone.common.policies.identity_provider module

keystone.common.policies.identity_provider.list_rules ()
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keystone.common.policies.implied_role module

keystone.common.policies.implied_role.list_rules()

keystone.common.policies.limit module

keystone.common.policies.limit.list_rules()

keystone.common.policies.mapping module

keystone.common.policies.mapping.list_rules ()

keystone.common.policies.policy module

keystone.common.policies.policy.list_rules ()

keystone.common.policies.policy_association module

keystone.common.policies.policy_association.list_rules ()

keystone.common.policies.project module

keystone.common.policies.project.list_rules ()

keystone.common.policies.project_endpoint module

keystone.common.policies.project_endpoint.list_rules ()

keystone.common.policies.protocol module

keystone.common.policies.protocol.list_rules()

keystone.common.policies.region module

keystone.common.policies.region.list_rules ()
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keystone.common.policies.registered_limit module

keystone.common.policies.registered_limit.list_rules()

keystone.common.policies.revoke_event module

keystone.common.policies.revoke_event.list_rules ()

keystone.common.policies.role module

keystone.common.policies.role.list_rules()

keystone.common.policies.role_assignment module

keystone.common.policies.role_assignment.list_rules/()

keystone.common.policies.service module

keystone.common.policies.service.list_rules()

keystone.common.policies.service_provider module

keystone.common.policies.service_provider.list_rules /()

keystone.common.policies.token module

keystone.common.policies.token.list_rules()

keystone.common.policies.token_revocation module

keystone.common.policies.token_revocation.list_rules|()

keystone.common.policies.trust module

keystone.common.policies.trust.list_rules()
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keystone.common.policies.user module

keystone.common.policies.user.list_rules()

Module contents

keystone.common.policies.list_rules()

keystone.common.rbac_enforcer package

Submodules

keystone.common.rbac_enforcer.enforcer module

class keystone.common.rbac_enforcer.enforcer.RBACEnforcer
Bases: object

Enforce RBAC on API calls.
ACTION_STORE_ATTR = 'keystone:RBAC:action_name'

classmethod enforce_call (enforcer=None, action=None, target_attr=None,
member_target_type=None, —member_target=None,

filters=None, build_target=None)
Enforce RBAC on the current request.

This will do some legwork and then instantiate the Enforcer if an enforcer is not passed in.
Parameters

* enforcer (RBACEnforcer) A pre-instantiated Enforcer object (op-
tional)

* action (str) the name of the rule/policy enforcement to be checked
against, e.g. identity:get_user (optional may be replaced by decorating the
method/function with policy_enforcer_action.

* target_attr (dict) complete override of the target data. This will re-
place all other generated target data meaning member_target_type and mem-
ber_target are ignored. This will also prevent extraction of data from the
X-Subject-Token. The target dict should contain a series of key-value pairs
such as {user: user_ref _dict}.

* member_target_type (str) the type of the target, e.g. user. Both this
and member_target must be passed if either is passed.

* member_target (dict) the (dict form) reference of the member object.
Both this and member_target_type must be passed if either is passed.

» filters (iterable) A variable number of optional string filters, these
are used to extract values from the query params. The filters are added to
the request data that is passed to the enforcer and may be used to determine
policy action. In practice these are mainly supplied in the various list APIs
and are un-used in the default supplied policies.
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* build_target (function) A function to build the target for enforce-
ment. This is explicitly done after authentication in order to not leak exis-

tance data before auth.

classmethod policy_enforcer_action (action)
Decorator to set policy enforcement action name.

static register_rules (enforcer)

suppress_deprecation_warnings = False

keystone.common.rbac_enforcer.policy module

keystone.common.rbac_enforcer.policy.get_enforcer ()
Entrypoint that must return the raw oslo.policy enforcer obj.

This is utilized by the command-line policy tools.
Returns oslo_policy.policy.Enforcer

keystone.common.rbac_enforcer.policy.reset ()

Module contents

class keystone.common.rbac_enforcer.RBACEnforcer
Bases: object

Enforce RBAC on API calls.
ACTION_STORE_ATTR = 'keystone:RBAC:action_name'

classmethod enforce_call (enforcer=None, action=None,

target_attr=None,

member_target_type=None, —member_target=None,

filters=None, build_target=None)

Enforce RBAC on the current request.

This will do some legwork and then instantiate the Enforcer if an enforcer is not passed in.

Parameters

* enforcer (RBACEnforcer) A pre-instantiated Enforcer object (op-

tional)

* action (str) the name of the rule/policy enforcement to be checked
against, e.g. identity:get_user (optional may be replaced by decorating the

method/function with policy_enforcer_action.

* target_attr (dict) complete override of the target data. This will re-
place all other generated target data meaning member_target_type and mem-
ber_target are ignored. This will also prevent extraction of data from the
X-Subject-Token. The target dict should contain a series of key-value pairs

such as {user: user_ref_dict}.

* member_target_type (str) the type of the target, e.g. user. Both this

and member_target must be passed if either is passed.

* member_target (dict) the (dict form) reference of the member object.
Both this and member_target_type must be passed if either is passed.
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» filters (iterable) A variable number of optional string filters, these
are used to extract values from the query params. The filters are added to
the request data that is passed to the enforcer and may be used to determine
policy action. In practice these are mainly supplied in the various list APIs
and are un-used in the default supplied policies.

* build_target (function) A function to build the target for enforce-
ment. This is explicitly done after authentication in order to not leak exis-
tance data before auth.

classmethod policy_enforcer_action (action)
Decorator to set policy enforcement action name.

static register_rules (enforcer)

suppress_deprecation_warnings = False

keystone.common.resource_options package

Subpackages

keystone.common.resource_options.options package
Submodules
keystone.common.resource_options.options.immutable module

keystone.common.resource_options.options.immutable.check_immutable_delete (resource.
re-
source_t
re-

source_l
Check if a delete is allowed on a resource.

Parameters

e resource_ref dict reference of the resource

* resource_type resource type (str) e.g. project

* resource_id id of the resource (str) e.g. project[id]
Raises ResourceDeleteForbidden

keystone.common.resource_options.options.immutable.check_immutable_update (original_
new_resc

ype,
re-

. . ) source_i
Check if an update is allowed to an immutable resource.

Valid cases where an update is allowed:
* Resource is not immutable

* Resource is immutable, and update to set immutable to False or None
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Parameters

* original_resource_ref a dict resource reference representing the
current resource

* new_resource_ref adict reference of the updates to perform
* type the resource type, e.g. project
* resource_id the id of the resource (e.g. project[id]), usually a UUID
Raises ResourceUpdateForbidden
keystone.common.resource_options.options.immutable.check_ resource_immutable (resoui
Check to see if a resource is immutable.

Parameters resource_ref a dict reference of a resource to inspect

Module contents

keystone.common.resource_options.options.check immutable_delete (resource_ref,
re-
source_type,
re-

source_id)
Check if a delete is allowed on a resource.

Parameters

* resource_ref dict reference of the resource

* resource_type resource type (str) e.g. project

* resource_id id of the resource (str) e.g. project[id]
Raises ResourceDeleteForbidden

keystone.common.resource_options.options.check_immutable_update (original_resource_ref,
new_resource_ref,

ype,
re-

_ _ ) source_id)
Check if an update is allowed to an immutable resource.

Valid cases where an update is allowed:
* Resource is not immutable

* Resource is immutable, and update to set immutable to False or None

Parameters

* original_resource_ref a dict resource reference representing the
current resource

* new_resource_ref a dict reference of the updates to perform
* type the resource type, e.g. project

* resource_id the id of the resource (e.g. project[id]), usually a UUID
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Raises ResourceUpdateForbidden
keystone.common.resource_options.options.check_resource_immutable (resource_ref)
Check to see if a resource is immutable.

Parameters resource_ref a dict reference of a resource to inspect

Submodules
keystone.common.resource_options.core module

Options specific to resources managed by Keystone (Domain, User, etc).

class keystone.common.resource_options.core.ResourceOption (option_id,
op-
tion_name,
valida-
tor=<function
_valida-
tor>,

Jjson_schema_validation=None
Bases: object

property Jjson_schema
property option_id
property option_name

class keystone.common.resource_options.core.ResourceOptionRegistry (registry_name)
Bases: object

get_option_by_ id(opt_id)

get_option_by_ name (name)

property json_schema

property option_ids

property option_names

property options

property options_by_ name

register_option (option)
keystone.common.resource_options.core.boolean_validator (value)

keystone.common.resource_options.core.get_resource_option (model,
op-
tion_id)
Get the resource option information from the models mapper.
keystone.common.resource_options.core.ref mapper_ to_dict_options (ref)
Convert the values in _resource_option_mapper to options dict.

NOTE: this is to be called from the relevant fo_dict methods or similar and must be called
from within the active session context.
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Parameters ref the DB model ref to extract options from
Returns Dict of options as expected to be returned out of to_dict in the options key.
keystone.common.resource_options.core.resource_options_ref to_mapper (ref,
op-
tion_class)

Convert the _resource_options property-dict to options attr map.

The model must have the resource option mapper located inthe _resource_option_mapper
attribute.

The model must have the resource option registry located in  the
resource_options_registry attribute.

The option dict with key(opt_id), value(opt_value) will be pulled from ref.
_resource_options.

NOTE: This function MUST be called within the active writer session context!

Parameters
* ref The DB model reference that is actually stored to the backend.

* option_class Class that is used to store the resource option in the DB.

Module contents

keystone.common.sql package

Subpackages

keystone.common.sql.contract_repo package
Subpackages
keystone.common.sqgl.contract_repo.versions package
Submodules

keystone.common.sgl.contract_repo.versions.001_contract_initial_null_migration
module

keystone.common.sql.contract_repo.versions.001_contract_initial_null_migration.u
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keystone.common.sgl.contract_repo.versions.002_password_created_at_not_nullable
module

keystone.common.sql.contract_repo.versions.002_password_created_at_not_nullable.

keystone.common.sgl.contract_repo.versions.003_remove_unencrypted_blob_column_from_credeni
module

keystone.common.sqgl.contract_repo.versions.003_remove_unencrypted_blob_column_fr

keystone.common.sgl.contract_repo.versions.004_reset_password_created_at module

keystone.common.sgl.contract_repo.versions.004_reset_password_created_at.upgrade

keystone.common.sqgl.contract_repo.versions.005_placeholder module

keystone.common.sqgl.contract_repo.versions.005_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.contract_repo.versions.006_placeholder module

keystone.common.sqgl.contract_repo.versions.006_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.007_placeholder module

keystone.common.sgl.contract_repo.versions.007_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.008_placeholder module

keystone.common.sqgl.contract_repo.versions.008_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.009_placeholder module

keystone.common.sqgl.contract_repo.versions.009_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.010_contract_add_revocation_event_index
module

keystone.common.sql.contract_repo.versions.010_contract_add_revocation_event_ind
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keystone.common.sgl.contract_repo.versions.011_contract_user_id_unique_for_nonlocal_user
module

keystone.common.sql.contract_repo.versions.01l1l_contract_user_id_unique_for_nonlo

keystone.common.sgl.contract_repo.versions.012_contract_add_domain_id_to_idp
module

keystone.common.sgl.contract_repo.versions.01l2_contract_add_domain_id_to_idp.upg

keystone.common.sgl.contract_repo.versions.013_contract_protocol_cascade_delete_for_federated.
module

keystone.common.sgl.contract_repo.versions.013_contract_protocol_cascade_delete_

keystone.common.sql.contract_repo.versions.014_contract_add_domain_id_to_user_table
module

keystone.common.sql.contract_repo.versions.014_contract_add_domain_id_to_user_ta

keystone.common.sqgl.contract_repo.versions.015_contract_update federated_user_domain
module

keystone.common.sqgl.contract_repo.versions.015_contract_update_federated_user_do

keystone.common.sgl.contract_repo.versions.016_contract_add_user_options module

keystone.common.sgl.contract_repo.versions.016_contract_add_user_options.upgrade

keystone.common.sql.contract_repo.versions.017_placeholder module

keystone.common.sqgl.contract_repo.versions.017_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.contract_repo.versions.018_placeholder module

keystone.common.sqgl.contract_repo.versions.018_placeholder.upgrade (migrate_engine)
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keystone.common.sgl.contract_repo.versions.019_placeholder module

keystone.common.sgl.contract_repo.versions.019_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.020_placeholder module

keystone.common.sqgl.contract_repo.versions.020_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.021_placeholder module

keystone.common.sqgl.contract_repo.versions.021_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.contract_repo.versions.022_contract_add_default_project_id_index
module

keystone.common.sqgl.contract_repo.versions.022_contract_add_default_project_id_1i

keystone.common.sgl.contract_repo.versions.023_contract_add_second_password_column_for_exp
module

keystone.common.sql.contract_repo.versions.023_contract_add_second_password_colu

keystone.common.sql.contract_repo.versions.024_contract_create_created_at_int_columns
module

keystone.common.sqgl.contract_repo.versions.024_contract_create_created_at_int_co

keystone.common.sgl.contract_repo.versions.025_placeholder module

keystone.common.sqgl.contract_repo.versions.025_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.026_placeholder module

keystone.common.sqgl.contract_repo.versions.026_placeholder.upgrade (migrate_engine)
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keystone.common.sql.contract_repo.versions.027_placeholder module

keystone.common.sqgl.contract_repo.versions.027_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.028_placeholder module

keystone.common.sqgl.contract_repo.versions.028_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.029 placeholder module

keystone.common.sqgl.contract_repo.versions.029_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.contract_repo.versions.030_contract_add_project_tags_table
module

keystone.common.sqgl.contract_repo.versions.030_contract_add_project_tags_table.u

keystone.common.sgl.contract_repo.versions.031_contract_system_assignment_table
module

keystone.common.sql.contract_repo.versions.031_contract_system_assignment_table.

keystone.common.sql.contract_repo.versions.032_contract_add_expired_at_int_to_trust
module

keystone.common.sqgl.contract_repo.versions.032_contract_add_expired_at_int_to_tr

keystone.common.sgl.contract_repo.versions.033_contract_add_limits_tables module

keystone.common.sgl.contract_repo.versions.033_contract_add_limits_tables.upgrad

keystone.common.sqgl.contract_repo.versions.034_contract_add_application_credentials_table
module

keystone.common.sqgl.contract_repo.versions.034_contract_add_application_credenti

3.1. keystone 147



Keystone Documentation, Release 18.1.1.dev16

keystone.common.sgl.contract_repo.versions.035_contract_add_system_column_to_application_cre
module

keystone.common.sql.contract_repo.versions.035_contract_add_system_column_to_app

keystone.common.sql.contract_repo.versions.036_contract_rename_application_credential_restrictic
module

keystone.common.sqgl.contract_repo.versions.036_contract_rename_application_crede

keystone.common.sgl.contract_repo.versions.037_contract_remove_service_and_region_fk_for_regi
module

keystone.common.sql.contract_repo.versions.037_contract_remove_service_and_regio

keystone.common.sql.contract_repo.versions.038_placeholder module

keystone.common.sqgl.contract_repo.versions.038_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.039_placeholder module

keystone.common.sgl.contract_repo.versions.039_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.040_placeholder module

keystone.common.sqgl.contract_repo.versions.040_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.041_placeholder module

keystone.common.sqgl.contract_repo.versions.041_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.contract_repo.versions.042_placeholder module

keystone.common.sqgl.contract_repo.versions.042_placeholder.upgrade (migrate_engine)

148 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

keystone.common.sgl.contract_repo.versions.043_placeholder module

keystone.common.sqgl.contract_repo.versions.043_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.044 placeholder module

keystone.common.sqgl.contract_repo.versions.044_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.045_contract_add_description_to_limit
module

keystone.common.sqgl.contract_repo.versions.045_contract_add_description_to_limit

keystone.common.sql.contract_repo.versions.046_contract_old_password_data_to_password_hash_
module

keystone.common.sql.contract_repo.versions.046_contract_old_password data_to_pas

keystone.common.sqgl.contract_repo.versions.047_contract_expand_update_pk_for_unified_limit
module

keystone.common.sqgl.contract_repo.versions.047_contract_expand_update_pk_for_uni

keystone.common.sgl.contract_repo.versions.048_contract_add_registered_limit_id_column_for_lim
module

keystone.common.sgl.contract_repo.versions.048_contract_add_registered_limit_id_

keystone.common.sgl.contract_repo.versions.049 placeholder module

keystone.common.sqgl.contract_repo.versions.049_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.050_placeholder module

keystone.common.sqgl.contract_repo.versions.050_placeholder.upgrade (migrate_engine)
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keystone.common.sql.contract_repo.versions.051_placeholder module

keystone.common.sqgl.contract_repo.versions.051_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.052_placeholder module

keystone.common.sqgl.contract_repo.versions.052_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.053_contract_add_role_description_to_role_table
module

keystone.common.sqgl.contract_repo.versions.053_contract_add_role_description_to_

keystone.common.sql.contract_repo.versions.054 contract_drop_old_passoword_column
module

keystone.common.sql.contract_repo.versions.054_contract_drop_old passoword_colum

keystone.common.sgl.contract_repo.versions.055_contract_add_domain_to_limit
module

keystone.common.sgl.contract_repo.versions.055_contract_add_domain_to_limit.upgr

keystone.common.sgl.contract_repo.versions.056_contract_add_application_credential_access_rule
module

keystone.common.sql.contract_repo.versions.056_contract_add_application_credenti

keystone.common.sql.contract_repo.versions.057_placeholder module

keystone.common.sqgl.contract_repo.versions.057_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.058_placeholder module

keystone.common.sqgl.contract_repo.versions.058_placeholder.upgrade (migrate_engine)
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keystone.common.sql.contract_repo.versions.059_placeholder module

keystone.common.sqgl.contract_repo.versions.059_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.060_placeholder module

keystone.common.sqgl.contract_repo.versions.060_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.061_placeholder module

keystone.common.sqgl.contract_repo.versions.061_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.contract_repo.versions.062_contract_extract_redelegation_data_from_extras
module

keystone.common.sqgl.contract_repo.versions.062_contract_extract_redelegation_dat

keystone.common.sgl.contract_repo.versions.063_contract_drop_limit_columns mod-
ule

keystone.common.sgl.contract_repo.versions.063_contract_drop_limit_columns.upgra

keystone.common.sql.contract_repo.versions.064_contract_add_remote_id_attribute_to_federation_
module

keystone.common.sqgl.contract_repo.versions.064_contract_add_remote_id_attribute_

keystone.common.sql.contract_repo.versions.065_contract_add_user_external_id_to_access_rule
module

keystone.common.sql.contract_repo.versions.065_contract_add_user_external_id_to_

keystone.common.sgl.contract_repo.versions.066_contract_add_resource_options_table
module

keystone.common.sql.contract_repo.versions.066_contract_add_resource_options_tab
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keystone.common.sql.contract_repo.versions.067_placeholder module

keystone.common.sqgl.contract_repo.versions.067_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.068_placeholder module

keystone.common.sqgl.contract_repo.versions.068_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.069_placeholder module

keystone.common.sqgl.contract_repo.versions.069_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.070_placeholder module

keystone.common.sqgl.contract_repo.versions.070_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.071_placeholder module

keystone.common.sgl.contract_repo.versions.071_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.072_contract_drop_domain_id_fk mod-
ule

keystone.common.sgl.contract_repo.versions.072_contract_drop_domain_id_fk.upgrad

keystone.common.sqgl.contract_repo.versions.073_contract_expiring_group_membership
module

keystone.common.sgl.contract_repo.versions.073_contract_expiring_group_membershi

keystone.common.sgl.contract_repo.versions.074_placeholder module

keystone.common.sqgl.contract_repo.versions.074_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.075_placeholder module

keystone.common.sqgl.contract_repo.versions.075_placeholder.upgrade (migrate_engine)

152 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

keystone.common.sql.contract_repo.versions.076_placeholder module

keystone.common.sgl.contract_repo.versions.076_placeholder.upgrade (migrate_engine)

keystone.common.sql.contract_repo.versions.077_placeholder module

keystone.common.sqgl.contract_repo.versions.077_placeholder.upgrade (migrate_engine)

keystone.common.sgl.contract_repo.versions.078_placeholder module

keystone.common.sqgl.contract_repo.versions.078_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.contract_repo.versions.079_contract_update_local_id_limit
module

keystone.common.sqgl.contract_repo.versions.079_contract_update_local_id_limit.up

Module contents

Submodules

keystone.common.sgl.contract_repo.manage module

Module contents

keystone.common.sql.data_migration_repo package
Subpackages
keystone.common.sqgl.data_migration_repo.versions package
Submodules

keystone.common.sql.data_migration_repo.versions.001_data_initial_null_migration
module

keystone.common.sql.data_migration_repo.versions.001_data_initial_null_migration
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keystone.common.sql.data_migration_repo.versions.002_password_created_at_not_nullable
module

keystone.common.sql.data_migration_repo.versions.002_password_created_at_not_nul

keystone.common.sqgl.data_migration_repo.versions.003_migrate_unencrypted_credentials
module

keystone.common.sqgl.data_migration_repo.versions.003_migrate_unencrypted_credent

keystone.common.sql.data_migration_repo.versions.004_reset_password_created_at
module

keystone.common.sql.data_migration_repo.versions.004_reset_password_created_at.u

keystone.common.sql.data_migration_repo.versions.005_placeholder module

keystone.common.sqgl.data_migration_repo.versions.005_placeholder.upgrade (migrate_ei

keystone.common.sql.data_migration_repo.versions.006_placeholder module

keystone.common.sqgl.data_migration_repo.versions.006_placeholder.upgrade (migrate_e

keystone.common.sql.data_migration_repo.versions.007_placeholder module

keystone.common.sqgl.data_migration_repo.versions.007_placeholder.upgrade (migrate_ei

keystone.common.sql.data_migration_repo.versions.008_placeholder module

keystone.common.sgl.data_migration_repo.versions.008_placeholder.upgrade (migrate_ei

keystone.common.sqgl.data_migration_repo.versions.009_placeholder module

keystone.common.sgl.data_migration_repo.versions.009_placeholder.upgrade (migrate_ei
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keystone.common.sql.data_migration_repo.versions.010_migrate_add_revocation_event_index
module

keystone.common.sql.data_migration_repo.versions.010_migrate_add_revocation_even

keystone.common.sql.data_migration_repo.versions.011_expand_user_id_unique_for_nonlocal_usel
module

keystone.common.sqgl.data_migration_repo.versions.01ll_expand_user_id_unique_for_n

keystone.common.sql.data_migration_repo.versions.012_migrate_add_domain_id_to_idp
module

keystone.common.sql.data_migration_repo.versions.012_migrate_add_domain_id_to_id

keystone.common.sql.data_migration_repo.versions.013_migrate_protocol_cascade_delete_for_fede
module

keystone.common.sql.data _migration_repo.versions.013_migrate_protocol_cascade_de

keystone.common.sql.data_migration_repo.versions.014_migrate_add_domain_id_to_user_table
module

keystone.common.sqgl.data_migration_repo.versions.0l4_migrate_add_domain_id_to_us

keystone.common.sql.data_migration_repo.versions.015_migrate_update _federated_user_domain
module

keystone.common.sql.data_migration_repo.versions.015_migrate_update_federated_us

keystone.common.sql.data_migration_repo.versions.016_migrate_add_user_options
module

keystone.common.sgl.data_migration_repo.versions.0l6_migrate_add_user_options.up

keystone.common.sql.data_migration_repo.versions.017_placeholder module

keystone.common.sgl.data_migration_repo.versions.017_placeholder.upgrade (migrate_ei

3.1. keystone 155



Keystone Documentation, Release 18.1.1.dev16

keystone.common.sql.data_migration_repo.versions.018_placeholder module

keystone.common.sqgl.data_migration_repo.versions.018_placeholder.

keystone.common.sgl.data_migration_repo.versions.019_placeholder module

keystone.common.sqgl.data_migration_repo.versions.019_placeholder.

keystone.common.sqgl.data_migration_repo.versions.020_placeholder module

keystone.common.sql.data _migration_repo.versions.020_placeholder.

keystone.common.sqgl.data_migration_repo.versions.021_placeholder module

keystone.common.sqgl.data_migration_repo.versions.021_placeholder

upgrade (migrate_e

upgrade (migrate_ei

upgrade (migrate_ei

.upgrade (migrate_e:

keystone.common.sql.data_migration_repo.versions.022_migrate_add_default_project_id_index

module

keystone.common.sqgl.data_migration_repo.versions.022_migrate_add_default_project

keystone.common.sql.data_migration_repo.versions.023_migrate_add_second_password_column_fc

module

keystone.common.sql.data_migration_repo.versions.023_migrate_add_second_password

keystone.common.sql.data_migration_repo.versions.024_migrate _create_created_at_int_columns

module

keystone.common.sql.data_migration_repo.versions.024_migrate_create_created_at_1i

keystone.common.sqgl.data_migration_repo.versions.025_placeholder module

keystone.common.sql.data_migration_repo.versions.025_placeholder.

upgrade (migrate_ei
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keystone.common.sql.data_migration_repo.versions.026_placeholder module

keystone.common.sqgl.data_migration_repo.versions.026_placeholder.

keystone.common.sgl.data_migration_repo.versions.027_placeholder module

keystone.common.sqgl.data_migration_repo.versions.027_placeholder.

keystone.common.sqgl.data_migration_repo.versions.028_placeholder module

keystone.common.sql.data _migration_repo.versions.028_placeholder.

keystone.common.sqgl.data_migration_repo.versions.029_placeholder module

keystone.common.sqgl.data_migration_repo.versions.029_placeholder

upgrade (migrate_e

upgrade (migrate_ei

upgrade (migrate_ei

.upgrade (migrate_e:

keystone.common.sqgl.data_migration_repo.versions.030_migrate_add_project_tags_table

module

keystone.common.sqgl.data_migration_repo.versions.030_migrate_add_project_tags_ta

keystone.common.sql.data_migration_repo.versions.031_migrate_system_assignment_table

module

keystone.common.sql.data_migration_repo.versions.031_migrate_system_assignment_t

keystone.common.sql.data_migration_repo.versions.032_migrate_add_expired_at_int_to_trust

module

keystone.common.sql.data_migration_repo.versions.032_migrate_add_expired_at_int_

keystone.common.sqgl.data_migration_repo.versions.033_migrate_add_limits_tables

module

keystone.common.sqgl.data_migration_repo.versions.033_migrate_add_limits_tables.u
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keystone.common.sql.data_migration_repo.versions.034_migrate_add_application_credentials_table

module

keystone.common.sql.data_migration_repo.versions.034_migrate_add_application_cre

keystone.common.sql.data_migration_repo.versions.035_migrate_add_system_column_to_applicatic

module

keystone.common.sqgl.data_migration_repo.versions.035_migrate_add_system_ column_t

keystone.common.sql.data_migration_repo.versions.036_migrate_rename_application_credential_re

module

keystone.common.sql.data_migration_repo.versions.036_migrate_rename_application_

keystone.common.sql.data_migration_repo.versions.037_migrate_remove_service_and_region_fk_fc

module

keystone.common.sql.data_migration_repo.versions.037_migrate_remove_service_and_

keystone.common.sqgl.data_migration_repo.versions.038_placeholder module

keystone.common.sqgl.data_migration_repo.versions.038_placeholder

keystone.common.sqgl.data_migration_repo.versions.039_placeholder module

keystone.common.sgl.data_migration_repo.versions.039_placeholder

keystone.common.sqgl.data_migration_repo.versions.040_placeholder module

keystone.common.sqgl.data_migration_repo.versions.040_placeholder

keystone.common.sql.data_migration_repo.versions.041_placeholder module

keystone.common.sqgl.data_migration_repo.versions.041_placeholder

.upgrade (migrate_e:

.upgrade (migrate_ei

.upgrade (migrate_e:

.upgrade (migrate_e:
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keystone.common.sql.data_migration_repo.versions.042_placeholder module

keystone.common.sqgl.data_migration_repo.versions.042_placeholder.upgrade (migrate_e

keystone.common.sql.data_migration_repo.versions.043_placeholder module

keystone.common.sqgl.data_migration_repo.versions.043_placeholder.upgrade (migrate_ei

keystone.common.sql.data_migration_repo.versions.044_placeholder module

keystone.common.sgl.data_migration_repo.versions.044_placeholder.upgrade (migrate_ei

keystone.common.sql.data_migration_repo.versions.045_migrate_add_description_to_limit
module

keystone.common.sqgl.data_migration_repo.versions.045_migrate_add_description_to_

keystone.common.sql.data_migration_repo.versions.046_migrate_old_password_data_to_password_
module

keystone.common.sql.data_migration_repo.versions.046_migrate_old_password_data_t

keystone.common.sql.data_migration_repo.versions.047_migrate_update pk_for_unified_limit
module

keystone.common.sqgl.data_migration_repo.versions.047_migrate_update_pk_for_unifi

keystone.common.sql.data_migration_repo.versions.048_migrate_add_registered_limit_id_column_f
module

keystone.common.sql.data_migration_repo.versions.048_migrate_add_registered_limi

keystone.common.sgl.data_migration_repo.versions.049_placeholder module

keystone.common.sqgl.data_migration_repo.versions.049_placeholder.upgrade (migrate_ei
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keystone.common.sql.data_migration_repo.versions.050_placeholder module

keystone.common.sqgl.data_migration_repo.versions.050_placeholder.upgrade (migrate_e

keystone.common.sgl.data_migration_repo.versions.051_placeholder module

keystone.common.sgl.data_migration_repo.versions.051_placeholder.upgrade (migrate_ei

keystone.common.sqgl.data_migration_repo.versions.052_placeholder module

keystone.common.sgl.data_migration_repo.versions.052_placeholder.upgrade (migrate_ei

keystone.common.sql.data_migration_repo.versions.053_migrate_add_role_description_to_role_tabl
module

keystone.common.sqgl.data_migration_repo.versions.053_migrate_add_role_descriptio

keystone.common.sql.data_migration_repo.versions.054_migrate_drop_old_passoword_column
module

keystone.common.sql.data_migration_repo.versions.054_migrate_drop_old_passoword_

keystone.common.sql.data_migration_repo.versions.055 migrate_add_domain_to_limit
module

keystone.common.sqgl.data_migration_repo.versions.055_migrate_add_domain_to_limit

keystone.common.sql.data_migration_repo.versions.056_migrate_add_application_credential_acces
module

keystone.common.sql.data_migration_repo.versions.056_migrate_add_application_cre

keystone.common.sgl.data_migration_repo.versions.057_placeholder module

keystone.common.sqgl.data_migration_repo.versions.057_placeholder.upgrade (migrate_ei
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keystone.common.sql.data_migration_repo.versions.058_placeholder module

keystone.common.sqgl.data_migration_repo.versions.058_placeholder.

keystone.common.sql.data_migration_repo.versions.059_placeholder module

keystone.common.sqgl.data_migration_repo.versions.059_placeholder.

keystone.common.sqgl.data_migration_repo.versions.060_placeholder module

keystone.common.sql.data _migration_repo.versions.060_placeholder.

keystone.common.sqgl.data_migration_repo.versions.061_placeholder module

keystone.common.sgl.data_migration_repo.versions.061_placeholder

upgrade (migrate_e

upgrade (migrate_ei

upgrade (migrate_ei

.upgrade (migrate_e:

keystone.common.sql.data_migration_repo.versions.062_migrate_extract_redelegation_data_from_e

module

keystone.common.sqgl.data_migration_repo.versions.062_migrate_extract_redelegatio

keystone.common.sql.data_migration_repo.versions.063_migrate_drop_limit_columns

module

keystone.common.sql.data_migration_repo.versions.063_migrate_drop_limit_columns.

keystone.common.sql.data_migration_repo.versions.064_migrate_add_remote_id_attribute_to_feder

module

keystone.common.sql.data _migration_repo.versions.064_migrate_add_remote_id_attri

keystone.common.sql.data_migration_repo.versions.065_migrate_add_user_external_id_to_access_

module

keystone.common.sqgl.data_migration_repo.versions.065_migrate_add_user_external_ i
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keystone.common.sql.data_migration_repo.versions.066_migrate_add_resource_options_table

module

keystone.common.sql.data_migration_repo.versions.066_migrate_add_resource_option

keystone.common.sqgl.data_migration_repo.versions.067_placeholder module

keystone.common.sql.data_migration_repo.versions.067_placeholder

keystone.common.sqgl.data_migration_repo.versions.068_placeholder module

keystone.common.sgl.data_migration_repo.versions.068_placeholder

keystone.common.sql.data_migration_repo.versions.069_placeholder module

keystone.common.sqgl.data_migration_repo.versions.069_placeholder.

keystone.common.sql.data_migration_repo.versions.070_placeholder module

keystone.common.sqgl.data_migration_repo.versions.070_placeholder.

keystone.common.sql.data_migration_repo.versions.071_placeholder module

keystone.common.sql.data_migration_repo.versions.071_placeholder.

.upgrade (migrate_e:

.upgrade (migrate_e:

upgrade (migrate_e

upgrade (migrate_e

upgrade (migrate_ei

keystone.common.sql.data_migration_repo.versions.072_migrate_drop_domain_id_fk

module

keystone.common.sqgl.data_migration_repo.versions.072_migrate_drop_domain_id_fk.u

keystone.common.sql.data_migration_repo.versions.073_migrate_expiring_group_membership

module

keystone.common.sql.data_migration_repo.versions.073_migrate_expiring_group_memb
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keystone.common.sql.data_migration_repo.versions.074_placeholder module

keystone.common.sqgl.data_migration_repo.versions.074_placeholder.

keystone.common.sgl.data_migration_repo.versions.075_placeholder module

keystone.common.sqgl.data_migration_repo.versions.075_placeholder.

keystone.common.sqgl.data_migration_repo.versions.076_placeholder module

keystone.common.sql.data _migration_repo.versions.076_placeholder.

keystone.common.sqgl.data_migration_repo.versions.077_placeholder module

keystone.common.sqgl.data_migration_repo.versions.077_placeholder

keystone.common.sqgl.data_migration_repo.versions.078_placeholder module

keystone.common.sgl.data_migration_repo.versions.078_placeholder

upgrade (migrate_e

upgrade (migrate_ei

upgrade (migrate_ei

.upgrade (migrate_e:

.upgrade (migrate_ei

keystone.common.sql.data_migration_repo.versions.079_migrate _update local_id_limit

module

keystone.common.sqgl.data_migration_repo.versions.079_migrate_update_local_id_lim

Module contents

Submodules
keystone.common.sql.data_migration_repo.manage module
Module contents

keystone.common.sql.expand_repo package

Subpackages

keystone.common.sqgl.expand_repo.versions package

Submodules
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keystone.common.sql.expand_repo.versions.001_expand_initial_null_migration mod-
ule

keystone.common.sqgl.expand_repo.versions.001l_expand_initial_null _migration.upgra

keystone.common.sqgl.expand_repo.versions.002_password_created_at_not_nullable
module

keystone.common.sgl.expand_repo.versions.002_password_created_at_not_nullable.up

keystone.common.sgl.expand_repo.versions.003_add_key hash_and_encrypted_blob_to_credential
module

keystone.common.sql.expand_repo.versions.003_add_key_hash_and_encrypted_blob_to_

keystone.common.sqgl.expand_repo.versions.004_reset_password_created_at module

keystone.common.sqgl.expand_repo.versions.004_reset_password_created_at.upgrade (n

keystone.common.sql.expand_repo.versions.005_placeholder module

keystone.common.sqgl.expand_repo.versions.005_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.006_placeholder module

keystone.common.sqgl.expand_repo.versions.006_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.007_placeholder module

keystone.common. sqgl.expand_repo.versions.007_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.008_placeholder module

keystone.common.sqgl.expand_repo.versions.008_placeholder.upgrade (migrate_engine)
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keystone.common.sql.expand_repo.versions.009_placeholder module

keystone.common.sqgl.expand_repo.versions.009_placeholder.upgrade (migrate_engine)

keystone.common.sgl.expand_repo.versions.010_expand_add_revocation_event_index
module

keystone.common.sql.expand_repo.versions.010_expand_add_revocation_event_index.u

keystone.common.sqgl.expand_repo.versions.011_expand_user_id_unique_for_nonlocal_user
module

keystone.common.sql.expand_repo.versions.01ll_expand_user_id_unique_for_nonlocal_

keystone.common.sqgl.expand_repo.versions.012_expand_add_domain_id_to_idp
module

keystone.common.sqgl.expand_repo.versions.01l2_expand_add_domain_id_to_idp.upgrade

keystone.common.sql.expand_repo.versions.013_expand_protocol_cascade_delete_for_federated_u
module

keystone.common.sql.expand_repo.versions.013_expand_protocol_cascade_delete_for_

keystone.common.sqgl.expand_repo.versions.014_expand_add_domain_id_to_user_table
module

keystone.common.sql.expand_repo.versions.01l4_expand_add_domain_id_to_user_table.

keystone.common.sgl.expand_repo.versions.015_expand_update_federated_user_domain
module

keystone.common.sql.expand_repo.versions.015_expand_update_federated_user_domain

keystone.common.sqgl.expand_repo.versions.016_expand_add_user_options module

keystone.common.sqgl.expand_repo.versions.016_expand_add_user_options.upgrade (migi
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keystone.common.sql.expand_repo.versions.017_placeholder module

keystone.common.sqgl.expand_repo.versions.017_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.018_placeholder module

keystone.common.sqgl.expand_repo.versions.018_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.019_placeholder module

keystone.common.sqgl.expand_repo.versions.019_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.020_placeholder module

keystone.common.sqgl.expand_repo.versions.020_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.021_placeholder module

keystone.common.sqgl.expand_repo.versions.021_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.022_expand_add_default_project_id_index
module

keystone.common.sql.expand_repo.versions.022_expand_add_default_project_id_index

keystone.common.sqgl.expand_repo.versions.023_expand_add_second_password_column_for_expar
module

keystone.common.sqgl.expand_repo.versions.023_expand_add_second_password_column_f

keystone.common.sql.expand_repo.versions.024_expand_create_created_at_int_columns
module

keystone.common.sql.expand_repo.versions.024_expand_create_created_at_int_column
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keystone.common.sql.expand_repo.versions.025_placeholder module

keystone.common.sqgl.expand_repo.versions.025_placeholder.

keystone.common.sql.expand_repo.versions.026_placeholder module

keystone.common.sql.expand_repo.versions.026_placeholder.

keystone.common.sqgl.expand_repo.versions.027_placeholder module

keystone.common.sql.expand_repo.versions.027_placeholder.

keystone.common.sql.expand_repo.versions.028_ placeholder module

keystone.common.sql.expand_repo.versions.028_placeholder.

keystone.common.sql.expand_repo.versions.029_placeholder module

keystone.common.sql.expand_repo.versions.029_placeholder.

upgrade (migrate_engine)

upgrade (migrate_engine)

upgrade (migrate_engine)

upgrade (migrate_engine)

upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.030_expand_add_project_tags_table

module

keystone.common.sgl.expand_repo.versions.030_expand_add_project_tags_table.upgra

keystone.common.sqgl.expand_repo.versions.031_expand_system_assighment_table

module

keystone.common.sqgl.expand_repo.versions.031_expand_system_assignment_table.upgr

keystone.common.sqgl.expand_repo.versions.032_expand_add_expired_at_int_to_trust

module

keystone.common.sql.expand_repo.versions.032_expand_add_expired_at_int_to_trust.
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keystone.common.sql.expand_repo.versions.033_expand_add_limits_tables module

keystone.common.sqgl.expand_repo.versions.033_expand_add_limits_tables.upgrade (mi,

keystone.common.sgl.expand_repo.versions.034_expand_add_application_credential_table
module

keystone.common.sql.expand_repo.versions.034_expand_add_application_credential_t

keystone.common.sql.expand_repo.versions.035_expand_add_system_column_to_application_cred
module

keystone.common.sql.expand_repo.versions.035_expand_add_system_column_to_applica

keystone.common.sqgl.expand_repo.versions.036_expand_rename_application_credential_restriction
module

keystone.common.sqgl.expand_repo.versions.036_expand_rename_application_credentia

keystone.common.sql.expand_repo.versions.037_expand_remove_service_and_region_fk_for_regist
module

keystone.common.sql.expand_repo.versions.037_expand_remove_service_and_region_fk

keystone.common.sql.expand_repo.versions.038_placeholder module

keystone.common.sqgl.expand_repo.versions.038_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.039_placeholder module

keystone.common.sqgl.expand_repo.versions.039_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.040_placeholder module

keystone.common.sqgl.expand_repo.versions.040_placeholder.upgrade (migrate_engine)

168 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

keystone.common.sql.expand_repo.versions.041_placeholder module

keystone.common.sqgl.expand_repo.versions.041_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.042_placeholder module

keystone.common.sqgl.expand_repo.versions.042_placeholder.upgrade (migrate_engine)

keystone.common.sgl.expand_repo.versions.043_placeholder module

keystone.common. sqgl.expand_repo.versions.043_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.expand_repo.versions.044 placeholder module

keystone.common.sqgl.expand_repo.versions.044_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.045 expand_add_description_to_limit
module

keystone.common.sgl.expand_repo.versions.045_expand_add_description_to_limit.upg

keystone.common.sql.expand_repo.versions.046_expand_old _password_data_to_password_hash_c
module

keystone.common.sql.expand_repo.versions.046_expand_old_password_data_to_passwor

keystone.common.sql.expand_repo.versions.047_expand_update_pk_for_unified_limit
module

keystone.common.sql.expand_repo.versions.047_expand_update_pk_for_unified_limit.

keystone.common.sqgl.expand_repo.versions.048_expand_add_registered_limit_id_column_for_limit
module

keystone.common.sqgl.expand_repo.versions.048_expand_add_registered_limit_id_colu
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keystone.common.sql.expand_repo.versions.049 placeholder module

keystone.common.sqgl.expand_repo.versions.049_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.050_placeholder module

keystone.common.sqgl.expand_repo.versions.050_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.expand_repo.versions.051_placeholder module

keystone.common. sqgl.expand_repo.versions.051_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.052_placeholder module

keystone.common.sqgl.expand_repo.versions.052_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.053_expand_add_role_description_to_role_table
module

keystone.common.sql.expand_repo.versions.053_expand_add_role_description_to_role

keystone.common.sgl.expand_repo.versions.054_expand_drop_old_passoword_column
module

keystone.common.sqgl.expand_repo.versions.054_expand_drop_old_passoword_column.up

keystone.common.sqgl.expand_repo.versions.055 expand_add_domain_to_limit mod-
ule

keystone.common.sqgl.expand_repo.versions.055_expand_add_domain_to_limit.upgrade (

keystone.common.sqgl.expand_repo.versions.056_expand_add_application_credential_access_rules
module

keystone.common.sqgl.expand_repo.versions.056_expand_add_application_credential_a
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keystone.common.sql.expand_repo.versions.057_placeholder module

keystone.common.sqgl.expand_repo.versions.057_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.058_placeholder module

keystone.common.sqgl.expand_repo.versions.058_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.059_placeholder module

keystone.common.sqgl.expand_repo.versions.059_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.060_placeholder module

keystone.common.sqgl.expand_repo.versions.060_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.061_placeholder module

keystone.common.sqgl.expand_repo.versions.061_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.expand_repo.versions.062_expand_extract_redelegation_data_from_extras
module

keystone.common.sql.expand_repo.versions.062_expand_extract_redelegation_data_fr

keystone.common.sqgl.expand_repo.versions.063_expand_drop_limit_columns module

keystone.common.sqgl.expand_repo.versions.063_expand_drop_limit_columns.upgrade (m

keystone.common.sqgl.expand_repo.versions.064_expand_add_remote_id_attribute_to_federation_pr
module

keystone.common.sql.expand_repo.versions.064_expand_add_remote_id_attribute_to_f

keystone.common.sql.expand_repo.versions.065_expand_add_user_external_id_to_access_rule
module

keystone.common.sqgl.expand_repo.versions.065_expand_add_user_external_id_to_acce
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keystone.common.sgl.expand_repo.versions.066_expand_add_role_and_project_option_tables
module

keystone.common.sql.expand_repo.versions.066_expand_add_role_and_project_option_

keystone.common.sql.expand_repo.versions.067_placeholder module

keystone.common.sqgl.expand_repo.versions.067_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.068_placeholder module

keystone.common.sqgl.expand_repo.versions.068_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.069_placeholder module

keystone.common.sqgl.expand_repo.versions.069_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.070_placeholder module

keystone.common.sqgl.expand_repo.versions.070_placeholder.upgrade (migrate_engine)

keystone.common.sql.expand_repo.versions.071_placeholder module

keystone.common. sqgl.expand_repo.versions.071_placeholder.upgrade (migrate_engine)

keystone.common.sqgl.expand_repo.versions.072_expand_drop_domain_id_fk module

keystone.common. sqgl.expand_repo.versions.072_expand_drop_domain_id_fk.upgrade (mi;

keystone.common.sql.expand_repo.versions.073_expand_expiring_group_membership
module

keystone.common.sgl.expand_repo.versions.073_expand_expiring_group_membership.up

keystone.common.sql.expand_repo.versions.074_placeholder module

keystone.common.sqgl.expand_repo.versions.074_placeholder.upgrade (migrate_engine)
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keystone.common.sql.expand_repo.versions.075_placeholder module

keystone.common.sqgl.expand_repo.versions.075_placeholder.

keystone.common.sql.expand_repo.versions.076_placeholder module

keystone.common.sql.expand_repo.versions.076_placeholder.

keystone.common.sql.expand_repo.versions.077_placeholder module

keystone.common.sql.expand_repo.versions.077_placeholder.

keystone.common.sql.expand_repo.versions.078_placeholder module

keystone.common.sql.expand_repo.versions.078_placeholder

upgrade (migrate_engine)

upgrade (migrate_engine)

upgrade (migrate_engine)

.upgrade (migrate_engine)

keystone.common.sqgl.expand_repo.versions.079_expand_update_local_id_limit mod-

ule

keystone.common.sgl.expand_repo.versions.079_expand_update_local_id_limit.upgrad

Module contents

Submodules
keystone.common.sqgl.expand_repo.manage module
Module contents

keystone.common.sqgl.migrate_repo package
Subpackages
keystone.common.sgl.migrate_repo.versions package
Submodules

keystone.common.sql.migrate_repo.versions.067_kilo module

keystone.common.sqgl.migrate_repo.versions.067_kilo.upgrade (migrate_engine)
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keystone.common.sql.migrate_repo.versions.068_placeholder module

keystone.common.sqgl.migrate_repo.versions.068_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.069_placeholder module

keystone.common.sqgl.migrate_repo.versions.069_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.070_placeholder module

keystone.common.sgl.migrate_repo.versions.070_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.071_placeholder module

keystone.common.sgl.migrate_repo.versions.071_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.072_placeholder module

keystone.common.sqgl.migrate_repo.versions.072_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.073_insert_assignment_inherited_pk
module

keystone.common.sgl.migrate_repo.versions.073_insert_assignment_inherited_pk.upg
Insert inherited column to assignment table PK constraints.

For non-SQLite databases, it changes the constraint in the existing table.

For SQLite, since changing constraints is not supported, it recreates the assignment table with the
new PK constraint and migrates the existing data.

keystone.common.sgl.migrate_repo.versions.074_add_is_domain_project module

keystone.common.sgl.migrate_repo.versions.074_add_is_domain_project .upgrade (migra

keystone.common.sqgl.migrate_repo.versions.075_confirm_config_registration module

keystone.common.sqgl.migrate_repo.versions.075_confirm config registration.upgrad
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keystone.common.sql.migrate_repo.versions.076_placeholder module

keystone.common.sqgl.migrate_repo.versions.076_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.077_placeholder module

keystone.common.sqgl.migrate_repo.versions.077_placeholder.upgrade (migrate_engine)

keystone.common.sgl.migrate_repo.versions.078_placeholder module

keystone.common.sgl.migrate_repo.versions.078_placeholder.upgrade (migrate_engine)

keystone.common.sgl.migrate_repo.versions.079_placeholder module

keystone.common.sgl.migrate_repo.versions.079_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.080_placeholder module

keystone.common.sqgl.migrate_repo.versions.080_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.081_add_endpoint_policy table module

keystone.common.sqgl.migrate_repo.versions.081_add_endpoint_policy_table.upgrade (

keystone.common.sql.migrate_repo.versions.082_add_federation_tables module

keystone.common.sqgl.migrate_repo.versions.082_add_federation_tables.upgrade (migra

keystone.common.sql.migrate_repo.versions.083_add_oauthi_tables module

keystone.common.sqgl.migrate_repo.versions.083_add_oauthl_tables.upgrade (migrate_en

keystone.common.sql.migrate_repo.versions.084_add_revoke_tables module

keystone.common.sqgl.migrate_repo.versions.084_add_revoke_tables.upgrade (migrate_eng
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keystone.common.sql.migrate_repo.versions.085_add_endpoint_filtering_table mod-
ule

keystone.common.sgl.migrate_repo.versions.085_add_endpoint_filtering_table.upgra

keystone.common.sql.migrate_repo.versions.086_add_duplicate_constraint_trusts
module

keystone.common.sgl.migrate_repo.versions.086_add_duplicate_constraint_trusts.up

keystone.common.sql.migrate_repo.versions.087_implied_roles module

keystone.common.sqgl.migrate_repo.versions.087_implied_roles.upgrade (migrate_engine)

keystone.common.sqgl.migrate_repo.versions.088_domain_specific_roles module

keystone.common.sgl.migrate_repo.versions.088_domain_specific_roles.upgrade (migra

keystone.common.sgl.migrate_repo.versions.089_add_root_of_all_domains module

keystone.common.sgl.migrate_repo.versions.089_add_root_of_all_domains.upgrade (mi;

keystone.common.sql.migrate_repo.versions.090_add local_user_and_password_tables
module

keystone.common.sqgl.migrate_repo.versions.090_add_local_user_and_password_tables

keystone.common.sql.migrate_repo.versions.091_migrate_data_to_local_user_and_password_tables
module

keystone.common.sql.migrate_repo.versions.091_migrate_data_to_local_user_and_pas

keystone.common.sql.migrate_repo.versions.092_make_implied_roles_fks_cascaded
module

keystone.common.sgl.migrate_repo.versions.092_make_implied_roles_fks_cascaded.up
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keystone.common.sql.migrate_repo.versions.093_migrate_domains_to_projects mod-
ule

keystone.common.sql.migrate_repo.versions.093_migrate_domains_to_projects.list_e

keystone.common.sql.migrate_repo.versions.093_migrate_domains_to_projects.list_n

keystone.common.sgl.migrate_repo.versions.093_migrate_domains_to_projects.upgrad

keystone.common.sgl.migrate_repo.versions.094_ add_federated_user_table module

keystone.common.sgl.migrate_repo.versions.094_add_federated_user_table.upgrade (m

keystone.common.sgl.migrate_repo.versions.095 add_integer_pkey to_revocation_event_table
module

keystone.common.sqgl.migrate_repo.versions.095_add_integer_pkey_to_revocation_eve

keystone.common.sql.migrate_repo.versions.096_drop_role_name_constraint module

keystone.common.sgl.migrate_repo.versions.096_drop_role_name_constraint.upgrade (

keystone.common.sgl.migrate_repo.versions.097_drop_user_name_domainid_constraint
module

keystone.common.sql.migrate_repo.versions.097_drop_user_name_domainid_constraint

keystone.common.sql.migrate_repo.versions.098_placeholder module

keystone.common.sqgl.migrate_repo.versions.098_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.099_placeholder module

keystone.common.sgl.migrate_repo.versions.099_placeholder.upgrade (migrate_engine)

keystone.common.sql.migrate_repo.versions.100_placeholder module

keystone.common.sqgl.migrate_repo.versions.l00_placeholder.upgrade (migrate_engine)
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keystone.common.sql.migrate_repo.versions.101_drop_role_name_constraint module

keystone.common.sgl.migrate_repo.versions.101l_drop_role_name_constraint.upgrade (

keystone.common.sql.migrate_repo.versions.102_drop_domain_table module

keystone.common.sqgl.migrate_repo.versions.1l02_drop_domain_table.upgrade (migrate_eng

keystone.common.sql.migrate_repo.versions.103_add_nonlocal_user_table module

keystone.common.sgl.migrate_repo.versions.1l03_add_nonlocal_user_table.upgrade (mi;

keystone.common.sql.migrate_repo.versions.104_drop_user_name_domainid_constraint
module

keystone.common.sqgl.migrate_repo.versions.1l04_drop_user_name_domainid_constraint

keystone.common.sql.migrate_repo.versions.105_add_password_date_columns mod-
ule

keystone.common.sgl.migrate_repo.versions.1l05_add_password_date_columns.upgrade (

keystone.common.sql.migrate_repo.versions.106_allow_password_column_to_be_ nullable
module

keystone.common.sqgl.migrate_repo.versions.1l06_allow_password_column_to_be_nullab

keystone.common.sgl.migrate_repo.versions.107_add_user_date_columns module

keystone.common.sqgl.migrate_repo.versions.1l07_add_user_date_columnns.upgrade (migra

keystone.common.sqgl.migrate_repo.versions.108_add_failed_auth_columns module

keystone.common.sqgl.migrate_repo.versions.1l08_add_failed_auth_columns.upgrade (mi;
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keystone.common.sql.migrate_repo.versions.109_add_password_self_service_column
module

keystone.common.sql.migrate_repo.versions.109_add_password_self_ service_column.u

Module contents

Submodules
keystone.common.sql.migrate_repo.manage module
Module contents

Submodules

keystone.common.sql.core module

SQL backends for the various services.

Before using this module, call initialize(). This has to be done before CONF() because it sets up config-
uration options.

class keystone.common.sql.core.DateTimeInt (*args, **kwargs)
Bases: sglalchemy.sql.type_api.TypeDecorator

A column that automatically converts a datetime object to an Int.

Keystone relies on accurate (sub-second) datetime objects. In some cases the RDBMS drop sub-
second accuracy (some versions of MySQL). This field automatically converts the value to an INT
when storing the data and back to a datetime object when it is loaded from the database.

NOTE: Any datetime object that has timezone data will be converted to UTC. Any  date-
time object that has no timezone data will be assumed to be UTC and loaded from the DB
as such.

epoch = datetime.datetime (1970, 1, 1, 0, 0, tzinfo=<UTC>)

impl
alias of sglalchemy.sql.sgltypes.BigInteger

process_bind_param (value, dialect)
Receive a bound parameter value to be converted.

Subclasses override this method to return the value that should be passed along to the under-
lying TypeEngine object, and from there to the DBAPI execute () method.

The operation could be anything desired to perform custom behavior, such as transforming
or serializing data. This could also be used as a hook for validating logic.

This operation should be designed with the reverse operation in mind, which would be the
process_result_value method of this class.

Parameters
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* value Data to operate upon, of any type expected by this method in the
subclass. Can be None.

e dialect the Dialect in use.

process_result_value (value, dialect)
Receive a result-row column value to be converted.

Subclasses should implement this method to operate on data fetched from the database.

Subclasses override this method to return the value that should be passed back to the ap-
plication, given a value that is already processed by the underlying TypeEngine object,
originally from the DBAPI cursor method fetchone () or similar.

The operation could be anything desired to perform custom behavior, such as transforming
or serializing data. This could also be used as a hook for validating logic.

Parameters

* value Data to operate upon, of any type expected by this method in the
subclass. Can be None.

e dialect the Dialect in use.

This operation should be designed to be reversible by the process_bind_param method of
this class.

class keystone.common.sgl.core.JsonBlob (*args, **kwargs)
Bases: sglalchemy.sqgl.type_api.TypeDecorator

impl
alias of sglalchemy.sgl.sgltypes.Text

process_bind_param (value, dialect)
Receive a bound parameter value to be converted.

Subclasses override this method to return the value that should be passed along to the under-
lying TypeEngine object, and from there to the DBAPI execute () method.

The operation could be anything desired to perform custom behavior, such as transforming
or serializing data. This could also be used as a hook for validating logic.

This operation should be designed with the reverse operation in mind, which would be the
process_result_value method of this class.

Parameters

* value Data to operate upon, of any type expected by this method in the
subclass. Can be None.

e dialect the Dialect in use.

process_result_value (value, dialect)
Receive a result-row column value to be converted.

Subclasses should implement this method to operate on data fetched from the database.

Subclasses override this method to return the value that should be passed back to the ap-
plication, given a value that is already processed by the underlying TypeEngine object,
originally from the DBAPI cursor method fetchone () or similar.
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The operation could be anything desired to perform custom behavior, such as transforming
or serializing data. This could also be used as a hook for validating logic.

Parameters

* value Data to operate upon, of any type expected by this method in the
subclass. Can be None.

e dialect the Dialect in use.

This operation should be designed to be reversible by the process_bind_param method of
this class.

class keystone.common.sqgl.core.ModelDictMixin
Bases: oslo_db.sglalchemy.models.ModelBase

classmethod from_dict (d)
Return a model instance from a dictionary.

to_dict ()
Return the models attributes as a dictionary.

class keystone.common.sqgl.core.ModelDictMixinWithExtras
Bases: oslo_db.sglalchemy.models.ModelBase

Mixin making model behave with dict-like interfaces includes extras.

NOTE: DO NOT USE THIS FOR FUTURE SQL MODELS. Extra column is a legacy
concept that should not be carried forward with new SQL models as the concept of arbitrary
properties is not in line with the design philosophy of Keystone.

attributes = []
classmethod from dict (d)

to_dict (include_extra_dict=False)
Return the models attributes as a dictionary.

If include_extra_dict is True, extra attributes are literally included in the resulting dictionary
twice, for backwards-compatibility with a broken implementation.

keystone.common.sgl.core.cleanup ()
keystone.common.sgl.core.enable_sqlite_foreign_key ()

keystone.common.sqgl.core.filter_limit_query (model, query, hints)
Apply filtering and limit to a query.

Parameters
¢ model table model
* query query to apply filters to

* hints contains the list of filters and limit details. This may be None, indi-
cating that there are no filters or limits to be applied. If its not None, then any
filters satisfied here will be removed so that the caller will know if any filters
remain.

Returns query updated with any filters and limits satisfied

keystone.common.sqgl.core.handle_conflicts (conflict_type="object’)
Convert select sqlalchemy exceptions into HTTP 409 Conflict.
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keystone.common.sqgl.core.initialize ()
Initialize the module.

keystone.common.sqgl.core.initialize_decorator (init)
Ensure that the length of string field do not exceed the limit.

This decorator check the initialize arguments, to make sure the length of string field do not exceed
the length limit, or raise a Stringl.engthExceeded exception.

Use decorator instead of inheritance, because the metaclass will check the __tablename__, pri-
mary key columns, etc. at the class definition.

keystone.common.sgl.core.session_for_ read()
keystone.common.sql.core.session_for_write ()

keystone.common.sqgl.core.truncated (f)

keystone.common.sgl.upgrades module

class keystone.common.sql.upgrades.Repository (engine, repo_name)
Bases: object

upgrade (version=None, current_schema=None)
property version
keystone.common.sql.upgrades.add_constraints (constraints)

keystone.common.sql.upgrades.contract_schema ()
Contract the database.

This is run manually by the keystone-manage command once the keystone nodes have been up-
graded to the latest release and will remove any old tables/columns that are no longer required.

keystone.common.sqgl.upgrades.expand_schema ()
Expand the database schema ahead of data migration.

This is run manually by the keystone-manage command before the first keystone node is migrated
to the latest release.

keystone.common.sqgl.upgrades.find_repo (repo_name)
Return the absolute path to the named repository.

keystone.common.sqgl.upgrades.get_constraints_names (table, col-
umn_name)

keystone.common.sqgl.upgrades.get_db_version (repo="migrate_repo’)

keystone.common.sgl.upgrades.get_init_version (abs_path=None)
Get the initial version of a migrate repository.

Parameters abs_path Absolute path to migrate repository.
Returns initial version number or None, if DB is empty.

keystone.common.sqgl.upgrades.migrate_data ()
Migrate data to match the new schema.

This is run manually by the keystone-manage command once the keystone schema has been ex-
panded for the new release.
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keystone.common.sqgl.upgrades.offline_sync_database_to_version (version=None)
Perform and off-line sync of the database.

Migrate the database up to the latest version, doing the equivalent of the cycle of expand, migrate
and contract, for when an offline upgrade is being performed.

If a version is specified then only migrate the database up to that version. Downgrading is not
supported. If version is specified, then only the main database migration is carried out - and the
expand, migration and contract phases will NOT be run.

keystone.common.sqgl.upgrades.remove_constraints (constraints)

keystone.common.sql.upgrades.validate_upgrade_order (repo_name, tar-

get_repo_version=None)
Validate the state of the migration repositories.

This is run before allowing the db_sync command to execute. Ensure the upgrade step and version
specified by the operator remains consistent with the upgrade process. l.e. expands version is
greater or equal to migrates, migrates version is greater or equal to contracts.

Parameters
* repo_name The name of the repository that the user is trying to upgrade.

* target_repo_version The version to upgrade the repo. Otherwise, the
version will be upgraded to the latest version available.

Module contents

keystone.common.validation package

Submodules
keystone.common.validation.parameter_types module

Common parameter types for validating a request reference.

keystone.common.validation.validators module

Internal implementation of request body validating middleware.

class keystone.common.validation.validators.SchemaValidator (schema)
Bases: object

Resource reference validator class.
validate (*args, **kwargs)

validator_org
alias of jsonschema.validators.create.<locals>.Validator

keystone.common.validation.validators.validate_password (password)
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Module contents

Request body validating middleware for OpenStack Identity resources.

keystone.common.validation.lazy validate (request_body_schema, re-

) _source_to_validate)
A non-decorator way to validate a request, to be used inline.

Parameters
* request_body_ schema aschema to validate the resource reference
* resource_to_validate dictionary to validate

Raises

* keystone.exception.ValidationError if resource_to_validate
is None. (see wrapper method below).

* TypeError atdecoration time when the expected resource to validate isnt
found in the decorated methods signature

keystone.common.validation.nullable (property_schema)
Clone a property schema into one that is nullable.

Parameters property_schema (dict) schema to clone into a nullable schema

Returns a new dict schema

Submodules
keystone.common.authorization module
keystone.common.context module

class keystone.common.context .RequestContext (**kwargs)
Bases: oslo_context.context.RequestContext

to_policy_values ()
Add keystone-specific policy values to policy representation.

This method converts generic policy values to a dictionary form using the base implemen-
tation from oslo_context.context.RequestContext. Afterwards, it is going to pull keystone-
specific values off the context and represent them as items in the policy values dictionary.
This is because keystone uses default policies that rely on these values, so we need to guar-
antee they are present during policy enforcement if they are present on the context object.

This method is automatically called in oslo_policy.policy.Enforcer.enforce() if oslo.policy
knows its dealing with a context object.
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keystone.common.driver_hints module

class keystone.common.driver_hints.Hints
Bases: object

Encapsulate driver hints for listing entities.

Hints are modifiers that affect the return of entities from a list_<entities> operation. They are
typically passed to a driver to give direction as to what filtering, pagination or list limiting actions
are being requested.

It is optional for a driver to action some or all of the list hints, but any filters that it does satisfy
must be marked as such by calling removing the filter from the list.

A Hint object contains filters, which is a list of dicts that can be accessed publicly. Also it contains
a dict called limit, which will indicate the amount of data we want to limit our listing to.

If the filter is discovered to never match, then cannot_match can be set to indicate that there will
not be any matches and the backend work can be short-circuited.

Each filter term consists of:
* name: the name of the attribute being matched
* value: the value against which it is being matched

* comparator: the operation, which can be one of equals, contains,
startswith orendswith

* case_sensitive: whether any comparison should take account of case

add_filter (name, value, comparator="equals’, case_sensitive=False)
Add a filter to the filters list, which is publicly accessible.

get_exact_filter_by_ name (name)
Return a filter key and value if exact filter exists for name.

set_limit (limit, truncated=False)
Set a limit to indicate the list should be truncated.

keystone.common.driver_hints.truncated (f)
Ensure list truncation is detected in Driver list entity methods.

This is designed to wrap Driver list_{entity} methods in order to calculate if the resultant list has
been truncated. Provided a limit dict is found in the hints list, we increment the limit by one so
as to ask the wrapped function for one more entity than the limit, and then once the list has been
generated, we check to see if the original limit has been exceeded, in which case we truncate back
to that limit and set the truncated boolean to true in the hints limit dict.
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keystone.common.fernet_utils module

class keystone.common.fernet_utils.FernetUtils (key_repository=None,
max_active_keys=None,

config_group=None)
Bases: object

create_key_directory (keystone_user_id=None, keystone_group_id=None)
Attempt to create the key directory if it doesnt exist.

initialize_key_ repository (keystone_user_id=None, keystone_group_id=None)
Create a key repository and bootstrap it with a key.

Parameters
* keystone_user_id User ID of the Keystone user.
* keystone_group_id Group ID of the Keystone user.

load_keys (use_null_key=False)
Load keys from disk into a list.

The first key in the list is the primary key used for encryption. All other keys are active
secondary keys that can be used for decrypting tokens.

Parameters use_null_key If true, a known key containing null bytes will be
appended to the list of returned keys.

rotate_keys (keystone_user_id=None, keystone_group_id=None)
Create a new primary key and revoke excess active keys.

Parameters
* keystone_user_id User ID of the Keystone user.
* keystone_group_id Group ID of the Keystone user.
Key rotation utilizes the following behaviors:
* The highest key number is used as the primary key (used for encryption).
* All keys can be used for decryption.

* New keys are always created as key 0, which serves as a placeholder before promoting
it to be the primary key.

This strategy allows you to safely perform rotation on one node in a cluster, before syncing
the results of the rotation to all other nodes (during both key rotation and synchronization,
all nodes must recognize all primary keys).

validate_key_ repository (requires_write=False)
Validate permissions on the key repository directory.
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keystone.common.json_home module

class keystone.common. json_home.JsonHomeResources
Bases: object

JSON Home resource data.
classmethod append_resource (rel, data)
classmethod resources ()

class keystone.common. json_home.Parameters
Bases: object

Relationships for Common parameters.

ACCESS_RULE_ID = 'https://docs.openstack.org/api/openstack-identity/3/param/
APPLICATION_CRED_ID = 'https://docs.openstack.org/api/openstack-identity/3/r
DOMAIN ID = 'https://docs.openstack.org/api/openstack-identity/3/param/domai
ENDPOINT_ID = 'https://docs.openstack.org/api/openstack-identity/3/param/end

GROUP_ID

'https://docs.openstack.org/api/openstack-identity/3/param/group_

LIMIT ID 'https://docs.openstack.org/api/openstack-identity/3/param/limit_
POLICY_ID = 'https://docs.openstack.org/api/openstack—-identity/3/param/polic
PROJECT_ID = 'https://docs.openstack.org/api/openstack-identity/3/param/pro]
REGION_ID = 'https://docs.openstack.org/api/openstack-identity/3/param/regic
REGISTERED_LIMIT ID = 'https://docs.openstack.org/api/openstack-identity/3/f
ROLE_ID = 'https://docs.openstack.org/api/openstack-identity/3/param/role_id
SERVICE_ID = 'https://docs.openstack.org/api/openstack-identity/3/param/serv
TAG_VALUE = 'https://docs.openstack.org/api/openstack-identity/3/param/tag v
USER_ID = 'https://docs.openstack.org/api/openstack-identity/3/param/user_id

class keystone.common. json_home.Status
Bases: object

Status values supported.

DEPRECATED = 'deprecated'
EXPERIMENTAL = 'experimental'
STABLE = 'stable'

classmethod update_resource_data (resource_data, status)
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keystone.common. json_home.build_v3_extension_parameter_relation (extension_name,
ex-
ten-
sion_version,

pa-

ram-

e-
ter_name)

keystone.common. json_home.build_v3_extension_resource_relation (extension_name,
ex-
ten-
sion_version,
re-
source_name)

keystone.common. json_home.build v3_parameter_relation (parameter_name)
keystone.common. json_home.build v3_resource_relation (resource_name)

keystone.common. json_home.translate_urls (json_home, new_prefix)
Given a JSON Home document, sticks new_prefix on each of the urls.

keystone.common.jwt_utils module

keystone.common. jwt_utils.create_jws_keypair (private_key_path, pub-

lic_key_path)
Create an ECDSA key pair using an secp256r1, or NIST P-256, curve.

Parameters
* private_key_ path location to save the private key

* public_key_ path location to save the public key

keystone.common.manager module

class keystone.common.manager .Manager (driver_name)
Bases: object

Base class for intermediary request layer.

The Manager layer exists to support additional logic that applies to all or some of the methods
exposed by a service that are not specific to the HTTP interface.

It also provides a stable entry point to dynamic backends.

An example of a probable use case is logging all the calls.

driver_namespace = None
keystone.common.manager.load_driver (namespace, driver_name, *args)

keystone.common.manager .response_truncated (f)
Truncate the list returned by the wrapped function.

This is designed to wrap Manager list_{entity} methods to ensure that any list limits that are
defined are passed to the driver layer. If a hints list is provided, the wrapper will insert the relevant
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limit into the hints so that the underlying driver call can try and honor it. If the driver does truncate
the response, it will update the truncated attribute in the limit entry in the hints list, which enables
the caller of this function to know if truncation has taken place. If, however, the driver layer is
unable to perform truncation, the limit entry is simply left in the hints list for the caller to handle.

A _get_list_limit() method is required to be present in the object class hierarchy, which returns
the limit for this backend to which we will truncate.

If a hints list is not provided in the arguments of the wrapped call then any limits set in the config
file are ignored. This allows internal use of such wrapped methods where the entire data set is
needed as input for the calculations of some other API (e.g. get role assignments for a given
project).

keystone.common.password_hashing module

keystone.common.password_hashing.check_password (password, hashed)
Check that a plaintext password matches hashed.

hashpw returns the salt value concatenated with the actual hash value. It extracts the actual salt if
this value is then passed as the salt.

keystone.common.password_hashing.hash_password (password)
Hash a password. Harder.

keystone.common.password_hashing.hash_user_password (user)
Hash a user dicts password without modifying the passed-in dict.

keystone.common.password_hashing.verify length_and_trunc_password (password)
Verify and truncate the provided password to the max_password_length.

We also need to check that the configured password hashing algorithm does not silently truncate
the password. For example, passlib.hash.bcrypt does this: https://passlib.readthedocs.io/en/stable/
lib/passlib.hash.bcrypt.html#security-issues

keystone.common.profiler module

keystone.common.profiler.setup (name, host="0.0.0.0")
Setup OSprofiler notifier and enable profiling.

Parameters
* name name of the service that will be profiled

* host hostname or host IP address that the service will be running on. By
default host will be set to 0.0.0.0, but more specified host name / address usage
is highly recommended.
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keystone.common.provider_api module

exception keystone.common.provider_api.DuplicateProviderError
Bases: Exception

Attempting to register a duplicate API provider.

class keystone.common.provider_apil.ProviderAPIMixin
Bases: object

Allow referencing provider apis on self via __getattr__.
Be sure this class is first in the class definition for inheritance.

class keystone.common.provider_api.ProviderAPIRegistry
Bases: object

deferred_provider_ lookup (api, method)
Create descriptor that performs lookup of api and method on demand.

For specialized cases, such as the enforcer get_member_from_driver which needs to be ef-
fectively a classmethod, this method returns a smart descriptor object that does the lookup
at runtime instead of at import time.

Parameters
* api (str) The api to use, e.g. identity_api
* method (str) the method on the api to return
lock_provider_registry ()

locked = False

keystone.common.render_token module

keystone.common.render_token.render_token_response_from model (foken,
in-
clude_catalog=True)

keystone.common.tokenless_auth module

class keystone.common.tokenless_auth.TokenlessAuthHelper (env)
Bases: keystone.common.provider_api.ProviderAPIMixin, object

get_mapped_user (project_id=None, domain_id=None)
Map client certificate to an existing user.

If user is ephemeral, there is no validation on the user himself; however it will be mapped
to a corresponding group(s) and the scope of this ephemeral user is the same as what is
assigned to the group.

Parameters
* project_id Project scope of the mapped user.

* domain_id Domain scope of the mapped user.
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Returns A dictionary that contains the keys, such as user_id, user_name, do-
main_id, domain_name

Return type dict

get_scope ()

keystone.common.utils module

class keystone.common.utils.SmarterEncoder (%, skipkeys=False,
ensure_ascii=True,
check_circular=True,
allow_nan=True,
sort_keys=False, indent=None,
separators=None, de-

fault=None)
Bases: json.encoder.JSONEncoder

Help for JSON encoding dict-like objects.

default (obj)
Implement this method in a subclass such that it returns a serializable object for o, or calls
the base implementation (to raise a TypeError).

For example, to support arbitrary iterators, you could implement default like this:

default (self

iter

list

self

class keystone.common.utils.WhiteListedItemFilter (whitelist, data)
Bases: object

keystone.common.utils.attr as_boolean (val_attr)
Return the boolean value, decoded from a string.

We test explicitly for a value meaning False, which can be one of several formats as specified in
oslo strutils. FALSE_STRINGS. All other string values (including an empty string) are treated as
meaning True.

keystone.common.utils.auth_str_equal (provided, known)
Constant-time string comparison.

Params provided the first string
Params known the second string
Returns True if the strings are equal.

This function takes two strings and compares them. It is intended to be used when doing a com-
parison for authentication purposes to help guard against timing attacks. When using the function
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for this purpose, always provide the user-provided password as the first argument. The time this
function will take is always a factor of the length of this string.

keystone.common.utils.check_endpoint_url (url)
Check substitution of url.

The invalid urls are as follows: urls with substitutions that is not in the whitelist

Check the substitutions in the URL to make sure they are valid and on the whitelist.
Parameters url (str) the URL to validate
Return type None
Raises keystone.exception.URLValidationError if the URL is invalid

keystone.common.utils.create_directory (directory, keystone_user_id=None,
keystone_group_id=None)
Attempt to create a directory if it doesnt exist.

Parameters
* directory string containing the path of the directory to create.
* keystone_user_id the system ID of the process running keystone.
* keystone_group_id the system ID of the group running keystone.

keystone.common.utils.flatten_dict (d, parent_key=")
Flatten a nested dictionary.

Converts a dictionary with nested values to a single level flat dictionary, with dotted notation for
each key.

keystone.common.utils.format_url (url, substitutions,

silent_keyerror_failures=None)
Format a user-defined URL with the given substitutions.

Parameters
e url (string) the URL to be formatted
* substitutions (dict) the dictionary used for substitution

* silent_keyerror_failures (list) keys for which we should be
silent if there is a KeyError exception on substitution attempt

Returns a formatted URL

keystone.common.utils.get_unix_group (group=None)
Get the gid and group name.

This is a convenience utility which accepts a variety of input which might represent a unix group.
If successful it returns the gid and name. Valid input is:

string A string is first considered to be a group name and a lookup is attempted under that name.
If no name is found then an attempt is made to convert the string to an integer and perform a
lookup as a gid.

int An integer is interpreted as a gid.

None None is interpreted to mean use the current processs effective group.
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If the input is a valid type but no group is found a KeyError is raised. If the input is not a valid
type a TypeError is raised.

Parameters group (object) string, int or None specifying the group to lookup.
Returns tuple of (gid, name)

keystone.common.utils.get_unix_user (user=None)
Get the uid and user name.

This is a convenience utility which accepts a variety of input which might represent a unix user.
If successful it returns the uid and name. Valid input is:

string A string is first considered to be a user name and a lookup is attempted under that name.
If no name is found then an attempt is made to convert the string to an integer and perform a
lookup as a uid.

int An integer is interpreted as a uid.
None None is interpreted to mean use the current processs effective user.

If the input is a valid type but no user is found a KeyError is raised. If the input is not a valid type
a TypeError is raised.

Parameters user (object) string, int or None specifying the user to lookup.
Returns tuple of (uid, name)
keystone.common.utils.hash_access_key (access)

keystone.common.utils.is_not_url_safe (name)
Check if a string contains any url reserved characters.

keystone.common.utils.isotime (at=None, subsecond="False)
Stringify time in ISO 8601 format.

Python provides a similar instance method for datetime.datetime objects called isoformat(). The
format of the strings generated by isoformat() has a couple of problems:

1) The strings generated by isotime() are used in tokens and other public APIs that we cant change
without a deprecation period. The strings generated by isoformat() are not the same format, so we
cant just change to it.

2) The strings generated by isoformat() do not include the microseconds if the value happens to
be 0. This will likely show up as random failures as parsers may be written to always expect
microseconds, and it will parse correctly most of the time.

Parameters

* at (datetime.datetime) Optional datetime object to return at a string.
If not provided, the time when the function was called will be used.

* subsecond (bool) If true, the returned string will represent microsec-
ond precision, but only precise to the second. For example, a date-
time.datetime(2016, 9, 14, 14, 1, 13, 970223) will be returned as 2016-09-
14T14:01:13.000000Z.

Returns A time string represented in ISO 8601 format.

Return type str
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keystone.common.utils.list_url_unsafe_chars (name)
Return a list of the reserved characters.

keystone.common.utils.lower_case_hostname (url)
Change the URLSs hostname to lowercase.

keystone.common.utils.parse_expiration_date (expiration_date)
keystone.common.utils.remove_standard_port (url)

keystone.common.utils.resource_uuid (value)
Convert input to valid UUID hex digits.

keystone.common.utils.setup_remote_pydev_debug ()

Module contents

keystone.conf package

Submodules

keystone.conf.application_credential module

keystone.conf.application_credential.list_opts()

keystone.conf.application_credential.register_opts (conf)

keystone.conf.assignment module

keystone.conf.assignment.list_opts ()

keystone.conf.assignment .register_opts (conf)

keystone.conf.auth module

keystone.conf.auth.list_opts ()
keystone.conf.auth.register_ opts (conf)

keystone.conf.auth.setup_authentication (conf=None)
Register non-default auth methods (used by extensions, etc).

keystone.conf.catalog module

keystone.conf.catalog.list_opts ()

keystone.conf.catalog.register_ opts (conf)
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keystone.conf.constants module

Constants for use in the keystone.conf package.

These constants are shared by more than one module in the keystone.conf package.

keystone.conf.credential module

keystone.conf.credential.list_opts ()

keystone.conf.credential.register_opts (conf)

keystone.conf.default module

keystone.conf.default.list_opts ()

keystone.conf.default.register_opts (conf)

keystone.conf.domain_config module

keystone.conf.domain_config.list_opts ()

keystone.conf.domain_config.register_ opts (conf)

keystone.conf.endpoint_filter module

keystone.conf.endpoint_filter.list_opts()

keystone.conf.endpoint_filter.register_opts (conf)

keystone.conf.endpoint_policy module

keystone.conf.endpoint_policy.list_opts ()

keystone.conf.endpoint_policy.register_opts (conf)

keystone.conf.eventlet_server module

keystone.conf.eventlet_server.list_opts ()

keystone.conf.eventlet_server.register_opts (conf)
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keystone.conf.federation module

keystone.conf.federation.list_opts ()

keystone.conf.federation.register_ opts (conf)

keystone.conf.fernet_receipts module

keystone.conf.fernet_receipts.list_opts ()

keystone.conf.fernet_receipts.register_opts (conf)

keystone.conf.fernet_tokens module

keystone.conf.fernet_tokens.list_opts()

keystone.conf.fernet_tokens.register_ opts (conf)

keystone.conf.identity module

keystone.conf.identity.list_opts ()

keystone.conf.identity.register_opts (conf)

keystone.conf.identity_mapping module

keystone.conf.identity_mapping.list_opts ()

keystone.conf.identity_mapping.register_opts (conf)

keystone.conf.jwt_tokens module

keystone.conf.jwt_tokens.list_opts()

keystone.conf. jwt_tokens.register_opts (conf)

keystone.conf.ldap module

keystone.conf.ldap.list_opts ()

keystone.conf.ldap.register_ opts (conf)
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keystone.conf.memcache module

keystone.conf.memcache.list_opts ()

keystone.conf.memcache.register_opts (conf)

keystone.conf.oauth1 module

keystone.conf.oauthl.list_opts ()

keystone.conf.oauthl.register_opts (conf)

keystone.conf.opts module

Single point of entry to generate the sample configuration file.

This module collects all the necessary info from the other modules in this package. It is assumed that:

» Every other module in this package has a list_opts function which returns a dict where:

— The keys are strings which are the group names.

— The value of each key is a list of config options for that group.
* The conf package doesnt have further packages with config options.

* This module is only used in the context of sample file generation.

keystone.conf.opts.list_opts ()

keystone.conf.policy module

keystone.conf.policy.list_opts ()

keystone.conf.policy.register_opts (conf)

keystone.conf.receipt module

keystone.conf.receipt.list_opts ()

keystone.conf.receipt.register_ opts (conf)

keystone.conf.resource module

keystone.conf.resource.list_opts ()

keystone.conf.resource.register_opts (conf)
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keystone.conf.revoke module

keystone.conf.revoke.list_opts ()

keystone.conf.revoke.register_opts (conf)

keystone.conf.role module

keystone.conf.role.list_opts ()

keystone.conf.role.register_opts (conf)

keystone.conf.saml module

keystone.conf.saml.list_opts ()

keystone.conf.saml.register_opts (conf)

keystone.conf.security_compliance module

keystone.conf.security_compliance.list_opts()

keystone.conf.security_compliance.register_opts (conf)

keystone.conf.shadow_users module

keystone.conf.shadow_users.list_opts ()

keystone.conf.shadow_users.register_opts (conf)

keystone.conf.token module

keystone.conf.token.list_opts ()

keystone.conf.token.register_opts (conf)

keystone.conf.tokenless_auth module

keystone.conf.tokenless_auth.list_opts ()

keystone.conf.tokenless_auth.register_opts (conf)
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keystone.conf.totp module

keystone.conf.totp.list_opts ()

keystone.conf.totp.register_ opts (conf)

keystone.conf.trust module

keystone.conf.trust.list_opts ()

keystone.conf.trust.register_opts (conf)

keystone.conf.unified_limit module

keystone.conf.unified_limit.list_opts()

keystone.conf.unified_limit.register_opts (conf)

keystone.conf.utils module

keystone.conf.utils. fmt (docstr)
Format a docstring for use as documentation in sample config.

keystone.conf.wsgi module

keystone.conf.wsgi.list_opts ()

keystone.conf.wsgi.register_opts (conf)

Module contents

keystone.conf.configure (conf=None)

keystone.conf.set_config_defaults ()
Override all configuration default values for keystone.

keystone.conf.set_default_for default_log_ levels ()
Set the default for the default_log_levels option for keystone.

Keystone uses some packages that other OpenStack services dont use that do logging. This will
set the default_log_levels default level for those packages.

This function needs to be called before CONF().

keystone.conf.set_external_ opts_defaults()
Update default configuration options for oslo.middleware.

keystone.conf.setup_logging ()
Set up logging for the keystone package.
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keystone.credential package

Subpackages
keystone.credential.backends package
Submodules
keystone.credential.backends.base module

class keystone.credential.backends.base.CredentialDriverBase
Bases: object

abstract create_ credential (credential_id, credential)
Create a new credential.

Raises keystone.exception.Conflict If aduplicate credential exists.

abstract delete credential (credential id)
Delete an existing credential.

Raises keystone.exception.CredentialNotFound If credential
doesnt exist.

abstract delete_credentials_for_ project (project_id)
Delete all credentials for a project.

abstract delete credentials_ for_ user (user_id)
Delete all credentials for a user.

abstract get_credential (credential_id)
Get a credential by ID.

Returns credential_ref

Raises keystone.exception.CredentialNotFound If credential
doesnt exist.

abstract list_credentials (hints)
List all credentials.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns a list of credential_refs or an empty list.

abstract list_credentials_for_user (user_id, type=None)
List credentials for a user.

Parameters
* user_id ID of a user to filter credentials by.
* type type of credentials to filter on.
Returns a list of credential_refs or an empty list.

abstract update_credential (credential_id, credential)
Update an existing credential.
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Raises

* keystone.exception.CredentialNotFound If credential doesnt
exist.

* keystone.exception.Conflict If aduplicate credential exists.

keystone.credential.backends.sql module

class keystone.credential.backends.sgl.Credential
Bases: keystone.credential.backends.base.CredentialDriverBase

create_ credential (credential_id, credential)
Create a new credential.

Raises keystone.exception.Conflict If aduplicate credential exists.

delete_credential (credential_id)
Delete an existing credential.

Raises keystone.exception.CredentialNotFound If credential
doesnt exist.

delete_credentials_for project (project_id)
Delete all credentials for a project.

delete credentials for user (user_id)
Delete all credentials for a user.

get_credential (credential_id)
Get a credential by ID.

Returns credential_ref

Raises keystone.exception.CredentialNotFound If credential
doesnt exist.

list credentials (hints)
List all credentials.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns a list of credential_refs or an empty list.

list_credentials_for_user (user_id, type=None)
List credentials for a user.

Parameters
e user_id ID of a user to filter credentials by.
* type type of credentials to filter on.
Returns a list of credential_refs or an empty list.

update_credential (credential_id, credential)
Update an existing credential.

Raises
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* keystone.exception.CredentialNotFound If credential doesnt
exist.

* keystone.exception.Conflict If aduplicate credential exists.

class keystone.credential.backends.sgl.CredentialModel (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixinWithExtras

attributes = ['id', 'user_id', 'project_id', 'encrypted blob', 'type', 'key_
encrypted_blob

extra

id

key_hash

project_id

type

user_ id

Module contents

keystone.credential.providers package
Subpackages
keystone.credential.providers.fernet package
Submodules
keystone.credential.providers.fernet.core module

class keystone.credential.providers.fernet.core.Provider
Bases: keystone.credential.providers.core.Provider

decrypt (credential)
Attempt to decrypt a credential.

Parameters credential an encrypted credential string
Returns a decrypted credential

encrypt (credential)
Attempt to encrypt a plaintext credential.

Parameters credential a plaintext representation of a credential
Returns an encrypted credential

keystone.credential.providers.fernet.core.get_multi_fernet_keys ()

202 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

keystone.credential.providers.fernet.core.primary key hash (keys)
Calculate a hash of the primary key used for encryption.

Module contents

Submodules

keystone.credential.providers.core module

class keystone.credential.providers.core.Provider
Bases: object

Interface for credential providers that support encryption.

abstract decrypt (credential)
Decrypt a credential.

Parameters credential (str) credential to decrypt
Returns credential str as plaintext
Raises keystone.exception.CredentialEncryptionError

abstract encrypt (credential)
Encrypt a credential.

Parameters credential (str) credential to encrypt
Returns encrypted credential str

Raises keystone.exception.CredentialEncryptionError

Module contents

Submodules

keystone.credential.core module

Main entry point into the Credential service.

class keystone.credential.core.Manager
Bases: keystone.common.manager.Manager

Default pivot point for the Credential backend.

See keystone.common.manager.Manager for more details on how this dynamically calls
the backend.

create_credential (credential_id, credential, initiator=None)
Create a credential.

delete_credential (credential_id, initiator=None)
Delete a credential.

delete_credentials_for project (project_id)
Delete all credentials for a project.
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delete credentials_ for user (user_id)
Delete all credentials for a user.

driver_ namespace = 'keystone.credential'

get_credential (credential_id)
Return a credential reference.

list credentials (hints=None)
list_credentials_for_user (user_id, type=None)

update_credential (credential_id, credential)
Update an existing credential.

keystone.credential.provider module

class keystone.credential.provider.Manager
Bases: keystone.common.manager.Manager

driver_ namespace = 'keystone.credential.provider'

keystone.credential.schema module

Module contents

keystone.endpoint_policy package

Subpackages
keystone.endpoint_policy.backends package
Submodules
keystone.endpoint_policy.backends.base module

class keystone.endpoint_policy.backends.base.EndpointPolicyDriverBase
Bases: object

Interface description for an Endpoint Policy driver.

abstract check_policy association (policy_id, endpoint_id=None, ser-

vice_id=None, region_id=None)
Check existence of a policy association.

Parameters
* policy_id (string) identity of policy that is being associated
* endpoint_id (string) identity of endpoint to associate
* service_id (string) identity of the service to associate

* region_id (string) identity of the region to associate
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Raises keystone.exception.PolicyAssociationNotFound If there
is no match for the specified association.

Returns None

abstract create_policy_ association (policy_id, endpoint_id=None, ser-

vice_id=None, region_id=None)
Create a policy association.

Parameters
* policy_id (string) identity of policy that is being associated
* endpoint_id (string) identity of endpoint to associate
* service_id (string) identity of the service to associate
* region_id (string) identity of the region to associate
Returns None
There are three types of association permitted:
* Endpoint (in which case service and region must be None)
* Service and region (in which endpoint must be None)
 Service (in which case endpoint and region must be None)

abstract delete_association_by_ endpoint (endpoint_id)
Remove all the policy associations with the specific endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns None

abstract delete_association_by_ policy (policy_id)
Remove all the policy associations with the specific policy.

Parameters policy_ id (string) identity of endpoint to check
Returns None

abstract delete_association_by_ region (region_id)
Remove all the policy associations with the specific region.

Parameters region_id (string) identity of endpoint to check
Returns None

abstract delete_association_by_ service (service_id)
Remove all the policy associations with the specific service.

Parameters service_id (string) identity of endpoint to check
Returns None

abstract delete_policy association (policy_id, endpoint_id=None, ser-

vice_id=None, region_id=None)
Delete a policy association.

Parameters
* policy_id (string) identity of policy that is being associated

* endpoint_id (string) identity of endpoint to associate
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* service_id (string) identity of the service to associate
* region_id (string) identity of the region to associate
Returns None

abstract get_policy_ association (endpoint_id=None, service_id=None, re-

gion_id=None)
Get the policy for an explicit association.

This method is not exposed as a public API, but is used by get_policy_for_endpoint().
Parameters
* endpoint_id (string) identity of endpoint
* service_id (string) identity of the service
* region_id (string) identity of the region

Raises keystone.exception.PolicyAssociationNotFound If there
is no match for the specified association.

Returns dict containing policy_id (value is a tuple containing only the policy_id)

abstract list_associations_for_policy (policy_id)
List the associations for a policy.

This method is not exposed as a public API, but is used by list_endpoints_for_policy().
Parameters policy_id (string) identity of policy

Returns List of association dicts

keystone.endpoint_policy.backends.sql module

class keystone.endpoint_policy.backends.sgl.EndpointPolicy
Bases: keystone.endpoint_policy.backends.base.
EndpointPolicyDriverBase

check_policy_ association (policy_id, endpoint_id=None, service_id=None, re-

gion_id=None)
Check existence of a policy association.

Parameters
* policy_id (string) identity of policy that is being associated
* endpoint_id (string) identity of endpoint to associate
* service_id (string) identity of the service to associate
* region_id (string) identity of the region to associate

Raises keystone.exception.PolicyAssociationNotFound If there
is no match for the specified association.

Returns None

create_policy_association (policy_id, endpoint_id=None, service_id=None, re-

gion_id=None)
Create a policy association.
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Parameters
* policy_id (string) identity of policy that is being associated
* endpoint_id (string) identity of endpoint to associate
* service_id (string) identity of the service to associate
* region_id (string) identity of the region to associate
Returns None
There are three types of association permitted:
* Endpoint (in which case service and region must be None)
* Service and region (in which endpoint must be None)
* Service (in which case endpoint and region must be None)

delete_association_by_endpoint (endpoint_id)
Remove all the policy associations with the specific endpoint.

Parameters endpoint_id (string) identity of endpoint to check
Returns None

delete_association_by_policy (policy_id)
Remove all the policy associations with the specific policy.

Parameters policy_id (string) identity of endpoint to check
Returns None

delete_association_by_ region (region_id)
Remove all the policy associations with the specific region.

Parameters region_id (string) identity of endpoint to check
Returns None

delete_association_by_ service (service_id)
Remove all the policy associations with the specific service.

Parameters service_id (string) identity of endpoint to check
Returns None
delete_policy association (policy_id, endpoint_id=None, service_id=None, re-
gion_id=None)
Delete a policy association.

Parameters
* policy_id (string) identity of policy that is being associated
* endpoint_id (string) identity of endpoint to associate
* service_id (string) identity of the service to associate
* region_id (string) identity of the region to associate

Returns None

3.1. keystone 207



Keystone Documentation, Release 18.1.1.dev16

get_policy_ association (endpoint_id=None, service_id=None, region_id=None)
Get the policy for an explicit association.

This method is not exposed as a public API, but is used by get_policy_for_endpoint().
Parameters
* endpoint_id (string) identity of endpoint
* service_id (string) identity of the service
* region_id (string) identity of the region

Raises keystone.exception.PolicyAssociationNotFound If there
is no match for the specified association.

Returns dict containing policy_id (value is a tuple containing only the policy_id)

list_associations_for policy (policy_id)
List the associations for a policy.

This method is not exposed as a public API, but is used by list_endpoints_for_policy().
Parameters policy id (string) identity of policy
Returns List of association dicts

class keystone.endpoint_policy.backends.sqgl.PolicyAssociation (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin
attributes = ['policy_id', 'endpoint_id', 'region_id', 'service_id']

endpoint_id
id
policy_id
region_id
service_id

to_dict ()
Return the models attributes as a dictionary.

We override the standard method in order to hide the id column, since this only exists to
provide the table with a primary key.

Module contents
Submodules
keystone.endpoint_policy.core module

class keystone.endpoint_policy.core.Manager
Bases: keystone.common.manager.Manager

Default pivot point for the Endpoint Policy backend.
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See keystone.common.manager.Manager for more details on how this dynamically calls

the backend.
check_policy association (policy_id, endpoint_id=None, service_id=None, re-
gion_id=None)

create_policy_ association (policy_id, endpoint_id=None, service_id=None, re-
gion_id=None)

delete_policy association (policy_id, endpoint_id=None, service_id=None, re-
gion_id=None)

driver_ namespace = 'keystone.endpoint_policy'

get_policy for_endpoint (endpoint_id)

list_endpoints_for policy (policy_id)

Module contents

keystone.federation package

Subpackages
keystone.federation.backends package
Submodules
keystone.federation.backends.base module

class keystone.federation.backends.base.FederationDriverBase
Bases: object

abstract create_idp (idp_id, idp)
Create an identity provider.

Parameters
* idp_id (string) ID of IdP object
* idp (dict) idp object

Returns idp ref

Return type dict

abstract create_mapping (mapping_id, mapping)
Create a mapping.

Parameters

* mapping_ id (string) ID of mapping object

* mapping (dict) mapping ref with mapping name
Returns mapping ref

Return type dict
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abstract create_protocol (idp_id, protocol_id, protocol)
Add an IdP-Protocol configuration.

Parameters
e idp_id (string) ID of IdP object
* protocol_id (string) ID of protocol object
» protocol (dict) protocol object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns protocol ref
Return type dict

abstract create_sp (sp_id, sp)
Create a service provider.

Parameters
* sp_id (string) id of the service provider
* sp(dict) service provider object

Returns service provider ref

Return type dict

abstract delete_idp (idp_id)
Delete an identity provider.

Parameters idp_id (string) ID of IdP object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

abstract delete_mapping (mapping_id)
Delete a mapping.

Parameters mapping_id id of mapping to delete
Returns None

abstract delete_protocol (idp_id, protocol_id)
Delete an IdP-Protocol configuration.

Parameters
e idp_id (string) ID of IdP object
* protocol_id (string) ID of protocol object

Raises

* keystone.exception. IdentityProviderNotFound If the IdP
doesnt exist.

* keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

abstract delete_sp (sp_id)
Delete a service provider.
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Parameters sp_id (string) id of the service provider

Raises keystone.exception.ServiceProviderNotFound If the ser-
vice provider doesnt exist.

abstract get_enabled service_providers ()
List enabled service providers for Service Catalog.

Service Provider in a catalog contains three attributes: 1d, auth_url, sp_url, where:
* id is a unique, user defined identifier for service provider object
* auth_url is an authentication URL of remote Keystone
* sp_url a URL accessible at the remote service provider where SAML assertion is trans-
mitted.
Returns list of dictionaries with enabled service providers
Return type list of dicts
abstract get_idp (idp_id)
Get an identity provider by ID.
Parameters idp_id (string) ID of IdP object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns idp ref
Return type dict

abstract get_idp_from remote_id (remote_id)
Get an identity provider by remote ID.

Parameters remote_id ID of remote IdP

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns idp ref
Return type dict

abstract get_mapping (mapping_id)
Get a mapping, returns the mapping based on mapping_id.

Parameters mapping_id id of mapping to get

Raises keystone.exception.MappingNotFound If the mapping cannot
be found.

Returns mapping ref
Return type dict

abstract get_mapping_ from_idp_and_ protocol (idp_id, protocol_id)
Get mapping based on idp_id and protocol_id.

Parameters

e idp_id (string) id of the identity provider
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* protocol_id (string) id of the protocol
Raises

* keystone.exception. IdentityProviderNotFound If the IdP
doesnt exist.

* keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

Returns mapping ref
Return type dict

abstract get_protocol (idp_id, protocol_id)
Get an IdP-Protocol configuration.

Parameters

e idp_id (string) ID of IdP object

* protocol_id (string) ID of protocol object
Raises

* keystone.exception.IdentityProviderNotFound If the IdP
doesnt exist.

¢ keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

Returns protocol ref
Return type dict

abstract get_sp (sp_id)
Get a service provider.

Parameters sp_id (string) id of the service provider
Returns service provider ref
Return type dict

Raises keystone.exception.ServiceProviderNotFound If the ser-
vice provider doesnt exist.

abstract list_idps (hints)
List all identity providers.

Parameters hints filter hints which the driver should implement if at all possi-
ble.

Returns list of idp refs
Return type list of dicts

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

abstract list_mappings ()
List all mappings.

Returns list of mapping refs

212 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

Return type list of dicts

abstract list_protocols (idp_id)
List an IdPs supported protocols.

Parameters idp_id (string) ID of IdP object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns list of protocol ref
Return type list of dict

abstract list_sps (hints)
List all service providers.

Parameters hints filter hints which the driver should implement if at all possi-
ble.

Returns List of service provider ref objects
Return type list of dicts

Raises keystone.exception.ServiceProviderNotFound If the SP
doesnt exist.

abstract update_idp (idp_id, idp)
Update an identity provider by ID.

Parameters
* idp_id (string) ID of IdP object
* idp (dict) idp object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns idp ref
Return type dict

abstract update_mapping (mapping_id, mapping_ref)
Update a mapping.

Parameters
* mapping_id (string) id of mapping to update
* mapping_ref (dict) new mapping ref
Returns mapping ref
Return type dict

abstract update_protocol (idp_id, protocol_id, protocol)
Change an IdP-Protocol configuration.

Parameters
e idp_id (string) ID of IdP object

* protocol_id (string) ID of protocol object
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* protocol (dict) protocol object

Raises

* keystone.exception. IdentityProviderNotFound If the IdP
doesnt exist.

* keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

Returns protocol ref
Return type dict

abstract update_sp (sp_id, sp)
Update a service provider.

Parameters
* sp_id (string) id of the service provider
* sp (dict) service prvider object

Returns service provider ref

Return type dict

Raises keystone.exception.ServiceProviderNotFound If the ser-
vice provider doesnt exist.

keystone.federation.backends.sql module

class keystone.federation.backends.sqgl.Federation
Bases: keystone. federation.backends.base.FederationDriverBase

create_idp (idp_id, idp)
Create an identity provider.

Parameters
e idp_id (string) ID of IdP object
* idp (dict) idp object

Returns idp ref

Return type dict

create_mapping (mapping_id, mapping)
Create a mapping.

Parameters

* mapping_id (string) ID of mapping object

* mapping (dict) mapping ref with mapping name
Returns mapping ref
Return type dict

create_protocol (idp_id, protocol_id, protocol)
Add an IdP-Protocol configuration.
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Parameters
* idp_id (string) ID of IdP object
* protocol_id (string) ID of protocol object
» protocol (dict) protocol object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns protocol ref
Return type dict

create_sp (sp_id, sp)
Create a service provider.

Parameters
* sp_id (string) id of the service provider
* sp(dict) service provider object

Returns service provider ref

Return type dict

delete_idp (idp_id)
Delete an identity provider.

Parameters idp_id (string) ID of IdP object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

delete_mapping (mapping_id)
Delete a mapping.

Parameters mapping_id id of mapping to delete
Returns None

delete_protocol (idp_id, protocol_id)
Delete an IdP-Protocol configuration.

Parameters

e idp_id (string) ID of IdP object

* protocol_id (string) ID of protocol object
Raises

* keystone.exception. IdentityProviderNotFound If the IdP
doesnt exist.

* keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

delete_sp (sp_id)
Delete a service provider.

Parameters sp_id (string) id of the service provider
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Raises keystone.exception.ServiceProviderNotFound If the ser-
vice provider doesnt exist.

get_enabled_service_providers ()
List enabled service providers for Service Catalog.

Service Provider in a catalog contains three attributes: 1d, auth_url, sp_url, where:
* id is a unique, user defined identifier for service provider object
* auth_url is an authentication URL of remote Keystone
» sp_url a URL accessible at the remote service provider where SAML assertion is trans-
mitted.
Returns list of dictionaries with enabled service providers
Return type list of dicts
get_idp (idp_id)
Get an identity provider by ID.
Parameters idp_id (string) ID of IdP object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns idp ref
Return type dict

get_idp_from_ remote_id (remote_id)
Get an identity provider by remote ID.

Parameters remote_id ID of remote IdP

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns idp ref
Return type dict

get_mapping (mapping_id)
Get a mapping, returns the mapping based on mapping_id.

Parameters mapping_id id of mapping to get

Raises keystone.exception.MappingNotFound If the mapping cannot
be found.

Returns mapping ref
Return type dict

get_mapping from idp_and_protocol (idp_id, protocol_id)
Get mapping based on idp_id and protocol_id.

Parameters
e idp_id (string) id of the identity provider

* protocol_id (string) id of the protocol
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Raises

* keystone.exception.IdentityProviderNotFound If the IdP
doesnt exist.

* keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

Returns mapping ref
Return type dict

get_protocol (idp_id, protocol_id)
Get an IdP-Protocol configuration.

Parameters

e idp_id(string) ID of IdP object

* protocol_id (string) ID of protocol object
Raises

* keystone.exception.IdentityProviderNotFound If the IdP
doesnt exist.

* keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

Returns protocol ref
Return type dict

get_sp (sp_id)
Get a service provider.

Parameters sp_id (string) id of the service provider
Returns service provider ref
Return type dict

Raises keystone.exception.ServiceProviderNotFound If the ser-
vice provider doesnt exist.

list_idps (hints=None)
List all identity providers.

Parameters hints filter hints which the driver should implement if at all possi-
ble.

Returns list of idp refs
Return type list of dicts

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

list_mappings ()
List all mappings.

Returns list of mapping refs

Return type list of dicts
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list_protocols (idp_id)
List an IdPs supported protocols.

Parameters idp_id (string) ID of IdP object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns list of protocol ref
Return type list of dict

list_sps (hints=None)
List all service providers.

Parameters hints filter hints which the driver should implement if at all possi-
ble.

Returns List of service provider ref objects
Return type list of dicts

Raises keystone.exception.ServiceProviderNotFound If the SP
doesnt exist.

update_idp (idp_id, idp)
Update an identity provider by ID.

Parameters
e idp_id (string) ID of IdP object
* idp (dict) idp object

Raises keystone.exception.IdentityProviderNotFound If the
IdP doesnt exist.

Returns idp ref
Return type dict

update_mapping (mapping_id, mapping)
Update a mapping.

Parameters
* mapping_id(string) id of mapping to update
* mapping_ref (dict) new mapping ref
Returns mapping ref
Return type dict

update_protocol (idp_id, protocol_id, protocol)
Change an IdP-Protocol configuration.

Parameters
e idp_id (string) ID of IdP object
* protocol_id (string) ID of protocol object

* protocol (dict) protocol object
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Raises

* keystone.exception.IdentityProviderNotFound If the IdP
doesnt exist.

* keystone.exception.FederatedProtocolNotFound If the
federated protocol cannot be found.

Returns protocol ref
Return type dict

update_sp (sp_id, sp)
Update a service provider.

Parameters
* sp_id(string) id of the service provider
* sp(dict) service prvider object

Returns service provider ref

Return type dict

Raises keystone.exception.ServiceProviderNotFound If the ser-
vice provider doesnt exist.

class keystone.federation.backends.sgl.FederationProtocolModel (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sqgl.

core.ModelDictMixin
attributes = ['id', 'idp_id', 'mapping_id', 'remote_id_ attribute']

classmethod from_dict (dictionary)
Return a model instance from a dictionary.

id

idp_id

mapping_id

mutable_attributes = frozenset ({ 'mapping_id', 'remote_id attribute'})
remote id attribute

to_dict ()
Return a dictionary with models attributes.

class keystone.federation.backends.sgl.IdPRemoteIdsModel (*args,

**kwargs)

Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sqgl.
core.ModelDictMixin
attributes = ['idp_id', 'remote_id']
classmethod from_dict (dictionary)

Return a model instance from a dictionary.
idp_id
mutable_attributes = frozenset ({'idp_id', 'remote_id'})
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remote_ id

to_dict ()
Return a dictionary with models attributes.

class keystone.federation.backends.sgl.IdentityProviderModel (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin

attributes = ['id', 'domain_id', 'enabled', 'description', 'remote_ids'
authorization ttl

description

domain_id

enabled

expiring user_group_memberships

classmethod from_dict (dictionary)
Return a model instance from a dictionary.

id

mutable_attributes = frozenset ({'authorization_ttl', 'description', 'enabled

remote_ ids

to_dict ()
Return a dictionary with models attributes.

class keystone.federation.backends.sqgl.MappingModel (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin
attributes = ['id', 'rules']
classmethod from_dict (dictionary)
Return a model instance from a dictionary.
id
rules

to_dict ()
Return a dictionary with models attributes.

class keystone.federation.backends.sql.ServiceProviderModel (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin

attributes = ['auth_url', 'id', 'enabled', 'description', 'relay_ state_prefi

auth_url
description

enabled
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classmethod from_dict (dictionary)
Return a model instance from a dictionary.

id

mutable_attributes = frozenset ({'auth_url', 'description', 'enabled', 'relay
relay state_prefix

sp_url

to_dict ()
Return a dictionary with models attributes.

Module contents

Submodules
keystone.federation.constants module
keystone.federation.core module

Main entry point into the Federation service.

class keystone.federation.core.Manager
Bases: keystone.common.manager.Manager

Default pivot point for the Federation backend.

See keystone.common.manager.Manager for more details on how this dynamically calls
the backend.

create_idp (idp_id, idp)

create_protocol (idp_id, protocol_id, protocol)
create_sp (sp_id, service_provider)

delete_idp (idp_id)

delete_protocol (idp_id, protocol_id)

delete_sp (sp_id)

driver namespace = 'keystone.federation'
evaluate (idp_id, protocol_id, assertion_data)

get_enabled_service_providers ()
List enabled service providers for Service Catalog.

Service Provider in a catalog contains three attributes: 1d, auth_url, sp_url, where:
* id is a unique, user defined identifier for service provider object
* auth_url is an authentication URL of remote Keystone

» sp_url a URL accessible at the remote service provider where SAML assertion is trans-
mitted.
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Returns list of dictionaries with enabled service providers

Return type list of dicts

update_protocol (idp_id, protocol_id, protocol)

update_sp (sp_id, service_provider)

keystone.federation.idp module

class keystone.federation.idp.ECPGenerator
Bases: object

A class for generating an ECP assertion.
static generate_ecp (saml_assertion, relay_state_prefix)

class keystone.federation.idp.MetadataGenerator
Bases: object

A class for generating SAML IdP Metadata.

generate_metadata ()
Generate Identity Provider Metadata.

Generate and format metadata into XML that can be exposed and consumed by a federated
Service Provider.

Returns XML <EntityDescriptor> object.

Raises keystone.exception.ValidationError If the required config
options arent set.

class keystone.federation.idp.SAMLGenerator
Bases: object

A class to generate SAML assertions.

samlize_token (issuer, recipient, user, user_domain_name, roles, project,

project_domain_name, groups, expires_in=None)
Convert Keystone attributes to a SAML assertion.

Parameters
* issuer (string) URL of the issuing party
* recipient (string) URL of the recipient
* user (string) User name
* user_domain_name (string) User Domain name
* roles (1ist) Listof role names
* project (string) Project name
* project_domain_name (string) Project Domain name

» groups (1ist) List of strings of user groups and domain name, where
strings are serialized dictionaries.

* expires_in (int) Sets how long the assertion is valid for, in seconds
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Returns XML <Response> object

keystone.federation.schema module
keystone.federation.utils module

Utilities for Federation Extension.

class keystone.federation.utils.DirectMaps
Bases: object

An abstraction around the remote matches.
Each match is treated internally as a list.

add (values)
Add a matched value to the list of matches.

Parameters value (I1ist) the match to save

class keystone.federation.utils.RuleProcessor (mapping_id, rules)
Bases: object

A class to process assertions and mapping rules.

process (assertion_data)
Transform assertion to a dictionary.

The dictionary contains mapping of user name and group ids based on mapping rules.
This function will iterate through the mapping rules to find assertions that are valid.

Parameters assertion_data (dict) an assertion containing values from an
IdP

Example assertion_data:

Returns dictionary with user and group_ids

The expected return structure is:

(continues on next page)
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(continued from previous page)

class keystone.federation.utils.UserType
Bases: object

User mapping type.

EPHEMERAL = 'ephemeral'

LOCAL = 'local'
keystone.federation.utils.assert_enabled_identity provider (federation_api,

idp_id)

keystone.federation.utils.assert_enabled_service_provider_object (service_provider)
keystone.federation.utils.get_assertion_params_from_env ()
keystone.federation.utils.get_remote_id parameter (idp, protocol)
keystone.federation.utils.transform to_group_ids (group_names, map-

ping_id, identity_api,
resource_api)

Transform groups identified by name/domain to their ids.

Function accepts list of groups identified by a name and domain giving a list of group ids in return.
A message is logged if the group doesnt exist in the backend.

Example of group_names parameter:
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Parameters
* group_names (1ist) list of group identified by name and its domain.

* mapping_id (str) id of the mapping used for mapping assertion into local
credentials

* identity_api identity_api object
* resource_api resource manager object

Returns generator object with group ids

keystone.federation.utils.validate_expiration (token)

keystone.federation.utils.validate_idp (idp, protocol, assertion)
The IdP providing the assertion should be registered for the mapping.

keystone.federation.utils.validate_mapped_group_ids (group_ids, map-
ping_id, iden-
tity_api)
Iterate over group ids and make sure they are present in the backend.

This call is not transactional. :param group_ids: IDs of the groups to be checked :type group_ids:
list of str

Parameters
* mapping_id (str) id of the mapping used for this operation

* identity api (identity.Manager) Identity Manager object used
for communication with backend

Raises keystone.exception.MappedGroupNotFound If the group re-
turned by mapping was not found in the backend.

keystone.federation.utils.validate_mapping_ structure (ref)

Module contents

keystone.identity package

Subpackages

keystone.identity.backends package

Subpackages

keystone.identity.backends.ldap package

Submodules
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keystone.identity.backends.ldap.common module

class keystone.identity.backends.ldap.common.AsynchronousMessage (message_id,
con-
nec-
tion,
con-

text_manager)
Bases: object

A container for handling asynchronous LDAP responses.

Some LDAP APIs, like search_ext, are asynchronous and return a message ID when the server
successfully initiates the operation. Clients can use this message ID and the original connection
to make the request to fetch the results using result3.

This object holds the message ID, the original connection, and a callable weak reference Finalizer
that cleans up context managers specific to the connection associated to the message ID.

Parameters
* message_id The message identifier (str).

* connection The connection associated with the message identifier (Idap-
pool.StateConnector).

The clean attribute is a callable that cleans up the context manager used to create or return the
connection object (weakref.finalize).

class keystone.identity.backends.ldap.common.BaseLdap (conf)
Bases: object

DEFAULT_EXTRA ATTR MAPPING = []
DEFAULT FILTER = None

DEFAULT_ ID_ATTR = 'cn'
DEFAULT_OBJECTCLASS = None
DEFAULT_OU = None

DEFAULT_ STRUCTURAL_CLASSES = None
NotFound = None

add_member (member_dn, member_list_dn)
Add member to the member list.

Parameters
* member_dn DN of member to be added.
* member_list_dn DN of group to which the member will be added.
Raises
* keystone.exception.Conflict If the user was already a member.
* self.NotFound If the group entry didnt exist.

affirm_unique (values)
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attribute_ignore = []
attribute_options_names = {}
create (values)

filter_query (hints, query=None)
Apply filtering to a query.

Parameters

* hints contains the list of filters, which may be None, indicating that there
are no filters to be applied. If its not None, then any filters satisfied here will
be removed so that the caller will know if any filters remain to be applied.

* query LDAP query into which to include filters
Returns query LDAP query, updated with any filters satisfied
get (object_id, ldap_filter=None)
get_all (ldap_filter=None, hints=None)
get_by_ name (name, ldap_filter=None)
get_connection (user=None, password=None, end_user_auth="False)
immutable_attrs = []

model = None

notfound_arg None
options_name = None

tree _dn = None

update (object_id, values, old_obj=None)

class keystone.identity.backends.ldap.common.EnabledEmuMixIn (conf)
Bases: keystone.identity.backends.ldap.common.BaseLdap

Emulates boolean enabled attribute if turned on.

Creates a group holding all enabled objects of this class, all missing objects are considered dis-
abled.

Options:
e $name_enabled_emulation - boolean, on/off

* $name_enabled_emulation_dn - DN of that group, default is
cn=enabled_${name}s,${tree_dn}

* $name_enabled_emulation_use_group_config - boolean, on/off
Where ${name}s is the plural of self.options_name (users or tenants), ${tree_dn} is self.tree_dn.
DEFAULT GROUP_MEMBERS_ARE_IDS = False
DEFAULT_ GROUP_OBJECTCLASS = 'groupOfNames'
DEFAULT_MEMBER_ATTRIBUTE = 'member'

create (values)
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get (object_id, ldap_filter=None)
get_all (ldap_filter=None, hints=None)
update (object_id, values, old_obj=None)

class keystone.identity.backends.ldap.common.KeystoneLDAPHandler (conn=None)
Bases: keystone.identity.backends.ldap.common.LDAPHandler

Convert data types and perform logging.

This LDAP interface wraps the python-ldap based interfaces. The python-Idap interfaces require
string values encoded in UTF-8 with the exception of [1]. The OpenStack logging framework at
the time of this writing is not capable of accepting strings encoded in UTF-8, the log functions
will throw decoding errors if a non-ascii character appears in a string.

[1] In python-ldap, some fields (DNs, RDNSs, attribute names, queries) are represented as text
(str on Python 3, unicode on Python 2 when bytes_mode=False). For more details see: http:
/Iwww.python-1dap.org/en/latest/bytes_mode.html#bytes-mode

Prior to the call Python data types are converted to a string representation as required by the LDAP
APIs.

Then logging is performed so we can track what is being sent/received from LDAP. Also the
logging filters security sensitive items (i.e. passwords).

Then the string values are encoded into UTF-8.
Then the LDAP API entry point is invoked.

Data returned from the LDAP call is converted back from UTF-8 encoded strings into the Python
data type used internally in OpenStack.

add_s (dn, modlist)

connect (url, page_size=0, alias_dereferencing=None, use_tls=Fualse,
tls_cacertfile=None, tls_cacertdir=None, tls_req_cert=2,
chase_referrals=None, debug_level=None, conn_timeout=None,
use_pool=None, pool_size=None, pool_retry_max=None,
pool_retry_delay=None, pool_conn_timeout=None,

pool_conn_lifetime=None)

get_option (option)
modify_s (dn, modlist)
result3 (msgid=- 1, all=1, timeout=None, resp_ctrl_classes=None)

search_ext (base, scope, filterstr="(objectClass=%*)’, attrlist=None, attrsonly=0,
serverctrls=None, clientctrls=None, timeout=- 1, sizelimit=0)

search_s (base, scope, filterstr="(objectClass=*)’, attrlist=None, attrsonly=0)
set_option (option, invalue)

simple_bind_s (who=", cred=", serverctrls=None, clientctrls=None)
unbind s ()

class keystone.identity.backends.ldap.common.LDAPHandler (conn=None)
Bases: object

Abstract class which defines methods for a LDAP API provider.
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Native Keystone values cannot be passed directly into and from the python-ldap API. Type con-
version must occur at the LDAP API boundary, examples of type conversions are:

* booleans map to the strings TRUE and FALSE
* integer values map to their string representation.
* unicode strings are encoded in UTF-8

Note, in python-ldap some fields (DNs, RDNs, attribute names, queries) are represented as text
(str on Python 3, unicode on Python 2 when bytes_mode=False). For more details see: http:
/lwww.python-ldap.org/en/latest/bytes_mode.html#bytes-mode

In addition to handling type conversions at the API boundary we have the requirement to support
more than one LDAP API provider. Currently we have:

* python-ldap, this is the standard LDAP API for Python, it requires access to a live LDAP
server.

» Fake LDAP which emulates python-ldap. This is used for testing without requiring a live
LDAP server.

To support these requirements we need a layer that performs type conversions and then calls
another LDAP API which is configurable (e.g. either python-ldap or the fake emulation).

We have an additional constraint at the time of this writing due to limitations in the logging
module. The logging module is not capable of accepting UTF-8 encoded strings, it will throw
an encoding exception. Therefore all logging MUST be performed prior to UTF-8 conversion.
This means no logging can be performed in the ldap APIs that implement the python-ldap API
because those APIs are defined to accept only UTF-8 strings. Thus the layer which performs type
conversions must also do the logging. We do the type conversions in two steps, once to convert
all Python types to unicode strings, then log, then convert the unicode strings to UTF-8.

There are a variety of ways one could accomplish this, we elect to use a chaining technique
whereby instances of this class simply call the next member in the chain via the conn attribute.
The chain is constructed by passing in an existing instance of this class as the conn attribute when
the class is instantiated.

Here is a brief explanation of why other possible approaches were not used:
subclassing

To perform the wrapping operations in the correct order the type conversion
class would have to subclass each of the API providers. This is awkward,
doubles the number of classes, and does not scale well. It requires the type
conversion class to be aware of all possible API providers.

decorators

Decorators provide an elegant solution to wrap methods and would be an
ideal way to perform type conversions before calling the wrapped function
and then converting the values returned from the wrapped function. However
decorators need to be aware of the method signature, it has to know what input
parameters need conversion and how to convert the result. For an API like
python-ldap which has a large number of different method signatures it would
require a large number of specialized decorators. Experience has shown its
very easy to apply the wrong decorator due to the inherent complexity and
tendency to cut-n-paste code. Another option is to parameterize the decorator
to make it smart. Experience has shown such decorators become insanely
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complicated and difficult to understand and debug. Also decorators tend to
hide whats really going on when a method is called, the operations being
performed are not visible when looking at the implemation of a decorated
method, this too experience has shown leads to mistakes.

Chaining simplifies both wrapping to perform type conversion as well as the substitution of alter-
native API providers. One simply creates a new instance of the API interface and insert it at the
front of the chain. Type conversions are explicit and obvious.

If a new method needs to be added to the API interface one adds it to the abstract class definition.
Should one miss adding the new method to any derivations of the abstract class the code will fail
to load and run making it impossible to forget updating all the derived classes.

abstract add s (dn, modlist)

abstract connect (url, page_size=0, alias_dereferencing=None, use_tls=False,
tls_cacertfile=None, tls_cacertdir=None, tls_req_cert=2,
chase_referrals=None, debug_level=None, conn_timeout=None,
use_pool=None, pool_size=None, pool_retry_max=None,
pool_retry_delay=None, pool_conn_timeout=None,
pool_conn_lifetime=None)

abstract get_option (option)
abstract modify_s (dn, modlist)
abstract result3 (msgid=- I, all=1, timeout=None, resp_ctrl_classes=None)

abstract search_ext (base, scope, filterstr="(objectClass=%*)’, attrlist=None, attr-
sonly=0, serverctrls=None, clientctrls=None, timeout=- I,
sizelimit=0)
abstract search_s (base, scope, filterstr="(objectClass=%)’, attrlist=None, attr-
sonly=0)

abstract set_option (option, invalue)
abstract simple_bind_s (who=", cred=", serverctris=None, clientctris=None)
abstract unbind_ s ()

class keystone.identity.backends.ldap.common.PooledLDAPHandler (conn=None,

use_auth_pool=False)
Bases: keystone.identity.backends.ldap.common.LDAPHandler

LDAPHandler implementation which uses pooled connection manager.

Pool specific configuration is defined in [ldap] section. All other LDAP configuration is still used
from [Idap] section

Keystone LDAP authentication logic authenticates an end user using its DN and password via
LDAP bind to establish supplied password is correct. This can fill up the pool quickly (as pool re-
uses existing connection based on its bind data) and would not leave space in pool for connection
re-use for other LDAP operations. Now a separate pool can be established for those requests when
related flag use_auth_pool is enabled. That pool can have its own size and connection lifetime.
Other pool attributes are shared between those pools. If use_pool is disabled, then use_auth_pool
does not matter. If use_auth_pool is not enabled, then connection pooling is not used for those
LDAP operations.

Note, the python-ldap API requires all string attribute values to be UTF-8 encoded. The Key-
stoneLDAPHandler enforces this prior to invoking the methods in this class.
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Note, in python-ldap some fields (DNs, RDNs, attribute names, queries) are represented as text
(str on Python 3, unicode on Python 2 when bytes_mode=False). For more details see: http:
/Iwww.python-1dap.org/en/latest/bytes_mode.html#bytes-mode

Connector
alias of 1dappool.StateConnector

add_s (*args, **kwargs)

auth_pool_prefix = 'auth_pool_ '

connect (url, page_size=0, alias_dereferencing=None, use_tls=Fualse,
tls_cacertfile=None, tls_cacertdir=None, tls_req_cert=2,
chase_referrals=None, debug_level=None, conn_timeout=None,
use_pool=None, pool_size=None, pool_retry_max=None,
pool_retry_delay=None, pool_conn_timeout=None,

pool_conn_lifetime=None)

connection_pools = {}
get_option (option)
modify_s (*args, **kwargs)

result3 (message, all=1, timeout=None, resp_ctrl_classes=None)
Wait for and return the result to an asynchronous message.

This method returns the result of an operation previously initiated by one of the LDAP asyn-
chronous operation routines (e.g., search_ext()). The search_ext() method in python-ldap
returns an invocation identifier, or a message ID, upon successful initiation of the operation
by the LDAP server.

The message is expected to be instance of class AsynchronousMessage, which contains the
message ID and the connection used to make the original request.

The connection and context manager associated with search_ext() are cleaned up when mes-
sage.clean() is called.

search_ext (base, scope, filterstr="(objectClass=%*)’, attrlist=None, attrsonly=0,

serverctrls=None, clientctrls=None, timeout=- 1, sizelimit=0)
Return an AsynchronousMessage instance, it asynchronous APL

The AsynchronousMessage instance can be safely used in a call to result3().

To work with result3() API in predictable manner, the same LDAP connection is needed
which originally provided the msgid. So, this method wraps the existing connection and
msgid in a new AsynchronousMessage instance. The connection associated with search_ext()
is released after result3() fetches the data associated with msgid.

search_s (*args, **kwargs)

set_option (option, invalue)

simple_bind_s (who=", cred=", serverctris=None, clientctrls=None)
unbind s ()

class keystone.identity.backends.ldap.common.PythonLDAPHandler (conn=None)
Bases: keystone.identity.backends.ldap.common.LDAPHandler

LDAPHandler implementation which calls the python-ldap APL.
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Note, the python-ldap API requires all string attribute values to be UTF-8 encoded.

Note, in python-ldap some fields (DNs, RDNs, attribute names, queries) are represented as text
(str on Python 3, unicode on Python 2 when bytes_mode=False). For more details see: http:
/Iwww.python-ldap.org/en/latest/bytes_mode.html#bytes-mode

The KeystoneLDAPHandler enforces this prior to invoking the methods in this class.

add_s (dn, modlist)

connect (url, page_size=0, alias_dereferencing=None, use_tls=Fualse,
tls_cacertfile=None, tls_cacertdir=None, tls_req_cert=2,
chase_referrals=None, debug_level=None, conn_timeout=None,
use_pool=None, pool_size=None, pool_retry_max=None,
pool_retry_delay=None, pool_conn_timeout=None,

pool_conn_lifetime=None)

get_option (option)
modify_s (dn, modlist)
result3 (msgid=- 1, all=1, timeout=None, resp_ctrl_classes=None)

search_ext (base, scope, filterstr="(objectClass=%*)’, attrlist=None, attrsonly=0,
serverctris=None, clientctrls=None, timeout=- 1, sizelimit=0)

search_s (base, scope, filterstr="(objectClass=*)’, attrlist=None, attrsonly=0)
set_option (option, invalue)

simple_bind_s (who=", cred=", serverctris=None, clientctrls=None)
unbind s ()

keystone.identity.backends.ldap.common.convert_ldap_result (ldap_result)
Convert LDAP search result to Python types used by OpenStack.

Each result tuple is of the form (dn, attrs), where dn is a string containing the DN (distinguished
name) of the entry, and attrs is a dictionary containing the attributes associated with the entry. The
keys of attrs are strings, and the associated values are lists of strings.

OpenStack wants to use Python types of its choosing. Strings will be unicode, truth values
boolean, whole numbers ints, etc. DNs are represented as text in python-ldap by default for
Python 3 and when bytes_mode=False for Python 2, and therefore do not require decoding.

Parameters ldap_result LDAP search result

Returns list of 2-tuples containing (dn, attrs) where dn is unicode and attrs is a dict
whose values are type converted to OpenStack preferred types.

keystone.identity.backends.ldap.common.dn_startswith (descendant_dn,

dn)
Return True if and only if the descendant_dn is under the dn.

Parameters
* descendant_dn FEither a string DN or a DN parsed by ldap.dn.str2dn.
* dn Either a string DN or a DN parsed by ldap.dn.str2dn.

keystone.identity.backends.ldap.common.enabled2py (val)
Similar to ldap2py, only useful for the enabled attribute.
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keystone.identity.backends.ldap.common.filter_entity (entity_ref)
Filter out private items in an entity dict.

Parameters entity_ ref the entity dictionary. The dn field will be removed. dn is
used in LDAP, but should not be returned to the user. This value may be modified.

Returns entity_ref

keystone.identity.backends.ldap.common.is_ava_value_equal (attribute_type,
vall,

val2)
Return True if and only if the AVAs are equal.

When comparing AVAs, the equality matching rule for the attribute type should be taken into
consideration. For simplicity, this implementation does a case-insensitive comparison.

Note that this function uses prep_case_insenstive so the limitations of that function apply here.

keystone.identity.backends.ldap.common.is_dn_equal (dnl, dn2)
Return True if and only if the DNs are equal.

Two DN are equal if theyve got the same number of RDNs and if the RDNs are the same at each
position. See RFC4517.

Note that this function uses is_rdn_equal to compare RDNs so the limitations of that function
apply here.

Parameters
* dnl Either a string DN or a DN parsed by ldap.dn.str2dn.
* dn2 Either a string DN or a DN parsed by ldap.dn.str2dn.

keystone.identity.backends.ldap.common.is_rdn_equal (rdnl, rdn2)
Return True if and only if the RDNs are equal.

¢ RDNs must have the same number of AVAs.

* Each AVA of the RDNs must be the equal for the same attribute type. The order isnt sig-
nificant. Note that an attribute type will only be in one AVA in an RDN, otherwise the DN
wouldnt be valid.

* Attribute types arent case sensitive. Note that attribute type comparison is more complicated
than implemented. This function only compares case-insentive. The code should handle
multiple names for an attribute type (e.g., cn, commonName, and 2.5.4.3 are the same).

Note that this function uses is_ava_value_equal to compare AVAs so the limitations of that func-
tion apply here.

keystone.identity.backends.ldap.common.ldap2py (val)
Convert an LDAP formatted value to Python type used by OpenStack.

Virtually all LDAP values are stored as UTF-8 encoded strings. OpenStack prefers values which
are unicode friendly.

Parameters val LDAP formatted value
Returns val converted to preferred Python type
keystone.identity.backends.ldap.common.ldap_scope (scope)

keystone.identity.backends.ldap.common.parse_deref (opt)
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keystone.identity.backends.ldap.common.parse_tls_cert (opt)

keystone.identity.backends.ldap.common.prep_case_insensitive (value)
Prepare a string for case-insensitive comparison.

This is defined in RFC4518. For simplicity, all this function does is lowercase all the characters,
strip leading and trailing whitespace, and compress sequences of spaces to a single space.

keystone.identity.backends.ldap.common.py2ldap (val)
Type convert a Python value to a type accepted by LDAP (unicode).

The LDAP API only accepts strings for values therefore convert the values type to a unicode string.
A subsequent type conversion will encode the unicode as UTF-8 as required by the python-ldap
API, but for now we just want a string representation of the value.

Parameters val The value to convert to a LDAP string representation
Returns unicode string representation of value.

keystone.identity.backends.ldap.common.register_handler (prefix, han-
dler)

keystone.identity.backends.ldap.common.safe iter (attrs)

keystone.identity.backends.ldap.common.use_conn_pool (func)
Use this only for connection pool specific ldap API.

This adds connection object to decorated API as next argument after self.

keystone.identity.backends.ldap.common.ut£f8_decode (value)
Decode a from UTF-8 into unicode.

If the value is a binary string assume its UTF-8 encoded and decode it into a unicode string.
Otherwise convert the value from its type into a unicode string.

Parameters value value to be returned as unicode
Returns value as unicode
Raises UnicodeDecodeError for invalid UTF-8 encoding

keystone.identity.backends.ldap.common.utf8_encode (value)
Encode a basestring to UTF-8.

If the string is unicode encode it to UTF-8, if the string is str then assume its already encoded.
Otherwise raise a TypeError.

Parameters value A basestring
Returns UTF-8 encoded version of value

Raises TypeError If value is not basestring

234 Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

keystone.identity.backends.ldap.core module

class keystone.identity.backends.ldap.core.GroupApi (conf)
Bases: keystone.identity.backends.ldap.common.BaseLdap

DEFAULT_ID_ATTR = 'cn'

DEFAULT_ MEMBER_ATTRIBUTE = 'member'
DEFAULT_ OBJECTCLASS = 'groupOfNames'
DEFAULT_OU = 'ou=UserGroups'
DEFAULT_STRUCTURAL_CLASSES = []

NotFound
alias of keystone.exception.GroupNotFound

add_user (user_dn, group_id, user_id)

attribute_options_names = {'description': 'desc', 'name': 'name'}
create (values)

get_all_filtered (hints, query=None)

get_filtered (group_id)

get_filtered_by_ name (group_name)

immutable_attrs = ['name']

list_group_users (group_id)
Return a list of user dns which are members of a group.

list_user_groups (user_dn)
Return a list of groups for which the user is a member.

list_user_groups_filtered (user_dn, hints)
Return a filtered list of groups for which the user is a member.

model
alias of keystone.identity.backends.ldap.models.Group

options_name = 'group'
update (group_id, values)

class keystone.identity.backends.ldap.core.Identity (conf=None)
Bases: keystone.identity.backends.base.IdentityDriverBase

add_user_to_group (user_id, group_id)
Add a user to a group.

Parameters

e user_id (str) UserID.

* group_id (str) Group ID.
Raises

* keystone.exception.UserNotFound If the user doesnt exist.
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* keystone.exception.GroupNotFound If the group doesnt exist.

authenticate (user_id, password)
Authenticate a given user and password.

Parameters
* user_id (str) UserID
* password (str) Password
Returns user. See user schema in IdentityDriverBase.
Return type dict
Raises AssertionError If user or password is invalid.

change_password (user_id, new_password)
Self-service password change.

Parameters
e user_id (str) User ID.
* new_password (str) New password.
Raises
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.PasswordValidation If password fails
validation

check_user_in_group (user_id, group_id)
Check if a user is a member of a group.

Parameters
e user_id (str) UserID.
* group_id (str) Group ID.
Raises
* keystone.exception.NotFound If the user is not a member of the
group.
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.GroupNotFound If the group doesnt exist.

create_group (group_id, group)
Create a new group.

Parameters
* group_id (str) group ID. The driver can ignore this value.

*» group (dict) group info. See group schema in
IdentityDriverBase.

Returns group, matching the group schema.
Return type dict

Raises keystone.exception.Conflict If aduplicate group exists.
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create_user (user_id, user)
Create a new user.

Parameters
* user_id (str) user ID. The driver can ignore this value.
* user (dict) user info. See user schema in TdentityDriverBase.

Returns user, matching the user schema. The driver should not return the pass-
word.

Return type dict
Raises keystone.exception.Conflict If aduplicate user exists.

delete_group (group_id)
Delete an existing group.

Parameters group_id (str) Group ID.
Raises keystone.exception.GroupNotFound If the group doesnt exist.

delete_ user (user_id)
Delete an existing user.

Raises keystone.exception.UserNotFound If the user doesnt exist.

generates_uuids ()
Indicate if Driver generates UUIDs as the local entity ID.

get_group (group_id)
Get a group by ID.

Parameters group_id (str) group ID.

Returns group info. See group schema in TdentityDriverBase

Return type dict

Raises keystone.exception.GroupNotFound If the group doesnt exist.

get_group_by_ name (group_name, domain_id)
Get a group by name.

Parameters
* group_name (str) group name.
* domain_id (str) domain ID.
Returns group info. See group schema in IdentityDriverBase.
Return type dict
Raises keystone.exception.GroupNotFound If the group doesnt exist.

get_user (user_id)
Get a user by ID.

Parameters user_id (str) User ID.
Returns user. See user schema in TdentityDriverBase.

Return type dict
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Raises keystone.exception.UserNotFound If the user doesnt exist.

get_user_by name (user_name, domain_id)
Get a user by name.

Returns user_ref
Raises keystone.exception.UserNotFound If the user doesnt exist.

is domain aware ()
Indicate if the driver supports domains.

list_groups (hints)
List groups in the system.

Parameters hints (keystone.common.driver_hints.Hints) filter
hints which the driver should implement if at all possible.

Returns a list of group_refs or an empty list. ~ See group schema in
IdentityDriverBase.

list_groups_for user (user_id, hints)
List groups a user is in.

Parameters
* user_id (str) the user in question

e hints (keystone.common.driver_hints.Hints) filter hints
which the driver should implement if at all possible.

Returns a list of group_refs or an empty list. ~ See group schema in
IdentityDriverBase.

Raises keystone.exception.UserNotFound If the user doesnt exist.

list users (hints)
List users in the system.

Parameters hints (keystone.common.driver_hints.Hints) filter
hints which the driver should implement if at all possible.

Returns a list of users or an empty list. See user schema in
IdentityDriverBase.

Return type list of dict

list_users_in_group (group_id, hints)
List users in a group.

Parameters
* group_id (str) the group in question

* hints (keystone.common.driver_hints.Hints) filter hints
which the driver should implement if at all possible.

Returns a list of users or an empty list. See user schema in
IdentityDriverBase.

Return type list of dict

Raises keystone.exception.GroupNotFound If the group doesnt exist.
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remove_user_from_group (user_id, group_id)
Remove a user from a group.

Parameters
e user_id (str) User ID.
* group_id (str) Group ID.
Raises keystone.exception.NotFound If the user is not in the group.

unset_default_project_id (project_id)
Unset a users default project given a specific project ID.

Parameters project_id (str) project ID

update_group (group_id, group)
Update an existing group.

Parameters
* group_id (str) Group ID.

e group (dict) Group modification. See group schema in
IdentityDriverBase. Required properties cannot be removed.

Returns group, matching the group schema.

Return type dict

Raises
* keystone.exception.GroupNotFound If the group doesnt exist.
* keystone.exception.Conflict If aduplicate group exists.

update_user (user_id, user)
Update an existing user.

Parameters
* user_id (str) UserID.

e user (dict) User modification. See user schema in
IdentityDriverBase. Properties set to None will be removed.
Required properties cannot be removed.

Returns user. See user schema in IdentityDriverBase.
Raises
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.Conflict If a duplicate user exists in the
same domain.

class keystone.identity.backends.ldap.core.UserApi (conf)
Bases: keystone.identity.backends.ldap.common.EnabledEmuMixIn,
keystone.identity.backends.ldap.common.BaseLdap

DEFAULT ID_ ATTR = 'cn'
DEFAULT_ OBJECTCLASS = 'inetOrgPerson'

DEFAULT OU = 'ou=Users'
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DEFAULT_ STRUCTURAL_CLASSES = ['person']

NotFound
alias of keystone.exception.UserNotFound

attribute_options_names = {'default_project_id': 'default_project_id', 'des
create (values)

filter attributes (user)

get (user_id, ldap_filter=None)

get_all (ldap_filter=None, hints=None)

get_all_filtered (hints)

get_filtered (user_id)

immutable_attrs = ['id']

is_ user (dn)
Return True if the entry is a user.

mask_enabled attribute (values)

model
alias of keystone.identity.backends.ldap.models.User

options_name = 'user'

update (user_id, values, old_obj=None)

keystone.identity.backends.ldap.models module

Base model for keystone internal services.
Unless marked otherwise, all fields are strings.

class keystone.identity.backends.ldap.models.Group
Bases: keystone.identity.backends.ldap.models.Model

Group object.

Required keys: id name domain_id

Optional keys:

description
optional_keys = ('description',)
required_keys = ('id', 'name', 'domain_id')

class keystone.identity.backends.ldap.models.Model
Bases: dict

Base model class.

property known_keys
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class keystone.identity.backends.ldap.models.User
Bases: keystone.identity.backends.ldap.models.Model

User object.
Required keys: id name domain_id
Optional keys: password description email enabled (bool, default True) default_project_id

optional_keys = ('password', 'description', 'email', 'enabled'

required_keys ('id', 'mame', 'domain_id')
Module contents
Submodules

keystone.identity.backends.base module

class keystone.identity.backends.base.IdentityDriverBase
Bases: object

Interface description for an Identity driver.

, 'default_prc

The schema for users and groups is different depending on whether the driver is domain aware or

not (as returned by self.is_domain_aware()).

If the driver is not domain aware:

* domain_id will be not be included in the user / group passed in to create_user / create_group

* the domain_id should not be returned in user / group refs. Theyll be overwritten.

The password_expires_at in the user schema is a read-only attribute, meaning that it is expected

in the response, but not in the request.

User schema (if driver is domain aware):

type: object

id
type

type
type
type
type
type

type
id

User schema (if driver is not domain aware):
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type: object

id
type

type
type
type
type

type
id

Group schema (if driver is domain aware):

type: object

id
type

type
type

type
id

Group schema (if driver is not domain aware):

type: object

id
type

type

type
id

abstract add_user_to_group (user_id, group_id)
Add a user to a group.

Parameters
e user_id (str) UserID.
* group_id (str) Group ID.

Raises
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* keystone.exception.UserNotFound If the user doesnt exist.
* keystone.exception.GroupNotFound If the group doesnt exist.

abstract authenticate (user_id, password)
Authenticate a given user and password.

Parameters
e user_id (str) UserID
» password (str) Password
Returns user. See user schema in TdentityDriverBase.
Return type dict
Raises AssertionError If user or password is invalid.

abstract change_password (user_id, new_password)
Self-service password change.

Parameters
* user_id (str) UserID.
* new_password (str) New password.
Raises
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.PasswordValidation If password fails
validation

abstract check_user_in_group (user_id, group_id)
Check if a user is a member of a group.

Parameters

e user_id(str) UserID.

* group_id (str) Group ID.
Raises

* keystone.exception.NotFound If the user is not a member of the
group.
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.GroupNotFound If the group doesnt exist.

abstract create_group (group_id, group)
Create a new group.

Parameters
* group_id (str) group ID. The driver can ignore this value.

e group (dict) group info. See group schema in
IdentityDriverBase.

Returns group, matching the group schema.

Return type dict
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Raises keystone.exception.Conflict If aduplicate group exists.

abstract create_user (user_id, user)
Create a new user.

Parameters
* user_id (str) user ID. The driver can ignore this value.
* user (dict) user info. See user schema in TdentityDriverBase.

Returns user, matching the user schema. The driver should not return the pass-
word.

Return type dict
Raises keystone.exception.Conflict If aduplicate user exists.

abstract delete_group (group_id)
Delete an existing group.

Parameters group_id (str) Group ID.
Raises keystone.exception.GroupNotFound If the group doesnt exist.

abstract delete_ user (user_id)
Delete an existing user.

Raises keystone.exception.UserNotFound If the user doesnt exist.

generates_uuids ()
Indicate if Driver generates UUIDs as the local entity ID.

abstract get_group (group_id)
Get a group by ID.

Parameters group_id (str) group ID.

Returns group info. See group schema in IdentityDriverBase

Return type dict

Raises keystone.exception.GroupNotFound If the group doesnt exist.

abstract get_group_by name (group_name, domain_id)
Get a group by name.

Parameters
* group_name (str) group name.
e domain_id (str) domain ID.
Returns group info. See group schema in IdentityDriverBase.
Return type dict
Raises keystone.exception.GroupNotFound If the group doesnt exist.

abstract get_user (user_id)
Get a user by ID.

Parameters user_id (str) User ID.

Returns user. See user schema in IdentityDriverBase.
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Return type dict
Raises keystone.exception.UserNotFound If the user doesnt exist.

abstract get_user_by_ name (user_name, domain_id)
Get a user by name.

Returns user_ref
Raises keystone.exception.UserNotFound If the user doesnt exist.

is _domain_ aware ()
Indicate if the driver supports domains.

property is_sql
Indicate if this Driver uses SQL.

abstract list_groups (hints)
List groups in the system.

Parameters hints (keystone.common.driver_hints.Hints) filter
hints which the driver should implement if at all possible.

Returns a list of group_refs or an empty list.  See group schema in
IdentityDriverBase.

abstract list_groups_for_user (user_id, hints)
List groups a user is in.

Parameters
* user_id (str) the user in question

* hints (keystone.common.driver_hints.Hints) filter hints
which the driver should implement if at all possible.

Returns a list of group_refs or an empty list.  See group schema in
IdentityDriverBase.

Raises keystone.exception.UserNotFound If the user doesnt exist.

abstract list_users (hints)
List users in the system.

Parameters hints (keystone.common.driver_hints.Hints) filter
hints which the driver should implement if at all possible.

Returns a list of users or an empty list. See user schema in
IdentityDriverBase.

Return type list of dict

abstract list_users_in_group (group_id, hints)
List users in a group.

Parameters
* group_id (str) the group in question

* hints (keystone.common.driver_hints.Hints) filter hints
which the driver should implement if at all possible.
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Returns a list of users or an empty list See user schema in
IdentityDriverBase.

Return type list of dict
Raises keystone.exception.GroupNotFound If the group doesnt exist.
property multiple domains_supported

abstract remove_user_from_group (user_id, group_id)
Remove a user from a group.

Parameters
e user_id (str) UserID.
* group_id (str) Group ID.
Raises keystone.exception.NotFound If the user is not in the group.

abstract unset_default_project_id (project_id)
Unset a users default project given a specific project ID.

Parameters project_id (str) project ID

abstract update_group (group_id, group)
Update an existing group.

Parameters
* group_id (str) Group ID.

* group (dict) Group modification. See group schema in
IdentityDriverBase. Required properties cannot be removed.

Returns group, matching the group schema.

Return type dict

Raises
* keystone.exception.GroupNotFound If the group doesnt exist.
* keystone.exception.Conflict If a duplicate group exists.

abstract update_user (user_id, user)
Update an existing user.

Parameters
e user_id (str) User ID.

e user (dict) User modification. See user schema in
IdentityDriverBase. Properties set to None will be removed.
Required properties cannot be removed.

Returns user. See user schema in TdentityDriverBase.
Raises
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.Conflict If a duplicate user exists in the
same domain.
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keystone.identity.backends.base.filter_user (user_ref)
Filter out private items in a user dict.

password, tenants and groups are never returned.

Returns user_ref

keystone.identity.backends.resource_options module

keystone.identity.backends.resource_options.register_user_options ()

keystone.identity.backends.sql module

class keystone.identity.backends.sql.Identity (conf=None)
Bases: keystone.identity.backends.base.IdentityDriverBase

add_user_to_group (user_id, group_id)
Add a user to a group.

Parameters
e user_id (str) UserID.
* group_id (str) Group ID.
Raises
* keystone.exception.UserNotFound If the user doesnt exist.
* keystone.exception.GroupNotFound If the group doesnt exist.

authenticate (user_id, password)
Authenticate a given user and password.

Parameters
e user_id (str) UserID
* password (str) Password
Returns user. See user schema in TdentityDriverBase.
Return type dict
Raises AssertionError If user or password is invalid.

change_password (user_id, new_password)
Self-service password change.

Parameters
* user_id (str) UserID.
* new_password (str) New password.
Raises
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.PasswordvValidation If password fails
validation
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check_user_in_group (user_id, group_id)
Check if a user is a member of a group.

Parameters

e user_id (str) User ID.

* group_id (str) Group ID.
Raises

* keystone.exception.NotFound If the user is not a member of the
group.
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.GroupNotFound If the group doesnt exist.

create_group (group_id, group)
Create a new group.

Parameters
e group_id (str) group ID. The driver can ignore this value.

e group (dict) group info. See group schema in
IdentityDriverBase.

Returns group, matching the group schema.
Return type dict
Raises keystone.exception.Conflict If aduplicate group exists.

create_user (user_id, user)
Create a new user.

Parameters
* user_id (str) user ID. The driver can ignore this value.
* user (dict) user info. See user schema in TdentityDriverBase.

Returns user, matching the user schema. The driver should not return the pass-
word.

Return type dict
Raises keystone.exception.Conflict If aduplicate user exists.

delete_group (group_id)
Delete an existing group.

Parameters group_id (str) Group ID.
Raises keystone.exception.GroupNotFound If the group doesnt exist.

delete_ user (user_id)
Delete an existing user.

Raises keystone.exception.UserNotFound If the user doesnt exist.

get_group (group_id)
Get a group by ID.
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Parameters group_id (str) group ID.

Returns group info. See group schema in IdentityDriverBase

Return type dict

Raises keystone.exception.GroupNotFound If the group doesnt exist.

get_group_by name (group_name, domain_id)
Get a group by name.

Parameters
* group_name (str) group name.
e domain_id (str) domain ID.
Returns group info. See group schema in IdentityDriverBase.
Return type dict
Raises keystone.exception.GroupNotFound If the group doesnt exist.

get_user (user_id)
Get a user by ID.

Parameters user_id (str) User ID.

Returns user. See user schema in IdentityDriverBase.

Return type dict

Raises keystone.exception.UserNotFound If the user doesnt exist.

get_user_by_name (user_name, domain_id)
Get a user by name.

Returns user_ref
Raises keystone.exception.UserNotFound If the user doesnt exist.

property is_sql
Indicate if this Driver uses SQL.

list_groups (hints)
List groups in the system.

Parameters hints (keystone.common.driver_hints.Hints) filter
hints which the driver should implement if at all possible.

Returns a list of group_refs or an empty list.  See group schema in
IdentityDriverBase.

list_groups_for_ user (user_id, hints)
List groups a user is in.

Parameters
* user_id (str) the user in question

e hints (keystone.common.driver_hints.Hints) filter hints
which the driver should implement if at all possible.

Returns a list of group_refs or an empty list. ~ See group schema in
IdentityDriverBase.
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Raises keystone.exception.UserNotFound If the user doesnt exist.

list_users (hints)
List users in the system.

Parameters hints (keystone.common.driver_hints.Hints) filter
hints which the driver should implement if at all possible.

Returns a list of users or an empty list. See user schema in
IdentityDriverBase.

Return type list of dict

list_users_in_group (group_id, hints)
List users in a group.

Parameters
» group_id (str) the group in question

e hints (keystone.common.driver_hints.Hints) filter hints
which the driver should implement if at all possible.

Returns a list of users or an empty list. See user schema in
IdentityDriverBase.

Return type list of dict
Raises keystone.exception.GroupNotFound If the group doesnt exist.

remove_user_from_group (user_id, group_id)
Remove a user from a group.

Parameters
e user_id (str) User ID.
* group_id (str) Group ID.
Raises keystone.exception.NotFound If the user is not in the group.

unset_default_project_id (project_id)
Unset a users default project given a specific project ID.

Parameters project_id (str) project ID

update_group (group_id, group)
Update an existing group.

Parameters
* group_id (str) Group ID.

* group (dict) Group modification. See group schema in
IdentityDriverBase. Required properties cannot be removed.

Returns group, matching the group schema.
Return type dict
Raises
* keystone.exception.GroupNotFound If the group doesnt exist.

* keystone.exception.Conflict If aduplicate group exists.
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update_user (user_id, user)
Update an existing user.

Parameters
e user_id (str) User ID.

* user (dict) User modification. See user schema in
IdentityDriverBase. Properties set to None will be removed.
Required properties cannot be removed.

Returns user. See user schema in TdentityDriverBase.
Raises
* keystone.exception.UserNotFound If the user doesnt exist.

* keystone.exception.Conflict If a duplicate user exists in the
same domain.

keystone.identity.backends.sql_model module

class keystone.identity.backends.sql_model .ExpiringUserGroupMembership (*args,
**kwargs)

Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

Expiring group membership through federation mapping rules.
expired

expires

group_id

idp_id

last_verified

user_id

class keystone.identity.backends.sqgl_model.FederatedUser (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin

attributes = ['id', 'user_id', 'idp_id', 'protocol_id', 'unique_id',
display name

id

idp_id

protocol_id

unique_id

user_id
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class keystone.identity.backends.sql_model.Group (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixinWithExtras

attributes = ['id', 'name', 'domain_id', 'description']
description

domain_id

expiring_user_group_memberships

extra

id

name

class keystone.identity.backends.sql_model.LocalUser (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin
attributes = ['id', 'user_id', 'domain_ id', 'name']

domain_id

failed auth at
failed auth count
id

name

passwords
user_id

class keystone.identity.backends.sqgl_model.NonLocalUser (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin

SQL data model for nonlocal users (LDAP and custom).
attributes = ['domain_id', 'name', 'user_id']
domain_id

name

user_id

class keystone.identity.backends.sql_model.Password (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

attributes = ['id', 'local_user_id', 'password hash', 'created_ at', 'expires
created_at
created_at_int

expires_at
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expires_at_int
id

local user id
password_hash
self service

class keystone.identity.backends.sql_model.User (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixinWithExtras

attributes = ['id', 'name', 'domain_id', 'password', 'enabled', 'default_prc
created_at

default_project_id

domain_id

enabled
Return whether user is enabled or not.

expiring user_group_memberships
extra
federated users

classmethod from dict (user_dict)
Override from_dict to remove password_expires_at attribute.

Overriding this method to remove password_expires_at attribute to support update_user and
unit tests where password_expires_at inadvertently gets added by calling to_dict followed
by from_dict.

Parameters user_dict User entity dictionary
Returns User User object
get_resource_option (option_id)
id
last_active_ at
local user

name
Return the current user name.

nonlocal user

password
Return the current password.

property password_created_at
Return when password was created at.

property password expires_at
Return when password expires at.
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property password is_ expired
Return whether password is expired or not.

property password_ref
Return the current password ref.

readonly_ attributes = ['id', 'password expires_at', 'password']
resource_options_registry = <keystone.common.resource_options.core.ResourceC

to_dict (include_extra_dict=False)
Return the models attributes as a dictionary.

If include_extra_dict is True, extra attributes are literally included in the resulting dictionary
twice, for backwards-compatibility with a broken implementation.

class keystone.identity.backends.sqgl_model.UserGroupMembership (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin
Group membership join table.
group_id

user_id

class keystone.identity.backends.sqgl_model.UserOption (option_id, op-

tion_value)
Bases: sglalchemy.ext.declarative.api.Base

option_id
option_value

user_id

Module contents
keystone.identity.id_generators package
Submodules
keystone.identity.id_generators.sha256 module

class keystone.identity.id_generators.sha256.Generator
Bases: keystone.identity.generator.IDGenerator

generate_public_ID (mapping)
Return a Public ID for the given mapping dict.

Parameters mapping (dict) The items to be hashed.

The ID must be reproducible and no more than 64 chars in length. The ID generated should
be independent of the order of the items in the mapping dict.
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Module contents
keystone.identity.mapping_backends package
Submodules
keystone.identity.mapping_backends.base module

class keystone.identity.mapping_backends.base.MappingDriverBase
Bases: keystone.common.provider_api.ProviderAPIMixin, object

Interface description for an ID Mapping driver.

abstract create_id_mapping (local_entity, public_id=None)
Create and store a mapping to a public_id.

Parameters

* local_entity (dict) Containing the entity domain, local ID and type
(user or group).

* public_id If specified, this will be the public ID. If this is not specified,
a public ID will be generated.

Returns public ID

abstract delete_id mapping (public_id)
Delete an entry for the given public_id.

Parameters public_id The public ID for the mapping to be deleted.
The method is silent if no mapping is found.

abstract get_domain_mapping list (domain_id, entity_type=None)
Return mappings for the domain.

Parameters
* domain_id Domain ID to get mappings for.

* entity_ type (String, one of mappings defined
in keystone.identity.mapping backends.mapping.
EntityType) Optional entity_type to get mappings for.

Returns list of mappings.

abstract get_id_ mapping (public_id)
Return the local mapping.

Parameters public_id The public ID for the mapping required.

Returns dict Containing the entity domain, local ID and type. If no mapping is
found, it returns None.

abstract get_public_id (local_entity)
Return the public ID for the given local entity.

Parameters local_entity (dict) Containing the entity domain, local ID
and type (user or group).
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Returns public ID, or None if no mapping is found.

abstract purge_mappings (purge_filter)
Purge selected identity mappings.

Parameters purge_filter (dict) Containing the attributes of the filter that
defines which entries to purge. An empty filter means purge all mappings.

keystone.identity.mapping_backends.mapping module

class keystone.identity.mapping_backends.mapping.EntityType
Bases: object

GROUP = 'group'

USER = 'user'

keystone.identity.mapping_backends.sql module

class keystone.identity.mapping_backends.sgl.IDMapping (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin
domain_id
entity_type

local id

public_id

class keystone.identity.mapping_backends. sqgl.Mapping
Bases: keystone.identity.mapping backends.base.MappingDriverBase

create_id_mapping (local_entity, public_id=None)
Create and store a mapping to a public_id.

Parameters

* local_entity (dict) Containing the entity domain, local ID and type
(user or group).

* public_id If specified, this will be the public ID. If this is not specified,
a public ID will be generated.

Returns public ID

delete_id_mapping (public_id)
Delete an entry for the given public_id.

Parameters public_id The public ID for the mapping to be deleted.
The method is silent if no mapping is found.

get_domain_mapping_list (domain_id, entity_type=None)
Return mappings for the domain.

Parameters
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* domain_id Domain ID to get mappings for.

* entity type (String, one of mappings defined
in keystone.identity.mapping backends.mapping.
EntityType) Optional entity_type to get mappings for.

Returns list of mappings.

get_id _mapping (public_id)
Return the local mapping.

Parameters public_id The public ID for the mapping required.

Returns dict Containing the entity domain, local ID and type. If no mapping is
found, it returns None.

get_public_id (local_entity)
Return the public ID for the given local entity.

Parameters local_entity (dict) Containing the entity domain, local ID
and type (user or group).

Returns public ID, or None if no mapping is found.

purge_mappings (purge_filter)
Purge selected identity mappings.

Parameters purge_filter (dict) Containing the attributes of the filter that
defines which entries to purge. An empty filter means purge all mappings.

Module contents
keystone.identity.shadow_backends package
Submodules
keystone.identity.shadow_backends.base module

class keystone.identity.shadow_backends.base.ShadowUsersDriverBase
Bases: object

Interface description for an Shadow Users driver.

abstract create_federated_object (fed dict)
Create a new federated object.

Parameters federated dict (dict) Reference to the federated user

abstract create_federated_user (domain_id, federated_dict, email=None)
Create a new user with the federated identity.

Parameters
e domain_id The domain ID of the IdP used for the federated user
 federated_dict (dict) Reference to the federated user

e email Federated users email
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Returns dict Containing the user reference

abstract create_nonlocal_user (user_dict)
Create a new non-local user.

Parameters user dict (dict) Reference to the non-local user
Returns dict Containing the user reference

delete_federated object (user_id)
Delete a users federated objects.

Parameters user_id Unique identifier of the user

abstract get_federated_objects (user_id)
Get all federated objects for a user.

Parameters user_id Unique identifier of the user
Returns list Containing the users federated objects

abstract get_federated_user (idp_id, protocol_id, unique_id)
Return the found user for the federated identity.

Parameters
* idp_id The identity provider ID
* protocol_id The federation protocol ID
* unique_id The unique ID for the user
Returns dict Containing the user reference

abstract get_user (user_id)
Return the found user.

Parameters user_id Unique identifier of the user
Returns dict Containing the user reference

abstract list_federated users_info (hints=None)
Get the shadow users info with the specified filters.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list A list of objects that containing the shadow users reference.

abstract set_last_ active_at (user_id)
Set the last active at date for the user.

Parameters user_id Unique identifier of the user

abstract update_federated user_display_ name (idp_id, protocol_id,
unique_id, dis-
play_name)

Update federated users display name if changed.
Parameters
* idp_id The identity provider ID

* protocol_id The federation protocol ID
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* unique_id The unique ID for the user
* display_name The users display name

keystone.identity.shadow_backends.base.federated objects_to_1list (fed ref)
Create a new reformatted federated object list using the one passed in.

When returning federated objects with a user we only need the attributes idp_id, protocol_id, and
unique_id. Therefore, we pull these elements out of the fed_ref and create a newly formatted list
with the needed information. We simply group each federated objects protocol_ids and unique_ids
under the corresponding idp_id.

Returns list Containing the users federated objects

keystone.identity.shadow_backends.sql module

class keystone.identity.shadow_backends.sqgl.ShadowUsers
Bases: keystone.identity.shadow_backends.base.
ShadowUsersDriverBase

add_user_to_group_expires (user_id, group_id)

create_federated_object (fed_dict)
Create a new federated object.

Parameters federated dict (dict) Reference to the federated user

create_federated_user (domain_id, federated_dict, email=None)
Create a new user with the federated identity.

Parameters
e domain_id The domain ID of the IdP used for the federated user
e federated dict (dict) Reference to the federated user
* email Federated users email

Returns dict Containing the user reference

create _nonlocal_ user (user_dict)
Create a new non-local user.

Parameters user_dict (dict) Reference to the non-local user
Returns dict Containing the user reference

delete_ federated_object (user_id)
Delete a users federated objects.

Parameters user_id Unique identifier of the user
delete_user (user_id)

get_federated_obijects (user_id)
Get all federated objects for a user.

Parameters user_id Unique identifier of the user

Returns list Containing the users federated objects
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get_federated_user (idp_id, protocol_id, unique_id)
Return the found user for the federated identity.

Parameters
* idp_id The identity provider ID
* protocol_id The federation protocol ID
* unique_id The unique ID for the user
Returns dict Containing the user reference
get_federated_users (hints)

get_user (user_id)
Return the found user.

Parameters user_id Unique identifier of the user
Returns dict Containing the user reference

list federated users_info (hints=None)
Get the shadow users info with the specified filters.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns list A list of objects that containing the shadow users reference.

set_last_active_at (user_id)
Set the last active at date for the user.

Parameters user_id Unique identifier of the user

update_federated_user_display_ name (idp_id, protocol_id, unique_id, dis-

play_name)
Update federated users display name if changed.

Parameters
* idp_id The identity provider ID
* protocol_id The federation protocol ID
* unique_id The unique ID for the user

* display_name The users display name

Module contents

Submodules

keystone.identity.core module

Main entry point into the Identity service.

class keystone.identity.core.DomainConfigs
Bases: keystone.common.provider_api.ProviderAPIMixin,dict

Discover, store and provide access to domain specific configs.
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The setup_domain_drivers() call will be made via the wrapper from the first call to any driver
function handled by this manager.

Domain specific configurations are only supported for the identity backend and the individual
configurations are either specified in the resource database or in individual domain configuration
files, depending on the setting of the domain_configurations_from_database config option.

The result will be that for each domain with a specific configuration, this class will hold a reference
to a ConfigOpts and driver object that the identity manager and driver can use.

check_config and_reload_domain_driver_ if required (domain_id)
Check for, and load, any new domain specific config for this domain.

This is only supported for the database-stored domain specific configuration.

When the domain specific drivers were set up, we stored away the specific config for this
domain that was available at that time. So we now read the current version and compare.
While this might seem somewhat inefficient, the sensitive config call is cached, so should be
light weight. More importantly, when the cache timeout is reached, we will get any config
that has been updated from any other keystone process.

This cache-timeout approach works for both multi-process and multi-threaded keystone con-
figurations. In multi-threaded configurations, even though we might remove a driver object
(that could be in use by another thread), this wont actually be thrown away until all refer-
ences to it have been broken. When that other thread is released back and is restarted with
another command to process, next time it accesses the driver it will pickup the new one.

configured = False

driver = None

get_domain_conf (domain_id)

get_domain_driver (domain_id)

lock = <unlocked _thread.lock object>
reload_domain_driver (domain_id)
setup_domain_drivers (standard_driver, resource_api)

class keystone.identity.core.Manager (*args, **kwargs)
Bases: keystone.common.manager.Manager

Default pivot point for the Identity backend.

See keystone.common.manager.Manager for more details on how this dynamically calls
the backend.

This class also handles the support of domain specific backends, by using the DomainConfigs
class. The setup call for DomainConfigs is called from with the @domains_configured wrapper
in a lazy loading fashion to get around the fact that we cant satisfy the assignment api it needs
from within our __init__() function since the assignment driver is not itself yet initialized.

Each of the identity calls are pre-processed here to choose, based on domain, which of the drivers
should be called. The non-domain-specific driver is still in place, and is used if there is no specific
driver for the domain in question (or we are not using multiple domain drivers).

Starting with Juno, in order to be able to obtain the domain from just an ID being presented as
part of an API call, a public ID to domain and local ID mapping is maintained. This mapping
also allows for the local ID of drivers that do not provide simple UUIDs (such as LDAP) to be
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referenced via a public facing ID. The mapping itself is automatically generated as entities are
accessed via the driver.

This mapping is only used when: - the entity is being handled by anything other than the default
driver, or - the entity is being handled by the default LDAP driver and backward compatible IDs
are not required.

This means that in the standard case of a single SQL backend or the default settings of a single
LDAP backend (since backward compatible IDs is set to True by default), no mapping is used.
An alternative approach would be to always use the mapping table, but in the cases where we dont
need it to make the public and local IDs the same. It is felt that not using the mapping by default
is a more prudent way to introduce this functionality.

add_user_to_group (user_id, group_id, initiator=None)

assert_user_ enabled (user_id, user=None)
Assert the user and the users domain are enabled.

:raise AssertionError if the user or the users domain is disabled.
authenticate (user_id, password)
change_password (user_id, original_password, new_password, initiator=None)
check_user_in_group (user_id, group_id)
create_group (group_ref, initiator=None)
create_user (user_ref, initiator=None)
delete_group (group_id, initiator=None)
delete_user (user_id, initiator=None)
driver_ namespace = 'keystone.identity'
get_group (group_id)
get_group_by_ name (group_name, domain_id)
get_user (user_id)
get_user_by_ name (user_name, domain_id)
list_groups (domain_scope=None, hints=None)
list_groups_for user (user_id, hints=None)
list_users (domain_scope=None, hints=None)
list_users_in_group (group_id, hints=None)
remove_user_from_group (user_id, group_id, initiator=None)

shadow_federated_user (idp_id, protocol_id, unique_id, display_name,

email=None, group_ids=None)
Map a federated user to a user.

Parameters
* idp_id identity provider id
* protocol_id protocol id

* unique_id unique id for the user within the IdP
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* display name users display name
* email users email
* group_ids list of group ids to add the user to
Returns dictionary of the mapped User entity
update_group (group_id, group, initiator=None)
update_user (user_id, user_ref, initiator=None)

class keystone.identity.core.MappingManager
Bases: keystone.common.manager.Manager

Default pivot point for the ID Mapping backend.
create_id_mapping (local_entity, public_id=None)
delete_id_mapping (public_id)

driver_ namespace = 'keystone.identity.id_mapping’
get_id _mapping (public_id)

get_public_id (local_entity)

purge_mappings (purge._filter)

class keystone.identity.core.ShadowUsersManager
Bases: keystone.common.manager.Manager

Default pivot point for the Shadow Users backend.
driver_namespace = 'keystone.identity.shadow_users'

keystone.identity.core.domains_configured (f)
Wrap API calls to lazy load domain configs after init.

This is required since the assignment manager needs to be initialized before this manager, and yet
this managers init wants to be able to make assignment calls (to build the domain configs). So
instead, we check if the domains have been initialized on entry to each call, and if requires load
them,

keystone.identity.core.exception_translated (exception_type)
Wrap API calls to map to correct exception.

keystone.identity.generator module

ID Generator provider interface.

class keystone.identity.generator.IDGenerator
Bases: object

Interface description for an ID Generator provider.

abstract generate_public_ID (mapping)
Return a Public ID for the given mapping dict.

Parameters mapping (dict) The items to be hashed.
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The ID must be reproducible and no more than 64 chars in length. The ID generated should
be independent of the order of the items in the mapping dict.

class keystone.identity.generator.Manager
Bases: keystone.common.manager.Manager

Default pivot point for the identifier generator backend.

driver_namespace = 'keystone.identity.id_generator’

keystone.identity.schema module
Module contents

keystone.limit package

Subpackages
keystone.limit.backends package
Submodules
keystone.limit.backends.base module

class keystone.limit.backends.base.UnifiedLimitDriverBase
Bases: object

abstract create_ limits (limits)
Create new limits.

Parameters 1imits a list of dictionaries representing limits to create.
Returns all the newly created limits.
Raises

* keystone.exception.Conflict If aduplicate limit exists.

* keystone.exception.NoLimitReference If no reference regis-
tered limit exists.

abstract create_registered_limits (registered_limits)
Create new registered limits.

Parameters registered_limits a list of dictionaries representing limits to
create.

Returns all the newly created registered limits.

Raises keystone.exception.Conflict If aduplicate registered limit ex-
ists.

abstract delete_limit (limit_id)
Delete an existing limit.

Parameters 1limit_ id the limit id to delete.
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Raises keystone.exception.LimitNotFound If limit doesnt exist.

abstract delete_limits_for project (project_id)
Delete the existing limits which belong to the specified project.

Parameters project_id the limits project id.

Returns a dictionary representing the deleted limits id. Used for cache invalidat-
ing.

abstract delete_registered_ limit (registered_limit_id)
Delete an existing registered limit.

Parameters registered_limit_id the registered limit id to delete.

Raises keystone.exception.RegisteredLimitNotFound If regis-
tered limit doesnt exist.

abstract get_limit (limit_id)
Get a limit.

Parameters 1imit_id the limit id to get.
Returns a dictionary representing a limit reference.
Raises keystone.exception.LimitNotFound If limit doesnt exist.

abstract get_registered_limit (registered_limit_id)
Get a registered limit.

Parameters registered_limit_id the registered limit id to get.
Returns a dictionary representing a registered limit reference.

Raises keystone.exception.RegisteredLimitNotFound If regis-
tered limit doesnt exist.

abstract list_limits (hints)
List all limits.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns a list of dictionaries or an empty list.

abstract list_registered_limits (hints)
List all registered limits.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns a list of dictionaries or an empty registered limit.

abstract update_limit (/imit_id, limit)
Update existing limits.

Parameters
e 1limit_id the id of the limit.
* limit adict containing the limit attributes to update.

Returns the updated limit.
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Raises
* keystone.exception.LimitNotFound If limit doesnt exist.
* keystone.exception.Conflict If update to a duplicate limit.

abstract update_registered_limit (registered_limit_id, registered_limit)
Update existing registered limits.

Parameters
* registered_limit_id the id of the registered limit.

* registered_limit a dict containing the registered limit attributes to
update.

Returns the updated registered limit.
Raises

* keystone.exception.RegisteredLimitNotFound If regis-
tered limit doesnt exist.

* keystone.exception.Conflict If update to a duplicate registered
limit.

keystone.limit.backends.sql module

class keystone.limit.backends.sql.LimitModel (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

attributes = ['internal_id', 'id', 'project_id', 'domain_id', 'service_id',

description
domain_id

id

internal id
project_id
region_id
registered limit
registered limit_id
resource_limit
resource_name
service_id

to_dict ()
Return the models attributes as a dictionary.

class keystone.limit.backends.sqgl.RegisteredLimitModel (*args,

**kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.

core.ModelDictMixin
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attributes = ['internal_id', 'id', 'service_id', 'region_id',
default_limit

description

id

internal id

region_id

resource_name

service_id

to_dict ()
Return the models attributes as a dictionary.

class keystone.limit.backends.sqgl.UnifiedLimit
Bases: keystone.limit.backends.base.UnifiedLimitDriverBase

create_limits (limits)
Create new limits.

Parameters 1limits a list of dictionaries representing limits to create.
Returns all the newly created limits.
Raises

* keystone.exception.Conflict If aduplicate limit exists.

* keystone.exception.NoLimitReference If no reference regis-
tered limit exists.

create_registered_limits (registered_limits)
Create new registered limits.

Parameters registered_limits a list of dictionaries representing limits to
create.

Returns all the newly created registered limits.

Raises keystone.exception.Conflict If aduplicate registered limit ex-
ists.

delete_limit (limit_id)
Delete an existing limit.

Parameters 1imit_id the limit id to delete.
Raises keystone.exception.LimitNotFound If limit doesnt exist.

delete_limits_for project (project_id)
Delete the existing limits which belong to the specified project.

Parameters project_id the limits project id.

Returns a dictionary representing the deleted limits id. Used for cache invalidat-
ing.

delete_registered_limit (registered_limit_id)
Delete an existing registered limit.

'resource_name
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Parameters registered_limit_id the registered limit id to delete.

Raises keystone.exception.RegisteredLimitNotFound If regis-
tered limit doesnt exist.

get_limit (limit_id)
Get a limit.

Parameters 1imit_id the limit id to get.
Returns a dictionary representing a limit reference.
Raises keystone.exception.LimitNotFound If limit doesnt exist.

get_registered_limit (registered_limit_id)
Get a registered limit.

Parameters registered_limit_id the registered limit id to get.
Returns a dictionary representing a registered limit reference.

Raises keystone.exception.RegisteredLimitNotFound If regis-
tered limit doesnt exist.

list_limits (hints)
List all limits.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns a list of dictionaries or an empty list.

list_registered_ limits (hints)
List all registered limits.

Parameters hints contains the list of filters yet to be satisfied. Any filters
satisfied here will be removed so that the caller will know if any filters remain.

Returns a list of dictionaries or an empty registered limit.

update_limit (limit_id, limit)
Update existing limits.

Parameters
e 1limit_ id the id of the limit.
* limit adict containing the limit attributes to update.
Returns the updated limit.
Raises
* keystone.exception.LimitNotFound If limit doesnt exist.
* keystone.exception.Conflict If update to a duplicate limit.

update_registered_limit (registered_limit_id, registered_limit)
Update existing registered limits.

Parameters

* registered_limit_id the id of the registered limit.
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* registered_limit a dict containing the registered limit attributes to
update.

Returns the updated registered limit.

Raises

* keystone.exception.RegisteredLimitNotFound If regis-
tered limit doesnt exist.

* keystone.exception.Conflict If update to a duplicate registered
limit.

Module contents
keystone.limit.models package
Submodules

keystone.limit.models.base module

class keystone.limit.models.base.ModelBase
Bases: object

Interface for a limit model driver.
DESCRIPTION = None

MAX PROJECT_TREE_DEPTH = None
NAME = None

check_ limit (limits)
Check the new creating or updating limits if satisfy the model.

Parameters limits (A 1ist of the limits. Each limit
is a dictionary reference containing all Ilimit
attributes.) A list of the limit references to be checked.

Raises keystone.exception.InvalidLimit If any of the input limits
doesnt satisfy the limit model.

keystone.limit.models.base.load_driver (driver_name, *args)

keystone.limit.models.flat module

class keystone.limit.models.flat.FlatModel
Bases: keystone.limit.models.base.ModelBase

DESCRIPTION = 'Limit enforcement and validation does not take project hierar
MAX_ PROJECT_ TREE_DEPTH = None
NAME = 'flat'

check_ 1limit (limits)
Check the new creating or updating limits if satisfy the model.
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Parameters limits (A 1ist of the limits. Each limit
is a dictionary reference containing all Ilimit
attributes.) A list of the limit references to be checked.

Raises keystone.exception.InvalidLimit If any of the input limits
doesnt satisfy the limit model.

keystone.limit.models.strict_two_level module

class keystone.limit.models.strict_two_level.StrictTwolLevelModel
Bases: keystone.limit.models.base.ModelBase

DESCRIPTION = 'This model requires project hierarchy never exceeds a depth c
MAX PROJECT_TREE_DEPTH = 2
NAME = 'strict_two_level'

check_ limit (limits)
Check the input limits satisfy the related project tree or not.

1. Ensure the input is legal.

2. Ensure the input will not break the exist limit tree.

Module contents
Submodules
keystone.limit.core module

class keystone.limit.core.Manager
Bases: keystone.common.manager.Manager

check_project_depth ()
Check if project depth satisfies current enforcement model.

create limits (limits)
create_registered_limits (registered_limits)
delete_limit (limit_id)

delete_limits_for project (project_id)
delete_registered_limit (registered_limit_id)
driver_ namespace = 'keystone.unified limit'
get_limit (limit_id)

get_model ()
Return information of the configured enforcement model.

get_registered_limit (registered_limit_id)

list limits (hints=None)
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list_registered_limits (hints=None)
update_limit (limit_id, limit)

update_registered_limit (registered_limit_id, registered_limit)

keystone.limit.schema module

Module contents

keystone.models package

Submodules
keystone.models.receipt_model module

Unified in-memory receipt model.

class keystone.models.receipt_model.ReceiptModel
Bases: object

An object that represents a receipt emitted by keystone.

This is a queryable object that other parts of keystone can use to reason about a users receipt.
property expires_at

property issued_at

mint (receipt_id, issued_at)
Set the id and issued_at attributes of a receipt.

The process of building a Receipt requires setting attributes about the partial authentication
context, like user_id and methods for example. Once a Receipt object accurately repre-
sents this information it should be minted. Receipt are minted when they get an 1 d attribute
and their creation time is recorded.

property required_methods
property user

property user_domain

keystone.models.revoke_model module

class keystone.models.revoke_model .RevokeEvent (**kwargs)
Bases: object

to_dict ()
keystone.models.revoke_model .blank_token_data (issued_at)

keystone.models.revoke_model .build_token_values (foken)
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keystone.models.revoke_model.is_revoked (events, token_data)

Check if a token matches a revocation event.

Compare a token against every revocation event. If the token matches an event in the events list,
the token is revoked. If the token is compared against every item in the list without a match, it is
not considered revoked from the revoke_api.

Parameters
* events a list of RevokeEvent instances

* token_data map based on a flattened view of the token. The re-
quired fields are expires_at,‘user_id‘, project_id, identity_domain_id, as-
signment_domain_id, trust_id, trustor_id, trustee_id consumer_id and ac-
cess_token_id

Returns True if the token matches an existing revocation event, meaning the token
is revoked. False is returned if the token does not match any revocation events,
meaning the token is considered valid by the revocation AP

keystone.models.revoke_model .matches (event, token_values)

See if the token matches the revocation event.

A brute force approach to checking. Compare each attribute from the event with the corresponding
value from the token. If the event does not have a value for the attribute, a match is still possible.
If the event has a value for the attribute, and it does not match the token, no match is possible, so
skip the remaining checks.

Parameters
* event a RevokeEvent instance
* token_values dictionary with set of values taken from the token

Returns True if the token matches the revocation event, indicating the token has been
revoked

keystone.models.token_model module

Unified in-memory token model.

class keystone.models.token_model.TokenModel

Bases: object
An object that represents a token emitted by keystone.

This is a queryable object that other parts of keystone can use to reason about a users authentication
or authorization.

property access_token

property application_credential
property audit_ids

property domain

property domain_scoped

property expires_at
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property issued at

mint (token_id, issued_at)
Set the 1d and issued_at attributes of a token.

The process of building a token requires setting attributes about the authentication and au-
thorization context, like user_id and project_id for example. Once a Token object
accurately represents this information it should be minted. Tokens are minted when they get
an id attribute and their creation time is recorded.

property oauth_scoped
property project
property project_domain
property project_scoped
property roles

property system_scoped
property trust

property trust_project
property trust_project_domain
property trust_scoped
property trustee
property trustor
property unscoped
property user

property user_domain

Module contents

keystone.oauth1 package

Subpackages
keystone.oauth1.backends package
Submodules
keystone.oauth1.backends.base module

class keystone.ocauthl.backends.base.OauthlDriverBase
Bases: object

Interface description for an OAuth1 driver.
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abstract authorize_request_token (request_token_id, user_id, role_ids)
Authorize request token.

Parameters

* request_token_id (string) the id of the request token, to be autho-
rized

* user_id (string) the id of the authorizing user
* role_ids (1ist) list of role ids to authorize
Returns verifier

abstract create_access_token (request_id, access_token_duration)
Create access token.

Parameters

* request_id (string) the id of the request token, to be deleted

* access_token_duration (string) duration of an access token
Returns access_token_ref

abstract create_consumer (consumer_ref)
Create consumer.

Parameters consumer_ ref (dict) consumer ref with consumer name
Returns consumer_ref

abstract create_request_token (consumer_id, requested_project, re-

quest_token_duration)
Create request token.

Parameters

* consumer_id (string) the id of the consumer

* requested_project_id (string) requested project id

* request_token_duration (string) duration of request token
Returns request_token_ref

abstract delete_ access_ token (user_id, access_token_id)
Delete access token.

Parameters

* user_id (string) authorizing user id

* access_token_id (string) access token to delete
Returns None

abstract delete_ consumer (consumer_id)
Delete consumer.

Parameters consumer_ id (string) id of consumer to get

Returns None.
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abstract get_access_token (access_token_id)
Get access token.

Parameters access_token_id (string) theid of the access token
Returns access_token_ref

abstract get_consumer (consumer_id)
Get consumer, returns the consumer id (key) and description.

Parameters consumer_id (string) id of consumer to get
Returns consumer_ref

abstract get_consumer with_secret (consumer_id)
Like get_consumer(), but also returns consumer secret.

Returned dictionary consumer_ref includes consumer secret. Secrets should only be shared
upon consumer creation; the consumer secret is required to verify incoming OAuth requests.

Parameters consumer_id (string) id of consumer to get
Returns consumer_ref containing consumer secret

abstract get_request_token (request_token_id)
Get request token.

Parameters request_token_id (string) the id of the request token
Returns request_token_ref

abstract list_ access_tokens (user_id)
List access tokens.

Parameters user_id (string) search for access tokens authorized by given
user id

Returns list of access tokens the user has authorized

abstract list consumers ()
List consumers.

Returns list of consumers

abstract update_consumer (consumer_id, consumer_ref )
Update consumer.

Parameters

* consumer_id (string) id of consumer to update

* consumer_ref (dict) new consumer ref with consumer name
Returns consumer_ref

keystone.oauthl.backends.base.filter consumer (consumer_ref)
Filter out private items in a consumer dict.

secret is never returned.
Returns consumer_ref

keystone.oauthl.backends.base.filter_ token (access_token_ref)
Filter out private items in an access token dict.
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access_secret is never returned.

Returns access_token_ref

keystone.oauth1.backends.sql module

class keystone.oauthl.backends.sqgl.AccessToken (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

access_secret

attributes = ['id', 'access_secret', 'authorizing user_id', 'project_id', 'r
authorizing user_id

consumer_id

expires_at

classmethod from dict (user_dict)
Return a model instance from a dictionary.

id
project_id
role ids

to_dict ()
Return the models attributes as a dictionary.

class keystone.oauthl.backends.sgl.Consumer (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixinWithExtras

attributes = ['id', 'description', 'secret']
description

extra

id

secret

class keystone.oauthl.backends.sgl.OAuthl
Bases: keystone.oauthl.backends.base.OauthlDriverBase

authorize_request_token (request_token_id, user_id, role_ids)
Authorize request token.

Parameters

* request_token_id (string) the id of the request token, to be autho-
rized

* user_id (string) theid of the authorizing user
e role_ids (1ist) list of role ids to authorize

Returns verifier
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create_access_token (request_id, access_token_duration)
Create access token.

Parameters

* request_id (string) the id of the request token, to be deleted

* access_token_duration (string) duration of an access token
Returns access_token_ref

create_consumer (consumer_ref )
Create consumer.

Parameters consumer_ ref (dict) consumer ref with consumer name
Returns consumer_ref

create_request_token (consumer_id, requested_project, request_token_duration)
Create request token.

Parameters

* consumer_id (string) the id of the consumer

* requested_project_id (string) requested project id

* request_token_duration (string) duration of request token
Returns request_token_ref

delete_access_token (user_id, access_token_id)
Delete access token.

Parameters

* user_id (string) authorizing user id

* access_token_id (string) access token to delete
Returns None

delete_consumer (consumer_id)
Delete consumer.

Parameters consumer_id (string) id of consumer to get
Returns None.

get_access_token (access_token_id)
Get access token.

Parameters access_token_id (string) the id of the access token
Returns access_token_ref

get_consumer (consumer_id)
Get consumer, returns the consumer id (key) and description.

Parameters consumer_id (string) id of consumer to get

Returns consumer_ref
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get_consumer_ with_secret (consumer_id)
Like get_consumer(), but also returns consumer secret.

Returned dictionary consumer_ref includes consumer secret. Secrets should only be shared
upon consumer creation; the consumer secret is required to verify incoming OAuth requests.

Parameters consumer_id (string) id of consumer to get
Returns consumer_ref containing consumer secret

get_request_token (request_token_id)
Get request token.

Parameters request_token_id (string) the id of the request token
Returns request_token_ref

list access_tokens (user_id)
List access tokens.

Parameters user_id (string) search for access tokens authorized by given
user id

Returns list of access tokens the user has authorized

list consumers ()
List consumers.

Returns list of consumers

update_consumer (consumer_id, consumer_ref’)
Update consumer.

Parameters

* consumer_id (string) id of consumer to update

* consumer_ref (dict) new consumer ref with consumer name
Returns consumer_ref

class keystone.oauthl.backends.sqgl.RequestToken (*args, **kwargs)
Bases: sglalchemy.ext.declarative.api.Base, keystone.common.sql.
core.ModelDictMixin

attributes = ['id', 'request_secret', 'verifier', 'authorizing user_id'
authorizing user_id

consumer_ id

expires_at

classmethod from dict (user_dict)
Return a model instance from a dictionary.

id
request_secret
requested_project_id

role ids
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to_dict ()
Return the models attributes as a dictionary.

verifier

Module contents

Submodules

keystone.oauth1.core module

Main entry point into the OAuth1 service.

class keystone.oauthl.core.Manager
Bases: keystone.common.manager.Manager

Default pivot point for the OAuth1 backend.

See keystone.common.manager.Manager for more details on how this dynamically calls

the backend.

create_access_token (request_id, access_token_duration, initiator=None)

create_consumer (consumer_ref, initiator=None)

create_request_token (consumer_id, requested_project, request_token_duration,

initiator=None)

delete_access_token (user_id, access_token_id, initiator=None)
delete_consumer (consumer_id, initiator=None)
driver_namespace = 'keystone.oauthl'
update_consumer (consumer_id, consumer_ref, initiator=None)

class keystone.oauthl.core.Token (key, secret)
Bases: object

set_verifier (verifier)
keystone.oauthl.core.get_oauth_headers (headers)
keystone.oauthl.core.token_generator (*args, **kwargs)

keystone.oauthl.core.validate_oauth_params (query_string)

keystone.oauth1.schema module

keystone.oauth1.validator module

oAuthlib request validator.

class keystone.ocauthl.validator.OAuthValidator

Bases: keystone.common.provider_api.ProviderAPIMixin, oauthlib.
oauthl.rfc5849.request_validator.RequestValidator
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check access_token (access_token)
Checks that the token contains only safe characters and is no shorter than lower and no
longer than upper.

check_client_key (client_key)
Check that the client key only contains safe characters and is no shorter than lower and no
longer than upper.

check_ nonce (nonce)
Checks that the nonce only contains only safe characters and is no shorter than lower and no
longer than upper.

check_request_token (request_token)
Checks that the request token contains only safe characters and is no shorter than lower and
no longer than upper.

check_verifier (verifier)
Checks that the verifier contains only safe characters and is no shorter than lower and no
longer than upper.

property enforce_ssl

get_access_token_secret (client_key, token, request)
Retrieves the shared secret associated with the access token.

Parameters

* client_key The client/consumer key.

* token The access token string.

* request (cauthlib.common.Request) OAuthlib request.
Returns The token secret as a string.

This method must allow the use of a dummy values and the running time must be roughly
equivalent to that of the running time of valid values:

your_datastore

your_datastore

Note that the returned key must be in plaintext.
This method is used by
* ResourceEndpoint

get_client_secret (client_key, request)
Retrieves the client secret associated with the client key.

Parameters

280

Chapter 3. Code Documentation



Keystone Documentation, Release 18.1.1.dev16

* client_key The client/consumer key.
* request (cauthlib.common.Request) OAuthlib request.
Returns The client secret as a string.

This method must allow the use of a dummy client_key value. Fetching the secret using the
dummy key must take the same amount of time as fetching a secret for a valid client:

your_datastore

your_datastore

Note that the returned key must be in plaintext.
This method is used by

* AccessTokenEndpoint

* RequestTokenEndpoint

* ResourceEndpoint

* SignatureOnlyEndpoint

get_default_realms (client_key, request)
Get the default realms for a client.

Parameters

* client_key The client/consumer key.

* request (cauthlib.common.Request) OAuthlib request.
Returns The list of default realms associated with the client.

The list of default realms will be set during client registration and is outside the scope of
OAuthLib.

This method is used by
* RequestTokenEndpoint

get_realms (foken, request)
Get realms associated with a request token.

Parameters

* token The request token string.

* request (cauthlib.common.Request) OAuthlib request.
Returns The list of realms associated with the request token.

This method is used by
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* AuthorizationEndpoint
* AccessTokenEndpoint

get_redirect_uri (token, request)
Get the redirect URI associated with a request token.

Parameters

* token The request token string.

* request (cauthlib.common.Request) OAuthlib request.
Returns The redirect URI associated with the request token.

It may be desirable to return a custom URI if the redirect is set to oob. In this case, the user
will be redirected to the returned URI and at that endpoint the verifier can be displayed.

This method is used by
* AuthorizationEndpoint

get_request_token_secret (client_key, token, request)
Retrieves the shared secret associated with the request token.

Parameters

* client_key The client/consumer key.

* token The request token string.

* request (cauthlib.common.Request) OAuthlib request.
Returns The token secret as a string.

This method must allow the use of a dummy values and the running time must be roughly
equivalent to that of the running time of valid values:

your_datastore

your_datastore

Note that the returned key must be in plaintext.
This method is used by
* AccessTokenEndpoint

get_rsa_key (client_key, request)
Retrieves a previously stored client provided RSA key.

Parameters

* client_key The client/consumer key.
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* request (cauthlib.common.Request) OAuthlib request.
Returns The rsa public key as a string.

This method must allow the use of a dummy client_key value. Fetching the rsa key using
the dummy key must take the same amount of time as fetching a key for a valid client. The
dummy key must also be of the same bit length as client keys.

Note that the key must be returned in plaintext.
This method is used by

* AccessTokenEndpoint

* RequestTokenEndpoint

* ResourceEndpoint

* SignatureOnlyEndpoint

invalidate_request_token (client_key, request_token, request)
Invalidate a used request token.

Parameters
* client_key The client/consumer key.
* request_token The request token string.
* request An oauthlib.common.Request object.
Returns None
Per Section 2.3 of the spec:

The server MUST () ensure that the temporary credentials have not expired or been used
before.

This method should ensure that provided token wont validate anymore. It can be simply
removing RequestToken from storage or setting specific flag that makes it invalid (note that
such flag should be also validated during request token validation).

This method is used by
* AccessTokenEndpoint
property safe_characters

save_access_token (foken, request)
Save an OAuth1 access token.

Parameters
* token A dict with token credentials.
* request (cauthlib.common.Request) OAuthlib request.
The token dictionary will at minimum include
* oauth_token the access token string.
* oauth_token_secret the token specific secret used in signing.

* cauth_authorized_realms a space separated list of realms.
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Client key can be obtained from request.client_key.
The list of realms (not joined string) can be obtained from request . realm.
This method is used by

* AccessTokenEndpoint

save_request_token (foken, request)
Save an OAuth1 request token.

Parameters
* token A dict with token credentials.
* request (cauthlib.common.Request) OAuthlib request.
The token dictionary will at minimum include
* oauth_token the request token string.
* oauth_token_secret the token specific secret used in signing.
* cauth_callback_confirmed the string true.
Client key can be obtained from request.client_key.
This method is used by
* RequestTokenEndpoint

save_verifier (token, verifier, request)
Associate an authorization verifier with a request token.

Parameters
* token A request token string.
* verifier A dictionary containing the oauth_verifier and oauth_token
* request An oauthlib.common.Request object.
We need to associate verifiers with tokens for validation during the access token request.

Note that unlike save_x_token token here is the cauth_token token string from the re-
quest token saved previously.

This method is used by
* AuthorizationEndpoint

validate_access_token (client_key, token, request)
Validates that supplied access token is registered and valid.

Parameters
* client_key The client/consumer key.
* token The access token string.

* request (cauthlib.common.Request) OAuthlib request.

Returns True or False
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Note that if the dummy access token is supplied it should validate in the same or nearly the
same amount of time as a valid one.

Ensure latency inducing tasks are mimiced even for dummy clients. For example, use:

your_datastore

Rather than:

your_datastore
self

This method is used by
* ResourceEndpoint

validate_client_key (client_key, request)
Validates that supplied client key is a registered and valid client.

Parameters

* client_key The client/consumer key.

* request (cauthlib.common.Request) OAuthlib request.
Returns True or False

Note that if the dummy client is supplied it should validate in same or nearly the same
amount of time as a valid one.

Ensure latency inducing tasks are mimiced even for dummy clients. For example, use:

your_datastore

Rather than:

your_datastore
self

This method is used by
* AccessTokenEndpoint
* RequestTokenEndpoint

* ResourceEndpoint
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* SignatureOnlyEndpoint

validate_realms (client_key, token, request, uri=None, realms=None)
Validates access to the request realm.

Parameters

* client_key The client/consumer key.

* token A request token string.

* request (cauthlib.common.Request) OAuthlib request.

* uri The URI the realms is protecting.

* realms A list of realms that must have been granted to the access token.
Returns True or False

How providers choose to use the realm parameter is outside the OAuth specification but it is
commonly used to restrict access to a subset of protected resources such as photos.

realms is a convenience parameter which can be used to provide a per view method pre-
defined list of allowed realms.

Can be as simple as:

your_datastore

set set

This method is used by
* ResourceEndpoint

validate_redirect_uri (client_key, redirect_uri, request)
Validates the client supplied redirection URI.

Parameters
* client_key The client/consumer key.

e redirect_uri The URI the client which to redirect back to after autho-
rization is successful.

* request (cauthlib.common.Request) OAuthlib request.
Returns True or False

It is highly recommended that OAuth providers require their clients to register all redirection
URIs prior to using them in requests and register them as absolute URIs. See CWE-601 for
more information about open redirection attacks.

By requiring registration of all redirection URIs it should be straightforward for the provider
to verify whether the supplied redirect_uri is valid or not.

Alternatively per Section 2.1 of the spec:
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If the client is unable to receive callbacks or a callback URI has been established via other
means, the parameter value MUST be set to oob (case sensitive), to indicate an out-of-band
configuration.

This method is used by
* RequestTokenEndpoint

validate_request_token (client_key, token, request)
Validates that supplied request token is registered and valid.

Parameters

* client_key The client/consumer key.

* token The request token string.

* request (cauthlib.common.Request) OAuthlib request.
Returns True or False

Note that if the dummy request_token is supplied it should validate in the same nearly the
same amount of time as a valid one.

Ensure latency inducing tasks are mimiced even for dummy clients. For example, use:

your_datastore

Rather than:

your_datastore
self

This method is used by
* AccessTokenEndpoint

validate_requested_realms (client_key, realms, request)
Validates that the client may request access to the realm.

Parameters

* client_key The client/consumer key.

* realms The list of realms that client is requesting access to.

* request (cauthlib.common.Request) OAuthlib request.
Returns True or False

This method is invoked when obtaining a request token and should tie a realm to the request
token and after user authorization this realm restriction should transfer to the access token.

This method is used by
* RequestTokenEndpoint
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validate_timestamp_and nonce (client_key, timestamp, nonce, request, re-

quest_token=None, access_token=None)
Validates that the nonce has not been used before.

Parameters
* client_key The client/consumer key.
* timestamp The oauth_timestamp parameter.
e nonce The oauth_nonce parameter.
* request_token Request token string, if any.
* access_token Access token string, if any.
* request (cauthlib.common.Request) OAuthlib request.
Returns True or False
Per Section 3.3 of the spec.

A nonce is a random string, uniquely generated by the client to allow the server to verify
that a request has never been made before and helps prevent replay attacks when requests
are made over a non-secure channel. The nonce value MUST be unique across all requests
with the same timestamp, client credentials, and token combinations.

One of the first validation checks that will be made is for the validity of the nonce and
timestamp, which are associated with a client key and possibly a token. If invalid then
immediately fail the request by returning False. If the nonce/timestamp pair has been used
before and you may just have detected a replay attack. Therefore it is an essential part of
OAuth security that you not allow nonce/timestamp reuse. Note that this validation check is
done before checking the validity of the client and token.:

1234567890

validate_timestamp_and_nonce (self

self

This method is used by
* AccessTokenEndpoint
* RequestTokenEndpoint
* ResourceEndpoint

* SignatureOnlyEndpoint

validate_verifier (client_key, token, verifier, request)

Validates a verification code.
Parameters

* client_key The client/consumer key.
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* token A request token string.

* verifier The authorization verifier string.

* request (cauthlib.common.Request) OAuthlib request.
Returns True or False

OAuth providers issue a verification code to clients after the resource owner authorizes ac-
cess. This code is used by the client to obtain token credentials and the provider must verify
that the verifier is valid and associated with the client as well as the resource owner.

Verifier validation should be done in near constant time (to avoid verifier enumeration). To
achieve this we need a constant time string comparison which is provided by OAuthLib in
oauthlib.common.safe_string equals:

your_datastore

ocoauthlib.common

This method is used by
* AccessTokenEndpoint

verify_realms (foken, realms, request)
Verify authorized realms to see if they match those given to token.

Parameters

* token An access token string.

* realms A list of realms the client attempts to access.

* request (cauthlib.common.Request) OAuthlib request.
Returns True or Fa