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CHAPTER
ONE

INSTALLATION

At the command line:

$ pip install neutron-dynamic-routing

Or, if you have virtualenv wrapper installed:

$ mkvirtualenv neutron-dynamic-routing
$ pip install neutron-dynamic-routing
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CHAPTER
TWO

ADMINISTRATION GUIDE

2.1 System Design

2.1.1 Introduction

Neutron dynamic routing enables advertisement of self-service (private) network prefixes to physical
network devices that support dynamic routing protocols such as routers, thus removing the conventional
dependency on static routes.

It advertises three classes of routes:

* Host routes for floating IP addresses hosted on non-DVR routers, the nexthop is the centralized
router.

* Host routes for floating IP addresses hosted on DVR routers, the nexthop is the appropriate compute
node.

* Prefix routes for directly routable tenant networks with address scopes, the nexthop is the central-
ized router, the same for DVR and CVR.

For details refer to Route Advertisement.

Neutron dynamic routing consists of service plug-in and agent. The service plug-in implements the
Networking service extension and the agent manages dynamic routing protocol peering sessions. The
plug-in communicates with the agent through RPC.

2.1.2 Architecture

The following figure shows the architecture of this feature:

(continues on next page)
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(continued from previous page)

Dynamic Routing Plug-in

Using dynamic routing plugin one can enable/disable the support of dynamic routing protocols in neu-
tron.

Dynamic Routing API

Dynamic routing API provides APIs to configure dynamic routing. APIs for below mentioned dynamic
protocols are supported.

BGP

Three kinds of APIs are available for BGP functionality.For details refer to the API document.
* BGP Speaker APIs to advertise Neutron routes outside the Openstack network.
* BGP Peer APIs to form peers with the remote routers.

* BGP DRAgentScheduler APIs to schedule BGP Speaker(s) to one or more hosts running the dy-
namic routing agent.

Note: BGP is the only dynamic routing protocol currently supported.

4 Chapter 2. Administration Guide
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Dynamic Routing Model

Dynamic routing model maintains the database and communicates with the dynamic routing agent.

Dynamic Routing Agent Scheduler

Dynamic routing agent scheduler, is responsible for scheduling a routing entity. For details refer to Agent
Scheduler.

Dynamic Routing Agent (DR Agent)

Dynamic routing can reside on hosts with or without other Networking service agents. It manages and
configures different dynamic routing stack through Common Driver APIL.

Note: Currently, only integration with os-ken is supported.

2.2 BGP Speaker

BGP Speaker acts as a route server using BGP routing protocol. It advertises routes to the BGP peers
which are added to the BGP Speaker. Now there is a framework that allows different BGP drivers to be
plugged into a dynamic routing agent.

Currently, BGP Speaker only advertises routes for a network to which it is associated. A BGP Speaker
requires association with a gateway network to determine eligible routes. In Neutron, a gateway network
connects Neutron routers to the upstream routers. An external network is best for being used as a gateway
network. The association builds a list of all virtual routers with gateways on provider and self-service
networks within the same address scope. Hence, the BGP speaker advertises self-service network prefixes
with the corresponding router as the next-hop IP address. For details refer to Route advertisement.

2.2.1 Address Scopes

Address scopes provide flexible control as well as decoupling of address overlap from tenancy, so this
kind control can provide a routable domain, the domain has itself route and no overlap address, it means
an address scope define a L3 routing domain.

BGP Speaker will associate the external networks and advertise the tenants networks routes. Those
networks should reside in the same address scope. Neutron can route the tenant network directly without
NAT. Then Neutron can host globally routable IPv4 and IPv6 tenant networks. For determining which
tenant networks prefixes should be advertised, Neutron will identify all routers with gateway ports on
the network which had been bounded with BGP Speaker, check the address scope of the subnets on
all connected networks, then begin advertising nexthops for all tenant networks to routers on the bound
network.

2.2. BGP Speaker 5
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2.2.2 BGP Peer

BGP peer defined in Neutron represents real BGP infrastructure such as routers, route reflectors and route
servers. When a BGP peer is defined and associated with a BGP Speaker, Neutron will attempt to open a
BGP peering session with the mentioned remote peer. It is this session, using which Neutron announces
its routes.

How to configure a remote peer

A remote peer can be real or virtual e.g. vRouters or real routers. The remote peer should be configured
to handle peering with Neutron in passive mode. The peer needs to waits for the Neutron dynamic routing
agent to initiate the peering session. Also, the remote peer can be configured in active mode, but it still
can speak BGP until the complete initialization of BGP Speaker running on Neutron dynamic routing
agent.

Configuring BGP Speaker: One needs to ensure below points for setting a BGP connection.
* Host running Neutron dynamic agent MUST connect to the external router.
* BGP configuration on the router should be proper.

bgp router-id XX.XX.XX.XX This must be an IP address, the unique identifier of BGP routers
actually and can be virtual. If one doesnt configure the router-id, it will be selected automat-
ically as the highest IP address configured for the local interfaces. Just a suggestion, please
make sure that it is the same as the peer_ip which you configure in Neutron for distinguish-
ing easily.

local_as Autonomous System number can be same or different from the AS_id of external
BGP router. AS_id will be same for iBGP and different for e BGP sessions.

Setting BGP peer:

A Sample Quagga router configuration file forming BGP peering with Neutron:

!

password zebra

log file /var/log/quagga/bgpd.log
!

debug bgp events

debug bgp keepalives

debug bgp updates

debug bgp fsm

debug bgp filters

!
bgp multiple-instance
!
router bgp <BgpPeer remote_as> view test-as

bgp router-id <quagga router IP address>

neighbor <dr_agent IP address> remote-as <BgpSpeaker local_as>
neighbor <dr_agent IP address> passive

(continues on next page)
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(continued from previous page)

line vty
!

2.2.3 BGP Speaker Architecture

Dynamic routing project saves BGP Speaker configuration as per the defined data model. and pass on
the configuration request to the dynamic routing agent for further processing. The implementation of a
BGP Speaker is driver specific. During the driver interface initialization process, needed configurations
are read from the configuration file and BGP Speaker object instance is created. For details refer to BGP
drivers.

BGP Speaker Life Cycle

Now we support OsKenBgpDriver, BGP Speaker will be processed by Dragent. When associating a BGP
Speaker with an active Dragent, the plugin will send an RPC message to the agent for calling driver in
order to create a BGP Speaker instance.

In OsKenBgpDriver, the created instance BGP Speaker will setup by router-id and ASN, then os-ken
will setup new context with speaker configuration and listeners which monitor whether the related peers
are alive.

Then the following operation could be done.

* Add peers to BGP Speaker When BGP Speaker is not associated with an active Dragent, there is no
real speaker instance, so it will be still the db operation until the speaker is associated with dragent,
and all the peers connection before will be setup by BGP Speaker creation. If add peers into
speaker which is running, Dragent will call driver to add peer dynamically. For OsKenBgpDriver,
it will register a new neighbor based on your peer configuration and try to establish a session with
the peer.

* Delete peers from BGP Speaker The same logic with below, but it is reverse.

If you dont want use the specific BGP Speaker anymore, you can use CLI: neutron
bgp-speaker-delete <SPEAKER NAME/ID>

BGP Plugin will find all the associated Dragent and send RPC bgp_speaker_remove_end to
make the Dragents to clean the BGP Speaker instances. This is the same with CLI: neutron
bgp-dragent-speaker-remove <DRAGENT ID> <SPEAKER NAME/ID> BGP Plugin just send rpc
bgp_speaker_remove_end to the specific Dragent.

Advertisement

For details refer to Route Advertisement.

2.2. BGP Speaker 7



https://opendev.org/openstack/neutron-dynamic-routing/src/branch/master/neutron_dynamic_routing/db/bgp_db.py#n85
../contributor/dragent-drivers.html
../contributor/dragent-drivers.html
./route-advertisement.html

neutron-dynamic-routing Documentation, Release 20.0.1.dev7

2.2.4 How to work

For details refer to Testing.

2.3 Route Advertisement

2.3.1 BGP

This page discusses the behavior of BGP dynamic routing about how to advertise routes and show the
routes details in the project.

BGP dynamic routing could advertise 3 classes of routes:

* Host routes for floating IP addresses hosted on non-DVR routers, as floatingip address set on the
router namespace, it knows how to route the message to the correct way, so the next-hop should be
the IP address of router gateway port.

* Host routes for floating IP addresses hosted on DVR routers. With DVR-enabled routers, the float-
ing IP can be reached directly on the compute node hosting a given instance. As such, host routes
for the floating IP address should advertise the FIP agent gateway on the compute node as the next-
hop instead of the centralized router. This will keep inbound floating IP traffic from encountering
the bottleneck of the centralized router.

* Prefix routes for directly routable tenant networks with address scopes, the nexthop is the central-
ized router, the same for DVR and CVR. BGP dynamic routing could advertise tenant network
prefixes to physical network devices(routers which support BGP protocol), called this Prefixes
advertisement.

When distributed virtual routing (DVR) is enabled on a router, next-hops for floating IPs and fixed IPs
are not advertised as being at the centralized router. Host routes with the next-hop set to the appropriate
compute node are advertised.

Logical Model

8 Chapter 2. Administration Guide
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Note: A BGP Speaker only supports one address family to speak BGP. A dual-stack IPv4 and IPv6
network needs two BGP Speakers to advertise the routes with BGP, one for IPv4 and the other for IPv6.
So A network can have N number of BGP Speakers bound to it.

BgpAdvertisedRoute represents derived data. As the number of BgpAdvertisedRoutes can be quite large,
storing in a database table is not feasible. BgpAdvertisedRoute information can be derived by joining
data already available in the Neutron database. And now BGP dynamic routing project process the
Bgpadvertiseroutes which should be advertised to external Router is basing on the exist Neutron DB
tables. Neutron looks on each of the gateway network for any routers with a gateway port on that network.
For each router identified, Neutron locates each floating IP and tenant network accessible through the
router gateway port. Neutron then advertises each floating IP and tenant network with the IP address of
the router gateway port as the next hop.

When BGP Plugin is started, it will register callbacks. All callbacks are used for processing Floating IP,
Router Interface and Router Gateway creation or update, this functions listen the events of these resources
for calling Dragent to change the advertisement routes.

Now we just focus on the resources which may cause route change, the following callbacks does this
work.

* floatingip_update_callback This function listens to the Floating IPs AFTER_UPDATE event, it
judges whether the associated router is changed, and changes the advertisement routes and nexthop
based on that.

* router_interface_callback This function listens to the tenants network routes change, it listens to
AFTER_CREATE and AFTER_DELETE events of Router Interface resource. It calls Dragent to
advertise or stop the prefix routes after a interface attach into a router.

* router_gateway_callback This function listens to the router gateway port creation or deletion. It
also focuses on tenants network routes change.

You could get the advertisement routes of specific BGP Speaker like: neutron
bgp-speaker-advertiseroute-list <created-bgp-speaker> It does a complicated db query to
generate the list of advertised routes. For more details refer to route advertisement db lookup

2.4 Agent

Neutron-dynamic-routing implements a new agent named DRAgent. The agent talks to the neutron-
dynamic-routing plugin which resides in the neutron server to get routing entity configuration. DRAgent
interacts with the back-end driver to realize the required dynamic routing protocol functionality. For
details, please refer to the system design document System Design

Note: One DRAgent can support multiple drivers but currently ONLY os-ken is integrated successfully.

2.4. Agent 9
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2.4.1 Scheduler

Neutron-dynamic-routing scheduler, schedules a routing entity to a proper DRAgent.

BGP Scheduler
BGP Speaker and DRAgent has 1:N association which means one BGP speaker can be scheduled on
multiple DRAgents.

There are different options for the scheduling algorithm to be used, these can be selected via the
bgp_drscheduler_driver configuration option.

StaticScheduler

This is the most simple option, which does no automatic scheduling at all. Instead it relies on API requests
to explicitly associate BGP speaker with DRAgents and to disassociate them again.

Sample configuration:

Here is an example to associate/disassociate a BGP Speaker to/from a DRAgent.

list

id
0967 59e5-4 200 4

4 9 6 100 4

list
id o
0 4 4375-8e65-36
0 910c-4 673
5908 4e8 96

(continues on next page)
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(continued from previous page)

6 4 6628
9 444 8
9 444 8
list 9 444 8
id
4 9 6 100 4
9 444 8
the
list 9 444 8

ReST APIs for neutron-dynamic-routing scheduler are defined as part of the Neutron API reference.

ChanceScheduler

This is the default option. It will automatically schedule newly created BGP speakers to one of the active
DRAgents. When a DRAgent goes down, the BGP speaker will be disassociated from it and an attempt
is made to schedule it to a different agent. Note that this action will override any manual associations that
have been performed via the API, so you will want to use this scheduler only in very basic deployments.

Sample configuration:

2.4. Agent 11
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CHAPTER
THREE

CONFIGURATION GUIDE

3.1 Configuration

This section provides a list of all possible options for each configuration file.

neutron-dynamic-routing uses the following configuration files for its various services.

3.1.1 bgp_dragent.ini
bgp
bgp_speaker_driver

Type string

Default <None>

BGP speaker driver class to be instantiated.

bgp_router_id

Type string

Default <None>

32-bit BGP identifier, typically an IPv4 address owned by the system running the BGP DrAgent.

The following are sample configuration files for neutron-dynamic-routing. These are generated from
code and reflect the current state of code in the neutron-dynamic-routing repository.

3.1.2 Sample bgp_dragent.ini

This sample configuration can also be viewed in the raw format.

(continues on next page)
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(continued from previous page)

3.2 Policy

neutron-dynamic-routing, like most OpenStack projects, uses a policy language to restrict permissions
on REST API actions.

3.2.1 neutron-dynamic-routing policies

The following is an overview of all available policies in neutron-dynamic-routing. For a sample config-
uration file, refer to Sample neutron-dynamic-routing Policy File.

neutron-dynamic-routing

create_bgp_speaker
Default rule:admin_only
Operations
¢ POST /bgp-speakers
Create a BGP speaker
update_bgp_speaker
Default rule:admin_only
Operations
e PUT /bgp-speakers/{id}
Update a BGP speaker
delete_bgp_speaker
Default rule:admin_only
Operations
* DELETE /bgp-speakers/{id}
Delete a BGP speaker
get_bgp_speaker
Default rule:admin_only

14 Chapter 3. Configuration Guide
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Operations
* GET /bgp-speakers
¢ GET /bgp-speakers/{id}
Get BGP speakers
add_bgp_peer
Default rule:admin_only
Operations
e PUT /bgp-speakers/{id}/add_bgp_peer
Add a BGP peer to a BGP speaker
remove_bgp_peer
Default rule:admin_only
Operations
e PUT /bgp-speakers/{id}/remove_bgp_peer
Remove a BGP peer from a BGP speaker
add_gateway_network
Default rule:admin_only
Operations
¢ PUT /bgp-speakers/{id}/add_gateway_network
Add a gateway network to a BGP speaker
remove_gateway_network
Default rule:admin_only
Operations
e PUT /bgp-speakers/{id}/remove_gateway_network
Remove a gateway network from a BGP speaker
get_advertised_routes
Default rule:admin_only
Operations
* GET /bgp-speakers/{id}/get_advertised_routes
Get advertised routes of a BGP speaker
create_bgp_peer
Default rule:admin_only
Operations
¢ POST /bgp-peers
Create a BGP peer

3.2. Policy 15
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update_bgp_peer
Default rule:admin_only
Operations
e PUT /bgp-peers/{id}
Update a BGP peer
delete_bgp_peer
Default rule:admin_only
Operations
e DELETE /bgp-peers/{id}
Delete a BGP peer
get_bgp_peer
Default rule:admin_only
Operations
¢ GET /bgp-peers
¢ GET /bgp-peers/{id}
Get BGP peers
add_bgp_speaker_to_dragent
Default rule:admin_only
Operations
¢ POST /agents/{agent_id}/bgp-drinstances
Add a BGP speaker to a dynamic routing agent
remove_bgp_speaker_from_dragent
Default rule:admin_only
Operations

* DELETE /agents/{agent_id}/bgp-drinstances/
{bgp_speaker_id}

Remove a BGP speaker from a dynamic routing agent
list_bgp_speaker_on_dragent
Default rule:admin_only
Operations
* GET /agents/{agent_id}/bgp-drinstances
List BGP speakers hosted by a dynamic routing agent
list_dragent_hosting_bgp_speaker
Default rule:admin_only

Operations
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¢ GET /bgp-speakers/{bgp_speaker_id}/bgp-dragents
List dynamic routing agents hosting a BGP speaker
3.2.2 Sample neutron-dynamic-routing Policy File

The following is a sample neutron-dynamic-routing policy file for adaptation and use.

The sample policy can also be viewed in file form.

Important: The sample policy file is auto-generated from neutron-dynamic-routing when this docu-
mentation is built. You must ensure your version of neutron-dynamic-routing matches the version of this
documentation.

# Create a BGP speaker
# POST /bgp-speakers
#"create_bgp_speaker": "rule:admin_only"

# Update a BGP speaker
# PUT /bgp-speakers/{id}
#"update_bgp_speaker": "rule:admin_only"

# Delete a BGP speaker
# DELETE /bgp-speakers/{id}
#"delete_bgp_speaker": "rule:admin_only"

# Get BGP speakers

# GET /bgp-speakers

# GET /bgp-speakers/{id}
#"get_bgp_speaker": "rule:admin_only"

# Add a BGP peer to a BGP speaker
# PUT /bgp-speakers/{id}/add_bgp_peer
#"add_bgp_peer": "rule:admin_only"

# Remove a BGP peer from a BGP speaker
# PUT /bgp-speakers/{id}/remove_bgp_peer
#"remove_bgp_peer": "rule:admin_only"

# Add a gateway network to a BGP speaker
# PUT /bgp-speakers/{id}/add_gateway_network
#"add_gateway_network'": "rule:admin_only"

# Remove a gateway network from a BGP speaker
# PUT /bgp-speakers/{id}/remove_gateway_network
#"remove_gateway_network": "rule:admin_only"

# Get advertised routes of a BGP speaker
# GET /bgp-speakers/{id}/get_advertised_routes
#"get_advertised_routes": "rule:admin_only"

(continues on next page)
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(continued from previous page)

# Create a BGP peer
# POST /bgp-peers
#"create_bgp_peer": "rule:admin_only"

# Update a BGP peer
# PUT /bgp-peers/{id}
#"update_bgp_peer": "rule:admin_only"

# Delete a BGP peer
# DELETE /bgp-peers/{id}
#"delete_bgp_peer": "rule:admin_only"

# Get BGP peers

# GET /bgp-peers

# GET /bgp-peers/{id}
#"get_bgp_peer": "rule:admin_only"

# Add a BGP speaker to a dynamic routing agent
# POST /agents/{agent_id}/bgp-drinstances
#"add_bgp_speaker_to_dragent": "rule:admin_only"

# Remove a BGP speaker from a dynamic routing agent
# DELETE /agents/{agent_id}/bgp-drinstances/{bgp_speaker_id}
#"remove_bgp_speaker_from_dragent": "rule:admin_only"

# List BGP speakers hosted by a dynamic routing agent
# GET /agents/{agent_id}/bgp-drinstances
#"1ist_bgp_speaker_on_dragent": "rule:admin_only"

# List dynamic routing agents hosting a BGP speaker
# GET /bgp-speakers/{bgp_speaker_id}/bgp-dragents
#"list_dragent_hosting bgp_speaker': "rule:admin_only"

18 Chapter 3. Configuration Guide




CHAPTER
FOUR

API

The reference of the OpenStack neutron-dynamic-routing API is found at https://docs.openstack.org/
api-ref/network/#bgp-dynamic-routing.

19
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CHAPTER
FIVE

COMMAND-LINE INTERFACE

Neutron client has provided the command-line interfaces (CLI) to realize dynamic routing services sup-
ported by neutron-dynamic-routing project.

Current implementation only supports the command line interfaces for BGP functionality. For query on
what specific neutron bgp commands are supported, enter:

neutron help  grep bgp

5.1 BGP Peer

5.1.1 BGP Peer Create

Create a BGP Peer.

Positional arguments:

NAME Name of the BGP peer to create

--peer-ip PEER_IP_ADDRESS Peer IP address.

--remote-as PEER_REMOTE_AS Peer AS number. (Integer in [1, 65535] is allowed.)
Optional arguments:

-h, --help show this help message and exit

--auth-type PEER_AUTH_TYPE Authentication algorithm. Supported algorithms: none(default),
md5

--password AUTH_PASSWORD Authentication password.

21
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5.1.2 BGP Peer List

List BGP peers.

Optional arguments:

-h, --help show this help message and exit

-D, --show-details Show detailed information.

-F FIELD, --field FIELD Specify the field(s) to be returned by server. You can repeat this option.

5.1.3 BGP Peer Show

Show information of a given BGP peer.

Positional arguments:

BGP_PEER ID or name of the BGP peer to look up.
Optional arguments:

-h, --help show this help message and exit

-D, --show-details Show detailed information.

-F FIELD, --field FIELD Specify the field(s) to be returned by server. You can repeat this option.

5.1.4 BGP Peer Delete

Delete a BGP peer.

Positional arguments:

BGP_PEER ID or name of the BGP peer to delete.
Optional arguments:

-h, --help show this help message and exit
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5.1.5 BGP Peer Update

Update BGP Peers information.

Positional arguments:

BGP_PEER ID or name of the BGP peer to update.
Optional arguments:

-h, --help show this help message and exit

--name NAME Updated name of the BGP peer.

--password AUTH_PASSWORD Updated authentication password.

5.1.6 Add Peer to BGP Speaker

Add a peer to the BGP speaker.

Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker.
BGP_PEER ID or name of the BGP peer to add.
Optional arguments:

-h, --help show this help message and exit

5.1.7 Delete Peer from BGP Speaker

Remove a peer from the BGP speaker.

Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker.
BGP_PEER ID or name of the BGP peer to remove.
Optional arguments:

-h, --help show this help message and exit

5.1. BGP Peer
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5.2 BGP Speaker

5.2.1 BGP Speaker Create

Create a BGP Speaker with a specified NAME.

Positional arguments:

NAME Name of the BGP speaker to create.

Optional arguments:

-h, --help show this help message and exit

--local-as LOCAL_AS Local AS number. (Integer in [1, 65535] is allowed.)
--ip-version {4,6} IP version for the BGP speaker (default is 4)

--advertise-floating-ip-host-routes {True,False} Whether to enable or disable the adver-
tisement of floating-ip host routes by the BGP speaker. By default floating ip host routes will be
advertised by the BGP speaker.

--advertise-tenant-networks {True,False} Whether to enable or disable the advertisement of
tenant network routes by the BGP speaker. By default tenant network routes will be advertised by
the BGP speaker.

5.2.2 BGP Speaker List

List BGP speakers.

Optional arguments:
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-h, --help show this help message and exit
-D, --show-details Show detailed information.

-F FIELD, --field FIELD Specify the field(s) to be returned by server. You can repeat this option.

5.2.3 BGP Speaker Show

Show information of a given BGP speaker.

Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker to look up.
Optional arguments:

-h, --help show this help message and exit

-D, --show-details Show detailed information.

-F FIELD, --field FIELD Specify the field(s) to be returned by server. You can repeat this option.

5.2.4 BGP Speaker Delete

Delete a BGP speaker.

Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker to delete.
Optional arguments:

-h, --help show this help message and exit

5.2.5 BGP Speaker Update

Update BGP Speakers information.

Positional arguments:
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BGP_SPEAKER ID or name of the BGP speaker to update.
Optional arguments:

-h, --help show this help message and exit

--name NAME Name of the BGP speaker to update.

--advertise-floating-ip-host-routes {True,False} Whether to enable or disable the adver-
tisement of floating-ip host routes by the BGP speaker. By default floating ip host routes will be
advertised by the BGP speaker.

--advertise-tenant-networks {True,False} Whether to enable or disable the advertisement of
tenant network routes by the BGP speaker. By default tenant network routes will be advertised by
the BGP speaker.

5.2.6 Add Network to BGP Speaker

Add a network to the BGP speaker.

Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker.
NETWORK ID or name of the network to add.
Optional arguments:

-h, --help show this help message and exit

5.2.7 Delete Network from BGP Speaker

Remove a network from the BGP speaker.
Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker.
NETWORK ID or name of the network to remove.
Optional arguments:

-h, --help show this help message and exit
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5.2.8 BGP Advertised Routes List

List routes advertised by a given BGP speaker.
Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker.
Optional arguments:

-h, --help show this help message and exit

-D, --show-details Show detailed information.

-F FIELD, --field FIELD Specify the field(s) to be returned by server. You can repeat this option.

5.3 Dynamic Routing Agent

5.3.1 Add BGP Speaker to Dynamic Routing Agent

Add a BGP speaker to a Dynamic Routing agent.
Positional arguments:

BGP_DRAGENT_ID ID of the Dynamic Routing agent.
BGP_SPEAKER ID or name of the BGP speaker.
Optional arguments:

-h, --help show this help message and exit
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5.3.2 Delete BGP Speaker from Dynamic Routing Agent

Removes a BGP speaker from a Dynamic Routing agent.
Positional arguments:

BGP_DRAGENT_ID ID of the Dynamic Routing agent.
BGP_SPEAKER ID or name of the BGP speaker.
Optional arguments:

-h, --help show this help message and exit

5.3.3 List BGP Speakers hosted by a Dynamic Routing Agent

List BGP speakers hosted by a Dynamic Routing agent.
Positional arguments:

BGP_DRAGENT_ID ID of the Dynamic Routing agent.
Optional arguments:

-h, --help show this help message and exit

-D, --show-details Show detailed information.

-F FIELD, --field FIELD Specify the field(s) to be returned by server. You can repeat this option.

5.3.4 List Dynamic Routing Agents Hosting a BGP Speaker

(continues on next page)
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(continued from previous page)

List Dynamic Routing agents hosting a BGP speaker.
Positional arguments:

BGP_SPEAKER ID or name of the BGP speaker.
Optional arguments:

-h, --help show this help message and exit

-D, --show-details Show detailed information.

-F FIELD, --field FIELD Specify the field(s) to be returned by server. You can repeat this option.
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SIX

DEVELOPER GUIDE

In the Developer Guide, you will find information on neutron-dynamic-routing lower level program-
ming APIs. There are sections that cover the core pieces of neutron-dynamic-routing, including its API,
command-lines, database, system-design, alembic-migration etc. There are also subsections that describe
specific drivers inside neutron-dynamic-routing. Finally, the developer guide includes information about
testing and supported functionalities as well. This documentation is generated by the Sphinx toolkit and
lives in the source tree.

6.1 Contributing

Please see the Neutron CONTRIBUTING.rst file for how to contribute to neutron-dynamic-routing:

Neutron CONTRIBUTING.rst

6.2 Testing

Dynamic routing enables advertisement of self-service network prefixes to physical network devices that
support a dynamic routing protocol, such as routers. The Neutron dynamic routing project consists of a
service plugin-in and an agent that can advertise Neutron private network to outside of OpenStack. This
document will describe how to test the Dynamic Routing functionalities, introduce what the environ-
ment architecture is for dynamic routing test and show how to setup dynamic routing environment using
Devstack.

6.2.1 Environment Architecture

Use the following example architecture as a test environment to deploy neutron-dynamic-routing in your
environment. The example architecture will deploy an all-in-one OpenStack and connect to an Ubuntu
VM running Quagga as a router outside of OpenStack. See following:

10.156.18.20

172.24.4.3

10.156.18.21 o

(continues on next page)
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(continued from previous page)

172.24.4.1

10.0.0.0/24

6.2.2 Devstack Setup

1. Download devstack:

2. Enable neutron-dynamic-routing by including this in your local.conf file:

3. Run devstack:

6.2.3 Quagga Configure

Quagga is a network routing software available in most GNU/Linux, Solaris, FreeBSD, and NetBSD. It
provides the implementation of OSPF, RIP, BGP and IS-IS. This section shows you how to install Quagga
and then configure it on Ubuntu Linux.

1. Install Quagga using apt-get:

$ sudo apt-get install quagga quagga-doc

2. Create an empty file (/etc/quagga/zebra.conf) and set permissions.

The Quagga files and configurations will be stored in /etc/quagga:
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$ sudo touch /etc/quagga/zebra.conf
$ sudo chown quagga.quagga /etc/quagga/zebra.conf
§ sudo chmod 640 /etc/quagga/zebra.conf

3. Update quagga daemon file.

You can enable/disable the daemons routing in the /etc/quagga/daemons file.  Update
/etc/quagga/daemons to enable zebra and bgp:
4. Update /etc/quagga/zebra.conf:
5. Update /etc/quagga/bgpd.conf:
1000
id 10.156.18.20
10.156.18.21 12345
10.156.18.21
6. Restart the Quagga daemon:
33
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$ sudo systemcl restart bgpd

6.2.4 Service Test

1. As the dynamic routing is only supported by admin, source the devstack admin credentials:

$ . devstack/openrc admin admin

2. Verify that the neutron dynamic routing agent is running.

openstack network agent list --agent-type bgp

3. Create an address scope.

The provider(external) and tenant networks must belong to the same address scope for the agent to
advertise those tenant network prefixes.

openstack address scope create --ip-version 4 --share public

4. Create subnet pools. The provider and tenant networks use different pools.

* Create the provider network pool.

openstack subnet pool create --pool-prefix 172.24.4.0/24
--address-scope public provider

(continues on next page)
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(continued from previous page)

* Create tenant network pool.

openstack subnet pool create --pool-prefix 10.0.0.0/16
--address-scope public --share selfservice

5. Create the provider and tenant networks.

* Create the provider network.

openstack network create --external --provider-network-type..
—flat
--provider-physical-network public provider

(continues on next page)
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(continued from previous page)

[}

(continues on next page)
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(continued from previous page)

[}

* Create a subnet on the provider network using an IP address allocation from the
provider subnet pool.

openstack subnet create --network provider --subnet-pool.
—provider
--prefix-length 24 provider

¢ Create the tenant network.
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openstack network create private

[}

(continues on next page)
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(continued from previous page)

[}

* Create a subnet on the tenant network using an IP address allocation from the pri-
vate subnet pool.

openstack subnet create --network private --subnet-pool.
—selfservice
--prefix-length 24 selfservice

6. Create and configure router

¢ Create a router.
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openstack router create router

* Add the private subnet as an interface on the router.

openstack router add subnet router selfservice

* Add the provide network as a gateway on the router

openstack router set --external-gateway provider router

* Verify router ports. Note: from this result, you can see what the advertised routes
are.
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openstack port list --router router

7. Create and configure the BGP speaker
The BGP speaker advertised the next-hop IP address for the tenant network prefix.
* Create the BGP speaker.

Replace LOCAL_AS with an appropriate local autonomous system number. The ex-
ample configuration uses AS 12345.

openstack bgp speaker create --ip-version 4
--local-as LOCAL_AS bgp-speaker

[}

(continues on next page)
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(continued from previous page)

» Associate the BGP speaker with the provider network.

A BGP speaker requires association with a provider network to determine eligible pre-
fixes. After the association, the BGP speaker can advertise the tenant network prefixes
with the corresponding router as the next-hop IP address.

openstack bgp speaker add network bgp-speaker provider

* Verify the association of the provider network with the BGP speaker.

Checking the networks attribute.

openstack bgp speaker show bgp-speaker

* Verify the prefixes and next-hop ip addresses that the BGP speaker advertises.

openstack bgp speaker list advertised routes bgp-speaker

(continues on next page)
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(continued from previous page)

* Create a BGP peer.

Here the BGP peer is pointed to the quagga VM. Replace REMOTE_AS with an appro-
priate remote autonomous system number. The example configuration uses AS 12345
which triggers iBGP peering.

openstack bgp peer create --peer-ip 10.156.18.20
--remote-as REMOTE_AS bgp-peer

* Add a BGP peer to the BGP speaker.

openstack bgp speaker add peer bgp-speaker bgp-peer

* Verify the association of the BGP peer with the BGP speaker.

Checking the peers attribute.

openstack bgp speaker show bgp-speaker

(continues on next page)
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(continued from previous page)

8. Schedule the BGP speaker to an agent.
* Schedule the BGP speaker to BGP dynamic routing agent

With the default scheduler configuration, the first BGP speaker is scheduled to the first
dynamic routing agent automatically. So for a simple setup, there is nothing to be done
here.

* Verify scheduling of the BGP speaker to the agent.

openstack bgp dragent list --bgp-speaker bgp-speaker

6.3 DRAgent Drivers

6.3.1 Introduction
The Neutron dynamic routing drivers are used to support different dynamic routing protocol stacks which
implement the dynamic routing functionality.

As shown in the following figure, the drivers are managed by DR Agent through a Driver Manager which
provides consistent APIs to realize the functionality of a dynamic routing protocol:

(continues on next page)
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Note: Currently only the integration with os-ken is supported BGP is the only protocol supported.

6.3.2 Configuration

Driver configurations are done in a separate configuration file.

BGP Driver

There are two configuration parameters related to BGP which are specified in bgp_dragent.ini.

* bgp_speaker_driver, to define BGP speaker driver class. Default is os-ken (neu-
tron_dynamic_routing.services.bgp.agent.driver.os_ken.driver.OsKenBgpDriver).

* bgp_router_id, to define BGP identity (typically an IPv4 address). Default is a unique loopback
interface IP address.

6.3.3 Common Driver API

Common Driver API is needed to provide a generic and consistent interface to different drivers. Each
driver need to implement the provided base driver class.

BGP

Following interfaces need to be implemented by a driver for realizing BGP functionality.

API name Description
add_bgp_speaker() Add a BGP Speaker
delete_bgp_speaker() Delete a BGP speaker
add_bgp_peer() Add a BGP peer
delete_bgp_peer() Delete a BGP peer
advertise_route() Add a new prefix to advertise
withdraw_route() Withdraw an advertised prefix
get_bgp_speaker_statistics() | Collect BGP Speaker statistics
get_bgp_peer_statistics() Collect BGP Peer statistics
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